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This contribution proposes procedures for PCRF initiated S9* session establishment and procedures for WLAN as untrusted access interworking: attach, detach, handover

1. Introduction
This document proposes the procedures for supporting architecture alternative 2 when using a BBF access network treated as untrusted access and S2b or S2c is used. The call flows covered by this contribution are:
- Procedure for PCRF-Initiated Gateway Control Session Establishment with BPCF over S9* interface

- Procedures for supporting architecture alternative 2 -WLAN is being used and traffic is routed back to the EPC with S2b
- Procedures for supporting architecture alternative 2 –untrusted BBF WLAN is being used and traffic is routed back to the EPC with S2c
2. Proposal

We propose the following text in section 5.2.2 in TR 23.839 to be updated to facilitate detailed work on BBF access interworking solutions.
* * * Start of 1st Change * * *  
5.2.2.1 
Policy interworking principles 

5.2.2.1.1 
PCRF – BPCF Functional split 

PCRF is the policy and charging control element in 3GPP network. PCRF functions are described in more detail in TS 23.203 [4]. This clause points out new functionality as well as some of the existing functionality applicable to BBF access interworking. (Note that not all applicable existing functionality is included below).

The BPCF is a policy control entity in the BBF network. This clause describes functionality assumed to reside in the BPCF to support 3GPP-BBF interworking.

In a non-roaming scenario, the functionality of PCRF includes:

· Policy decision and PCC Rule generation e.g. based on the information received from the AF via Rx, operator policies and subscription information via Sp (this is existing functionality described in TS 23.203).

· Installation of PCC Rules in the PCEF over Gx (this is existing functionality described in TS 23.203).

· Sends the QoS rules to the BPCF over S9* to request admission control in the fixed access.

· Sends outer IP header information for tunnelled traffic (e.g. UE local IP address) to allow the BBF access to identify the UE traffic that is tunnelled. 
Editor’s note: Tunnel header information for S2c with trusted non-3GPP access procedures is already supported on S9 since rel-8. The detailed information needed for untrusted access procedures is FFS.
The functionality of the BPCF includes the following:

· Performs admission control in fixed access or delegates admission control decision to other BBF nodes (this aspect is out of scope to 3GPP). Based on the admission control, the BPCF accepts or rejects the request received over S9*. As with current S9, the BPCF may include the acceptable QoS in the reply if the request is rejected.

· May translate QCI, bit rates, and ARP into access specific QoS parameters applicable in the BBF domain (this aspect is out of scope of 3GPP).  

· May install Policy Filters and QoS for a 3GPP UE session over R interface (this aspect is out of scope to 3GPP).

Additional clarifications are needed for the roaming scenario, where both H- and V-PCRF are available. No business agreement between HPLMN and BBF operator for roaming scenario is assumed. In a roaming scenario, the functionality of the H-PCRF includes the following:

· Generates PCC Rules based on the information received from the AF via Rx or via S9, operator policies and subscribed information via Sp (this is existing functionality described in TS 23.203).

· For home routed access, installs PCC Rules in the PCEF over Gx. (this is existing functionality described in TS 23.203).

· For visited access (local breakout), sends PCC Rules to the V-PCRF over S9 (this is existing functionality described in TS 23.203).

· For home routed access, sends QoS rules to the V-PCRF to request admission control over S9. (This is new for GTP-based access)
· For architecture alternative 1, sends outer IP header information for tunnelled traffic (e.g. UE local IP address). 
The functionality of V-PCRF includes the following:

· For visited access (local breakout), installs PCC Rules in the PCEF over Gx. (this is existing functionality described in TS 23.203)

· Applies local policies based on the roaming agreement with HPLMN. Also applies local policies based on  the business agreement with BBF operator. 

· Sends QoS rules to the BPCF over S9* to request admission control in the fixed access.
· For architecture alternative 2, establishes Gxb session with the ePDG to receive outer IP header information for tunnelled traffic (e.g. UE local IP address) and QoS information.
· For architecture alternative 2, sends outer IP header information for tunnelled traffic (e.g. UE local IP address) to the BPCF
The functionality of the BPCF in a roaming scenario would remain the same as in the non-roaming scenario. 

5.2.2.1.2 
Procedures on S9*
General

Even though S9* is based on S9, all the S9 procedures and Information Elements may not be applicable to BBF accesses. For example, many of the Information Elements used on S9 applies primarily to 3GPP accesses and other wireless accesses. On the other hand, new procedures and IEs may need to be added to S9 in order to support BBF accesses. As part of this paper, we will identify the parts of S9 that do not apply for BBF accesses and those aspects that are currently missing on S9. 

In Building Block 1, policy interworking is considered only for scenarios were traffic is routed back via EPC. In this case charging will be performed in the PDN GW and it is reasonable to assume that sending QoS-rule type of information over S9* is sufficient. Therefore the Gxx variant of S9 is applicable for Building Block 1. The Rx and Gx parts of the S9 reference point are not applicable for S9* in the scope of Building Block 1. Below we discuss the different procedures defined for S9 in TS 23.203 when the Gxx-variant applies. Note that in TS 23.402 and 23.203, for the home routed case, the same stage 2 procedures are used over Gxx and S9 reference points. On stage 3 however, they are implemented with different Diameter applications (Gxx Diameter application and S9 Diameter application. In this contribution we use stage 2 language and thus keep the same name also for the procedures on S9*. Note however that there is no assumption that BBERF functionality such as bearer binding is supported by the fixed access. How S9* is implemented on stage 3 level is out of scope for this document.  
BPCF-Initiated Gateway Control Session Establishment
The Gateway Control Session Establishment is initiated from the BPCF for S9* and results in that an S9* session is established. In order for the BPCF to trigger establishment of an S9* session, it needs to become aware that a 3GPP UE has attached via the BBF access and the IMSI of the subscriber.  The BBF access network may become aware of the UE if 3GPP-based access authentication (EAP-AKA/AKA’) is performed.  For these scenarios the BPCF can initiate the S9* session using the BPCF-Initiated Gateway Control Session Establishment procedure. 

Editor’s note: The feasibility to support 3GPP-based access authentication for BBF access interworking should be verified with BBF. In the non-roaming case, the BPCF discovers a suitable PCRF domain based on UE NAI realm part. In the roaming case, the BPCF discovers a V-PCRF based on configuration, e.g. by mapping the UE NAI realm part to a suitable VPLMN. However, in some scenarios EAP is not supported in the WLAN/fixed access and the UE may be located behind a routed Residential Gateway. In these cases it may be difficult for the BPCF to detect that a 3GPP UE has connected.  .  
Editor’s note: S9* session setup for these scenarios is FFS. Also, S9* session setup when UE is accessing over H(e)NB is FFS

The information contained in the request message include e.g. IMSI, IP-CAN type and local UE IP address. The reply message contains the result code and may also include QoS Rules as described in TS 23.203.

As a result of the S9* session establishment, the fixed access (BPCF and BNG) is able to associate the aggregate IP traffic plane (tunnel) used by a 3GPP UE with the S9* session towards the PCRF. 
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Figure 5.2.2.1.2-1 BPCF-Initiated GW Control Session Establishment
PCRF-Initiated Gateway Control Session Establishment

In case the BBF access network does not support 3GPP-based access authentication or the UE is located behind a routed Residential Gateway, the BBF access network will not be aware that a 3GPP UE has attached via the BBF access and will not know the IMSI of the subscriber. In this case, the PCRF-Initiate S9* session establishment procedure shall be performed. The establishment of Gxb session initiated by ePDG triggers the PCRF to initiate S9* session establishment with the BPCF. The PCRF can initiate the S9* session using the PCRF-Initiated Gateway Control Session Establishment procedure. The PCRF discovers the BPCF serving the UE based on the UE location information (e.g. the outer IP header information of IPSec tunnel) provided by the ePDG via Gxb reference point.
The information contained in the request message which sending from the PCRF to the BPCF includes e.g. IMSI, IP-CAN type, local UE IP address or the outer IP header information for tunnelled traffic, and QoS Information (e.g. QoS Rules ) as described in TS23.203. The reply message contains the result code which indicates whether PCRF-Initiated Gateway Control Session establishment is successful or not.

As a result of the S9* session establishment, the fixed access (BPCF and BNG) is able to associate the aggregate IP traffic plane (tunnel) used by a 3GPP UE with the S9* session towards the PCRF.
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Figure 5.2.2.1.2-2 PCRF-Initiated GW Control Session Establishment
GW Control and QoS Rules Provisioning (admission control request)
This procedure would be initiated by the PCRF (non-roaming) or  by the V-PCRF (roaming) for S9*. The PCRF requests the BPCF to perform admission control. The BPCF takes into account the information contained in the QoS rule but the details for how admission control is performed in the BBF access is out of scope to 3GPP. If the request is accepted the BPCF may provision the BNG with information to allow identification of the traffic flows for a UE and QoS parameters. 
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Figure 5.2.2.1.2-3 GW Control and QoS Rule Provisioning
The GW Control and QoS Rule Provisioning includes the following information:

· QoS-Rule with the QoS information (QCI, GBR, MBR, ARP). 

· Information (e.g. Session ID) that allows the BPCF to associated the request with the existing S9* session so that the fixed access can identify the traffic plane resources that are affected. For encrypted tunnels (for H(e)NB and untrusted access), there is no immediate need to provide the SDF filters. It is sufficient if the BBF access can associate the request with the right session and perform admission control.

Editor’s note: The assumptions about QoS treatment performed by the BNG of the 3GPP UE traffic may need to be further clarified. The exact QoS information that is included in the message to support QoS handling in the BBF access when using encrypted tunnels is FFS.
BPCF-Initiated Gateway Control Session Termination

This procedure would be initiated by the BPCF to terminate a S9* session. The trigger in BPCF for initiating this procedure may be that the 3GPP UE is no longer connected via the BBF access (e.g. if the lease of the local IP address used by the 3GPP UE expires), if the BBF access network is aware of the UE’s detachment from EPC. The BPCF may also use this procedure if an admission control request causes all resources of a UE to be pre-empted (if allowed by regulations).
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Figure 5.2.2.1.2-4 GW Control Session termination
PCRF-Initiated Gateway Control Session Termination

This procedure would be initiated by the PCRF (non-roaming) or V-PCRF (roaming) for S9* to terminate a S9* session.

In Architecture Alternative 2, the Gxb session termination from ePDG may serve as a trigger for PCRF initiated GW Control session termination toward BPCF.
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Figure 5.2.2.1.2-5 PCRF Initiated GW Control Session Termination

BPCF-Initiated Gateway Control and QoS Rules Request

In a fixed access, there will probably be limited use of this procedure. For example, the fixed accesses typically do not support UE-initiated resource requests and would also not be able to detect most of the events that are defined as event triggers in PCC. This procedure could however be applicable in case the BPCF has pre-empted some resources and wants to report a QoS rule failure to the PCRF. 
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Figure 5.2.2.1.2-6 Gateway Control and QoS Rules Request
5.2.2.1.3 
Assumptions about functionality in the BBF access network

In the above analysis, the following assumptions were made about functionality in the BBF Access Network:

· The BPCF is able to map the QoS information (QCI, bit rates, ARP) received over S9* to access-specific parameters applicable in the BBF access network

· The BBF access network (e.g. BPCF) can perform admission control based on the QoS rules received over S9*

· The BBF access network is able to support 3GPP-based access authentication and forward EAP messages between the UE and EPC.

· For architecture alternative 1 as described in clause 5.1.2.1, triggered by the access authentication and/or local IP address assignment, the BPCF initiate establishment of the S9* session with the PCRF.
· For architecture alternative 2 as described in clause 5.1.2.2, triggered by the Gxb session establishment, the PCRF initiate the establishment of S9* session with BPCF.
* * * End of 1st Change * * *  
* * * Start of 2st Change * * *  
5.2.2.2  
Procedures for supporting architecture alternative 1-WLAN is being used and traffic is routed back to the EPC with S2b
5.2.2.3  
Procedures for supporting architecture alternative 1-trusted BBF WLAN is being used and traffic is routed back to the EPC with S2c

5.2.2.4  
Procedures for supporting architecture alternative 1-untrusted BBF WLAN is being used and traffic is routed back to the EPC with S2c
5.2.2.5
Procedures for supporting architecture alternative 2 -WLAN is being used and traffic is routed back to the EPC with S2b 
5.2.2.5.1
Initial Attach with PMIPv6 on S2b
This clause is related to the case when the UE powers-on in an untrusted BBF access network via S2b interface. Gxb session is being established between ePDG and PCRF when UE initial attach to the EPC via BBF access. 
In the non-roaming case, PMIPv6 specification, RFC 5213, is used to setup a PMIPv6 tunnel between the ePDG and the PDN GW. It is assumed that MAG is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.
The home routed roaming, LBO and non-roaming scenarios are depicted in the following figures.

-
In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA Server in the HPLMN to the PDN GW in the VPLMN and visa versa. Messages between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN.

-
In the non-roaming case, the vPCRF and the 3GPP AAA Proxy are not involved. S9* session is between hPCRF and the BPCF.

-
In home routed roaming and LBO case, the S9* session is between vPCRF and the BPCF, the hPCRF is not aware of the S9* session.
If dynamic policy provisioning over S9* is not deployed, the optional steps 4-5 and steps 12-13 in Figure 5.2.2.5.1-1 do not occur. Instead, the BBF Access Network may employ static configured policies.
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Figure 5.2.2.5.1-1: Initial attachment when Network-based MM mechanism are used over S2b for roaming, non-roaming and LBO
1. If the BBF access network supports 3GPP-based (EAP) authentication, it may be involved in the EAP access authentication procedure performed between the UE and the EPC. As part of this step, the permanent user identity (IMSI) is provided from the 3GPP AAA Server to the BBF access network. Otherwise, this step is omitted.
2. The UE receives a local IP address from the BBF Access Network. How this is done is out of 3GPP scope, but it may involve IP address assignment by an RG or a BNG.
3. The IKEv2 tunnel establishment procedure is started by the UE. Authentication procedure is performed among UE, ePDG and 3GPP AAA. For detail information, please refer to step 2 in TS23.402, clause 7.2.1.
4. The ePDG initiates Gxb session establishment with the PCRF by using Gateway Control Session establishment procedure. The ePDG includes the IMSI, APN, IP-CAN type and the outer IP header information of the tunnelled traffic (other information whether needs to be included is FFS) in the message to the PCRF. 
For roaming case (both home routed and LBO), the ePDG initiates Gateway Control Session establishment procedure with the v-PCRF. The ePDG contains IMSI, APN, IP-CAN type and outer IP header information of the tunnelled traffic in the request message. When the v-PCRF receives a Gateway Control Session establishment request, the v-PCRF shall initiate S9 session establishment/modification procedure. The v-PCRF sends a S9 session establishment request to the h-PCRF with the information received over Gxb interface excluding tunnelled traffic related info (e.g. outer IP header info of the tunnelled traffic).
5. Triggered by the Gxb session establishment, the PCRF (non-roaming case) or the v-PCRF (roaming case) initiates Gateway Control Session establishment with the BPCF to establish S9* Session. The IMSI, IP-CAN type, and outer IP header information for tunnel traffic needs to be included in the request message which sending to the BPCF.
6-11. The description of these steps are the same as for steps 3-9 in TS 23.402, clause 7.2.1
12.   The PCRF executes a Gateway Control and QoS Rules provision procedure to provide QoS information towards the ePDG. 
For roaming case, v-PCRF acts as an intermediary, storing such information and forwarding them from the h-PCRF to the ePDG.
13. In order for the BPCF to perform admission control in the fixed network, the PCRF (non-roaming case) or the v-PCRF (roaming case) may also use Gateway Control and QoS Rules provision procedure to provide QoS information to the BPCF. 
5.2.2.5.2
UE/ePDG-initiated Detach Procedure and UE-Requested PDN Disconnection with PMIPv6
Non-Roaming, Home Routed Roaming and Local Breakout Case

The procedure in this clause applies to Detach Procedures, initiated by UE or ePDG initiated detach procedure, and to the UE-requested PDN disconnection procedure.

The UE can initiate the Detach procedure, e.g. when the UE is power off. The ePDG may initiate the Detach procedure due to administration reason or the IKEv2 tunnel releasing.

For multiple PDN connectivity, this detach procedure shall be repeated for each PDN connected.
The home routed roaming, LBO and non-roaming scenarios are depicted in the following figures. In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA Server in the HPLMN to the PDN GW in the VPLMN and visa versa. Messages between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN. In the non-roaming case, the vPCRF and the 3GPP AAA Proxy are not involved.

If dynamic policy provisioning over S9* is not deployed, the optional step 3 in 5.2.2.5.2-1 does not occur. Instead, the BBF access network may employ static configured policies.
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Figure 5.2.2.5.2-1: UE/ePDG-initiated detach procedure with PMIPv6

1)  IKEv2 tunnel release triggers PMIP tunnel release.
2)  Triggered by the IKEv2 tunnel release, the ePDG executes Gateway Control Session termination procedure with the PCRF.
For roaming case, the ePDG executes Gateway Control Session termination procedure with the v-PCRF. Accordingly, the v-PCRF initiates S9 session termination/modification with the h-PCRF.
3)  After receiving Gateway Control Session Termination from the ePDG, the PCRF(non-roaming case) or the v-PCRF (roaming case) executes a Gateway Control and QoS Rules Provision procedure with the BPCF or, if this is the last PDN Connection for the UE, a PCRF-Initiated Gateway Control Session Termination Procedure with the BPCF would be performed. 
4-8) The description of this step is the same as for step 2-6 in 23.402, clause 7.4.1.1
5.2.2.5.3 
HSS/AAA-initiated Detach Procedure with PMIP
Non-Roaming, Home Routed Roaming and Local Breakout Case

HSS/AAA-initiated detach procedure with PMIPv6 for non-roaming case is illustrated in Figure 7.4.2-1. The HSS can initiate the procedure e.g. when the user's subscription is removed. The 3GPP AAA Server can initiate the procedure, e.g. instruction from O&M, timer for re-authentication/re-authorization expired.
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Figure 5.2.2.5.3-1: HSS/AAA-initiated detach procedure with PMIPv6

NOTE 1:
AAA proxy and vPCRF are only used in the case of home routed roaming and local breakout.

1) The description of this step is the same as for step 1 in 23.402, clause 7.4.2.1

2) This includes the procedure after step 1 in Figure 5.2.2.5.2-1. For multiple PDN connectivity, this step shall be repeated for each PDN Connected.

3) The description of this step is the same as for step 3 in 23.402, clause 7.4.2.1

Editor’s note: The optional SWa interactions are not shown in the flow above. It is FFS whether such interactions should be added.

NOTE 2:
The HSS/AAA may also send a detach indication message to the PDN GW. The PDN GW does not remove the PMIP tunnels on S2b, since the ePDG is responsible for removing the PMIP tunnels on S2b. The PDN GW acknowledges the receipt of the detach indication message to the HSS/AAA.

5.2.2.5.4 
E-UTRAN to Untrusted Non-3GPP IP Access Handover with PMIPv6 on S2b
This clause shows a call flow for a handover when a UE moves from an E-UTRAN to an untrusted non-3GPP access network. PMIPv6 is assumed to be used on the S5/S8 interface and PMIPv6 is used on the S2b interface.
Both the roaming and non-roaming scenarios are depicted in the figure. In the roaming case, the vPCRF acts as an intermediary, sending the QoS Policy Rules Provision from the hPCRF in the HPLMN to the Serving GW in the VPLMN. The vPCRF receives the Acknowledgment from the Serving GW and forwards it to the hPCRF. In the non-roaming case, the vPCRF is not involved.

For connectivity to multiple PDNs, step 16 is repeated for each PDN the UE is connected to. Step 16 can occur in parallel for each PDN. Other impacts related to the handover for multiple PDNs are described in clause 8.1.

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured in the gateway.
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Figure 5.2.2.5.4-1: E-UTRAN to Untrusted Non-3GPP IP Access Handover

1-2) The description of these steps are the same as for steps 1-2 in 23.402, clause 8.2.3

3)  If the BBF access network supports 3GPP-based (EAP) authentication, it may be involved in the EAP access authentication procedure performed between the UE and the EPC. As part of this step, the permanent user identity (IMSI) is provided from the 3GPP AAA Server to the BBF access network. Otherwise, this step is omitted.
4)  The UE receives a local IP address from the BBF Access Network. How this is done is out of 3GPP scope, but it may involve IP address assignment by an RG or a BNG.
5)  The IKEv2 tunnel establishment procedure is started by the UE. For detail information, please refer to step 3 in TS23.402, clause 8.2.3

6)  The ePDG initiates Gxb session establishment by using Gateway Control Session establishment procedure with the PCRF. The ePDG includes the IMSI, APN, IP-CAN type and the outer IP header information of the tunnelled traffic (other information whether needs to be included is FFS) in the message to the PCRF.
For roaming case, the ePDG initiates Gateway Control Session establishment procedure with the v-PCRF. The ePDG contains IMSI, APN, IP-CAN type and outer IP header information of the tunnelled traffic in the request message. When the v-PCRF receives a Gateway Control Session establishment request, the v-PCRF shall initiate S9 session establishment/modification procedure. The v-PCRF sends a S9 session establishment request to the h-PCRF with the information received over Gxb interface excluding tunnelled traffice related info (e.g. outer IP header info of the tunnelled traffic).
7)  Triggered by the Gxb session establishment, the PCRF (non-roaming case) or the v-PCRF (roaming case) initiates Gateway Control Session establishment with the BPCF to establish S9* Session. The IMSI, IP-CAN type, and outer IP header information for tunnel traffic needs to be included in the request message which sending to the BPCF.
8-11) The description of these steps are the same as for steps 4-7 in 23.402, clause 8.2.3
12)  The PCRF executes a Gateway Control and QoS Rules provision procedure to provide QoS information towards the ePDG.
For roaming case, v-PCRF acts as an intermediary, storing such information and forwarding them from the h-PCRF to the ePDG.

13)  In order for the BPCF to perform admission control in the fixed network, the PCRF (non-roaming case) or the v-PCRF (roaming case) may also use Gateway Control and QoS Rules provision procedure to provide QoS information to the BPCF. 

14-16) The description of these steps are the same as for steps 8-10 in 23.402, clause 8.2.3
5.2.2.5.5 
UE-initiated Connectivity to Additional PDN with PMIPv6 on S2b
This clause is related to the case when the UE has an established PDN connection and wishes to establish one or more additional PDN connections. Since PMIPv6 is used to establish connectivity with the additional PDN, the UE establishes a separate SWu instance (i.e. a separate IPSec tunnel) for each additional PDN.
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Figure 5.2.2.5.5-1: UE-initiated connectivity to additional PDN from Un-trusted Non-3GPP IP Access with PMIPv6

1) The UE has performed the Initial S2b Attach procedure as defined in clause 5.2.2.5.1 and has an established PDN connection.
2) The UE repeats the procedure of steps 1, 2, 5 in clause 5.2.2.5.1, Figure 5.2.2.5.1-1 for each additional PDN the UE wants to connect to.
* * * End of 2st Change * * *  
* * * Start of 3st Change * * *  
5.2.2.6
Procedures for supporting architecture alternative 2 -untrusted BBF WLAN is being used and traffic is routed back to the EPC with S2c
5.2.2.6.1
Initial Attach with DSMIPv6 on S2c to untrusted BBF access
This clause is related to the case when the UE attaches to a BBF access which is considered as untrusted. In this case only S2c procedures can be used. Gxb session is being established between ePDG and PCRF when UE initial attach to the EPC via BBF access.
The home routed roaming, LBO and non-roaming scenarios are depicted in the figure.

-
In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA Server in the HPLMN to the PDN GW in the VPLMN and visa versa. Messages between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN.

-
In the non-roaming case, the vPCRF and the 3GPP AAA Proxy are not involved.

If dynamic policy provisioning over S9* is not deployed, the optional steps 5 and 15 in Figure 5.2.2.6.1-1 do not occur. Instead, the BBF Access Network may employ static configured policies.
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Figure 5.2.2.6.1-1: Initial attachment when S2c is used for roaming, non-roaming and LBO

1. If the BBF access network supports 3GPP-based (EAP) authentication, it may be involved in the EAP access authentication procedure performed between the UE and the EPC. As part of this step, the permanent user identity (IMSI) is provided from the 3GPP AAA Server to the BBF access network. Otherwise, this step is omitted.
2. The UE receives a local IP address from the BBF Access Network. How this is done is out of 3GPP scope, but it may involve IP address assignment by an RG or a BNG. 
3. The IKEv2 tunnel establishment procedure is started by the UE. For detail information, please refer to step 1 in TS 23.402, clause 7.3
4. The ePDG initiates Gxb session establishment by using Gateway Control Session establishment procedure with the PCRF. The ePDG includes the IMSI, APN, IP-CAN type and the outer IP header information of the tunnelled traffic (other information whether needs to be included is FFS) in the message to the PCRF.
For roaming case, the ePDG initiates Gateway Control Session establishment procedure with the v-PCRF. The ePDG contains IMSI, APN, IP-CAN type and outer IP header information of the tunnelled traffic in the request message. When the v-PCRF receives a Gateway Control Session establishment request, the v-PCRF shall initiate S9 session establishment/modification procedure. The v-PCRF sends a S9 session establishment request to the h-PCRF with the information received over Gxb interface excluding tunnelled traffice related info (e.g. outer IP header info of the tunnelled traffic).
5. Triggered by the Gxb session establishment, the PCRF (non-roaming case) or the v-PCRF (roaming case) initiates Gateway Control Session establishment with the BPCF to establish S9* Session. The IMSI, IP-CAN type, and outer IP header information for tunnel traffic needs to be included in the request message which sending to the BPCF.
6-13. The description of these steps are the same as for steps 2-8 in TS 23.402, clause 7.3

14. The PCRF executes a Gateway Control and QoS Rules provision procedure to provide QoS information towards the ePDG.
For roaming case, v-PCRF acts as an intermediary, storing such information and forwarding them from the h-PCRF to the ePDG.

15. In order for the BPCF to perform admission control in the fixed network, the PCRF (non-roaming case) or the v-PCRF (roaming case) may also use Gateway Control and QoS Rules provision procedure to provide QoS information to the BPCF.
5.2.2.6.2
UE-initiated Detach Procedure and UE-Requested PDN Disconnection with S2c in untrusted BBF access
The procedure in this clause applies to Detach Procedures, initiated by UE, and to the UE-requested PDN disconnection procedure. The UE can initiate the Detach procedure, e.g. when the UE is power off. For multiple PDN connectivity, this detach procedure shall be repeated for each PDN connected.
The home routed roaming, LBO and non-roaming scenarios are depicted in the figure. In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA Server in the HPLMN to the PDN GW in the VPLMN and visa versa. Messages between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN. In the non-roaming case, the vPCRF and the 3GPP AAA Proxy are not involved.

If dynamic policy provisioning over S9* is not deployed, the optional step 6 does not occur. Instead, the BBF access network may employ static configured policies.
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Figure 5.2.2.6.2-1: UE-initiated detach procedure with DSMIPv6

1-4) The description of these steps are the same as for steps 1-4 in 23.402, clause 7.5.2

5) 
Triggered by the IP-CAN session termination in step 3, the PCRF executes Gateway Control and QoS Rules provision procedure with the ePDG or, if this is the last PDN Connection for the UE, a PCRF-Initiated Gateway Control Session Termination Procedure with the ePDG.

For roaming case, the h-PCRF initiates S9 session termination/modification with the v-PCRF. The v-PCRF executes Gateway Control Session termination procedure or the Gateway Control Session Termination procedure with the ePDG, accordingly.

6) The PCRF (non-roaming case) or the v-PCRF (roaming case) executes a Gateway Control and QoS Rules Provision procedure or, if this is the last PDN Connection for the UE, a PCRF-Initiated Gateway Control Session Termination Procedure with the BPCF would be performed.
7-9) The description of this step is the same as for step 6 in 23.402, clause 7.5.2
5.2.2.6.3
HSS-initiated Detach Procedure with S2c in untrusted BBF access
The procedure in this clause applies to Detach Procedures, initiated by HSS.
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 Figure 5.2.2.6.3-1: HSS-initiated detach procedure with DSMIPv6

1-5) The description of these steps are the same as for steps 1-5 in 23.402, clause 7.5.3
6) 
Triggered by the IP-CAN session termination in step 3, the PCRF executes Gateway Control and QoS Rules provision procedure or, if this is the last PDN Connection for the UE, a PCRF-Initiated Gateway Control Session Termination Procedure with the ePDG.

For roaming case, the h-PCRF initiates S9 session termination/modification with the v-PCRF. The v-PCRF executes Gateway Control Session termination procedure or the Gateway Control and QoS Rules provision procedure with the ePDG, accordingly.
7)  The PCRF (non-roaming case) or the v-PCRF (roaming case) executes a Gateway Control and QoS Rules Provision procedure or, if this is the last PDN Connection for the UE, a PCRF-Initiated Gateway Control Session Termination Procedure with the BPCF would be performed.
8-10) The description of these steps are the same as for steps 6-8 in 23.402, clause 7.5.3
5.2.2.6.4
PDN GW-initiated PDN disconnection Procedure with S2c in untrusted BBF access
The procedure in this clause applies to PDN disconnection procedure initiated by PDN GW.
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 Figure 5.2.2.6.4-1: PDN GW-initiated PDN disconnection procedure with DSMIPv6

1-4) The description of these steps are the same as for steps 1-4 in 23.402, clause 7.5.4
5) 
Triggered by the IP-CAN session termination in step 4, the PCRF executes Gateway Control and QoS Rules provision procedure or, if this is the last PDN Connection for the UE, a PCRF-Initiated Gateway Control Session Termination Procedure with the ePDG.

For roaming case, the h-PCRF initiates S9 session termination/modification with the v-PCRF. The v-PCRF executes Gateway Control Session termination procedure or the Gateway Control and QoS Rules provision procedure with the ePDG, accordingly.

6)  The PCRF (non-roaming case) or the v-PCRF (roaming case) executes a Gateway Control and QoS Rules Provision procedure or, if this is the last PDN Connection for the UE, a PCRF-Initiated Gateway Control Session Termination Procedure with the BPCF would be performed.
7-9) The description of these steps are the same as for steps 5-6 in 23.402, clause 7.5.4
5.2.2.6.5 
E-UTRAN to untrusted BBF access Handover with DSMIPv6 on S2c

This clause shows a call flow for a handover when a UE moves from an E-UTRAN to an untrusted BBF access network.
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 Figure 5.2.2.6.5-1: E-UTRAN to untrusted BBFAccess Handover

Both the roaming and non-roaming scenarios are depicted in the figure. 

For connectivity to multiple PDNs, steps 10-13 are repeated for each PDN the UE is connected to. 

The optional interaction steps between the BPCF and the PCRF in the procedures only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured in the gateway.

1-2) The description of these steps are the same as for steps 1-2 in 23.402, clause 8.4.3

3)
If the BBF access network supports 3GPP-based (EAP) authentication, it may be involved in the EAP access authentication procedure performed between the UE and the EPC. As part of this step, the permanent user identity (IMSI) is provided from the 3GPP AAA Server to the BBF access network. Otherwise, this step is omitted.
4)  The UE receives a local IP address from the BBF Access Network. How this is done is out of 3GPP scope, but it may involve IP address assignment by an RG or a BNG.
5)  The IKEv2 tunnel establishment procedure is started by the UE. For detail information, please refer to step 4 in TS 23.402, clause 8.4.3
6)
The ePDG initiates Gxb session establishment by using Gateway Control Session establishment procedure with the PCRF. The ePDG includes the IMSI, APN, IP-CAN type and the outer IP header information of the tunnelled traffic (other information whether needs to be included is FFS) in the message to the PCRF.

For roaming case, the ePDG initiates Gateway Control Session establishment procedure with the v-PCRF. The ePDG contains IMSI, APN, IP-CAN type and outer IP header information of the tunnelled traffic in the request message. When the v-PCRF receives a Gateway Control Session establishment request, the v-PCRF shall initiate S9 session establishment/modification procedure. The v-PCRF sends a S9 session establishment request to the h-PCRF with the information received over Gxb interface excluding tunnelled traffice related info (e.g. outer IP header info of the tunnelled traffic).
7) 
Triggered by the Gxb session establishment, the PCRF (non-roaming case) or the v-PCRF (roaming case) initiates Gateway Control Session establishment with the BPCF to establish S9* Session. The IMSI, IP-CAN type, and outer IP header information for tunnel traffic needs to be included in the request message which sending to the BPCF.
8-14) The description of these steps are the same as for steps 5-10 in 23.402, clause 8.4.3.

15) The PCRF executes a Gateway Control and QoS Rules provision procedure to provide QoS information towards the ePDG.
For roaming case, v-PCRF acts as an intermediary, storing such information and forwarding them from the h-PCRF to the ePDG.

16) In order for the BPCF to perform admission control in the fixed network, the PCRF (non-roaming case) or the v-PCRF (roaming case) may also use Gateway Control and QoS Rules provision procedure to provide QoS information to the BPCF.
* * * End of 3st Change * * *  
 





 





BBF Access 


-2 desess Network��������������������������������������������������������������������������������������������������������������-2 desess Network��������������������������������������������������������������������������������������������������������������Network





 





 





 





 





 





 





2. The procedures as Figure 5.2.2.5.2-1, after step 1





 





 





 





3. Detach Ack





 





 





 





1. Detach Indication





 





 





 





ePDG





 





 





 





hPCRF





 





 





 





AAA





 





 





 





HSS/





 





 





 





GW





 





 





 





PDN





 





 





 





vPCRF





 





 





 





 





 





Proxy





 





3GPP AAA 





 





 





 





UE





 





 





 





 Scenarios





 





Roaming





 





 





 








3GPP

SA WG2 TD


_1343212801.doc

[image: image1]

BPCF







PCRF







Gxx session has been established







PCRF-Initiated GW Control Session Establishment��Outer IP header info, QoS Information, etc







GW Control Session Establishment ACK��Result = OK












_1343222977.doc


3. PCEF-Initiated IP-CAN Session Termination Procedure







6. Gateway Control and QoS Rules Provision procedure or �PCRF-Initiated Gateway Control Session Termination Procedure







9. BBF specific resource release procedure







2. Update PDN GW Address







4. Binding Ack 







7. IKEv2 termination







1. Binding Update (lifetime=0)







hPCRF







HSS/



AAA







PDN GW







vPCRF







3GPPAAA Proxy







UE







Roaming Scenarios







BBF AAA Proxy







BPCF







BNG







ePDG







RG















BBF Access Network







8. IPsec detach















5. Gateway Control and QoS Rules Provision procedure or�PCRF-Initiated Gateway Control Session Termination Procedure












_1343222979.doc


17. 3GPP EPS Bearer release







9. PCEF-initiated IP-CAN Session Modification Procedure







2. UE discovers BBF Access and initiates HO







Roaming Scenarios















3GPP�AAA Proxy







vPCRF







HSS/ AAA







14. IPsec Tunnel







15. PMIPv6 or GTP tunnel























11. IPsec tunnel setup completion and address configuration







 PMIPv6 or GTP tunnel















10. Proxy BA (IP Addr) 







8. Proxy BU (MN-NAI, IP Addr req) 







5. Authentication and Authorization (PDN GW)















5. IKEv2 auth and tunnel setup















PMIPv6/GTP







1. Radio bearer and S1 bearer























hPCRF







MME







ePDG







UE







PDN GW







Serving GW







16. UE-initiated Connectivity to Additional PDN







17. 3GPP EPS Bearer release







BBF �AAA proxy







BPCF







BNG







BBF Access Network







12. Gateway Control and QoS Rules provision procedure 















6. ePDG-initiated Gateway Control Session Establishment Procedure







7. PCRF-Initiated Gateway Control Session Establishment Procedure







3. 3GPP based 3GPP based access authentication







4. Address assignment















RG







13. Gateway Control and QoS Rules provision procedure












_1343635378.doc


6. PCEF-Initiated IP-CAN Session Termination Procedure







3. Gateway Control and QoS Rules Provision procedure or �PCRF-Initiated Gateway Control Session Termination Procedure











8. BBF specific resource release procedure







5. Update PDN GW Address







7. Proxy Binding Ack







ePDG







4. Proxy Binding Update



(lifetime=0)







hPCRF







HSS/



AAA







PDN GW







vPCRF







3GPPAAA Proxy







UE







Roaming Scenarios







BBF AAA Proxy







BPCF







BNG







1. IKEv2 tunnel release trigger











RG















BBF Access Network







2. ePDG-Initiated Gateway Control Session Termination












_1343463116.doc






ePDG 



















GW2











PDN 















2. S2b Attach to additional PDNs as in Fig 5.2.2.5.1-1















1. Initial S2b Attach as in Fig 5.2.2.5.1-1



















GW1











PDN 



















UE
























_1343222978.doc






BNG







14. Gateway Control and QoS Rules Provision Procedure







13. DSMIP Tunnel







3. Authentication and Authorization







hPCRF







AAA







HSS/







7. IPSec Tunnel







3GPP AAA Proxy







vPCRF







GW







PDN







UE







1. 3GPP-based access authentication (EAP-AKA()







Roaming Scenarios







IPsec tunnel







ePDG







3. IKEv2 Authentication and tunnel establishment







11. Update PDN GW Address







8. Authentication and Authorization







12. Binding Ack







9. Binding Update







10. IP-CAN Session Establishment Procedure







BBF AAA�proxy







BPCF







BBF Access Network























15. Gateway Control and QoS Rules Provision Procedure







4. Gateway Control Session Establishment Procedure







8. IKEv2 Authentication and DSMIPv6 bootstrapping







RG







2. Local IP address assignment











5. PCRF-Initiated Gateway Control Session Establishment Procedure















6. IKEv2 (IP Address)




















_1343213507.doc

[image: image1]

BPCF







PCRF







IP-CAN Session modification from PCEF







PCRF Initiated GW Control Session Termination







PCRF Initiated GW Control Session Termination ACK







Release resources












_1343222975.doc


4. PCEF-Initiated IP-CAN Session Termination Procedure







6. Gateway Control and QoS Rules Provision procedure or �PCRF-Initiated Gateway Control Session Termination Procedure







9. BBF specific resource release procedure







3. Update GW addres







2. Detach Ack 







7. IKEv2 termination







1. Detach Request







hPCRF







HSS/



AAA







PDN GW







vPCRF







3GPPAAA Proxy







UE







Roaming Scenarios







BBF AAA Proxy







BPCF







BNG







8. IPsec detach 







RG















BBF Access Network







ePDG







5. Gateway Control and QoS Rules Provision procedure or�PCRF-Initiated Gateway Control Session Termination Procedure












_1343222976.doc


4. PCEF-Initiated IP-CAN Session Termination Procedure







7. Gateway Control and QoS Rules Provision procedure or �PCRF-Initiated Gateway Control Session Termination Procedure







10. BBF specific resource release procedure







5. Session Termination Ack







3. Detach Ack 







8. IKEv2 termination







2. Detach Request







hPCRF







HSS/



AAA







PDN GW







vPCRF







3GPPAAA Proxy







UE







Roaming Scenarios







BBF AAA Proxy







BPCF







BNG







1. Session Termination







RG















BBF Access Network







ePDG







9. IPsec detach







6. Gateway Control and QoS Rules Provision procedure or�PCRF-Initiated Gateway Control Session Termination Procedure












_1343215346.vsd
UE


1. 3GPP based access authentication (EAP-AKA) 


HSS/
AAA


hPCRF


PDN GW


ePDG


BPCF


BBF AAA Proxy


BNG


RG


2. Local IP Address Assignment


3. IKEv2 Authentication and Tunnel Setup


3. Authentication and Authorization


6. Proxy Binding Update


8. Update PDN GW Address


9. Proxy Binding Ack


10. IPSec Tunnel Setup Completion


11. IKEv2 (IP Address Configuration)


IPSec and PMIP6 Tunnels


PMIP6 Tunnel


5. PCRF-Initiated Gateway Control Session Establishment Procedure


BBF Access Network


3GPP AAA Proxy


vPCRF


Roaming Scenarios


4. ePDG-Initiated Gateway Control Session Establishment Procedure


13. Gateway Control and QoS Rule Provision


7. IP-CAN Session Establishment Procedure


12. Gateway Control and QoS Rule Provision



_1343222974.doc


17. 3GPP EPS Bearer release







12. PCEF-initiated IP-CAN Session Modification Procedure







2. UE discovers BBF Access and initiates HO







Roaming Scenarios







5. IKEv2 Authentication and tunnel establishment







3GPP�AAA Proxy







vPCRF







HSS/ AAA







5. Authentication and Authorization







9. IPsec tunnel







ePDG







8. IKEv2 (IP address)











14. DSMIPv6 tunnel















13. BA







11. BU  







10. Authentication and Authorization 



(PDN GW)















10. IKEv2 auth and DSMIPv6 bootstrapping















PMIPv6/GTP







1. Radio bearer and S1 bearer























hPCRF







MME











UE







PDN GW







Serving GW















17. 3GPP EPS Bearer release







BBF �AAA proxy







BPCF







BNG







BBF Access Network







15. Gateway Control and QoS Rules provision procedure 







16. Gateway Control and QoS Rules Provision procedure







7. PCRF-initiated Gateway Control Session Establishment Procedure







6. ePDG-Initiated Gateway Control Session Establishment







3. 3GPP based 3GPP based access authentication







4. Address assignment















RG












_1343213097.doc

[image: image1]

BPCF







PCRF







IP-CAN Session modification Termination from PCEF or�Gateway Control Session Termination from BBERF







PCRF Initiated GW Control Session Termination







PCRF Initiated GW Control Session Termination ACK







Release resources












_1335791160.doc

[image: image1]

BPCF







PCRF







Admission control, Accept/Reject Request







GW Control and QoS Rule Provisioning (admission control request)��QoS Information, Outer IP header info, etc







GW Control and QoS Rule Provisioning ACK�












_1335791615.doc

[image: image1]

BPCF







PCRF







Detection that the UE session is closed







GW Control Session Termination







GW Control Session Termination ACK












_1335791839.doc

[image: image1]

BPCF







PCRF







Trigger







Gateway Control and QoS Rules Request







Gateway Control and QoS Rules Request ACK







Policy decision












_1335790946.doc

[image: image1]

BPCF







PCRF







3GPP UE has attached over fixed access







GW Control Session Establishment��IMSI, IP-CAN Type, ...







GW Control Session Establishment ACK��QoS Rules, Result = OK












