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Abstract: This contribution proposes updates to TR 23.888 as a result of the discussion document in S2-102614
Proposal

It is proposed to add the following revision marked text to TR 23.888.

5.14
Key Issue – Potential overload issues caused by Roaming MTC devices
5.14.1 
Use Case Description

5.14.1.1
What is the likelihood of M2M devices being roamers?
In many cases (possibly the vast majority of cases) M2M devices will be used as part of a contract between one network operator (or network operator group with operations in multiple countries) and a large (possibly multi-national) company.

Coverage

One of the key aspects that the operator will “sell” to the corporate customer is coverage. The use of “national roaming” obviously improves geographic coverage, but, its utilisation poses several challenges. An obvious solution to some of these national roaming challenges is for the operator to use “international roaming”, either with a SIM from a different company within the same operator group, or, by using a SIM with “non-geographic” Mobile Country Code (e.g. MCC 901). 

Both of these options appear to already be in use, and are likely to be used widely in the future.

Multi-national customer

Typically a multi-national customer will want to be delivered devices and choose in which country they are used. This inevitably leads to ‘roaming’ for their M2M devices.

This situation is exacerbated by the use of factory “pre-fitted” SIMs. 

Chance of Roaming Summary

Overall, for devices sending low data volumes, there seem to be some strong reasons to expect most devices to be camped on a PLMN that is different to their IMSI’s PLMN-ID, i.e. it may be that MOST M2M devices ARE ROAMING.
5.14.1.2
What are the consequences if most M2M devices are roaming?

5.14.1.2.1
Commercial arrangements

Currently, most roaming agreements seem to implicitly assume some degree of balance/mutual benefit between the two operators.

However, the subscribers of a network with a non-geographic Mobile Country Code are “all outbound roamers”.  And, the outbound roaming M2M devices are likely to generate very little traffic per device but still generate ‘normal’ levels of signalling and occupy ‘normal’ levels of VLR space. This “imbalance” might lead to the VPLMN operator being “unhappy”.

At the moment the only 3GPP-standards consequence of this would seem to be, that, we should ensure that the VPLMN has sufficient counters and capabilities to measure the level of “imbalance”.
5.14.1.2.2
Devices that only power‑up/attach when they need to do something

If the M2M devices with foreign SIMs are normally not-attached to the network, then the VPLMN may only discover that these devices are in its territory when an event happens that causes the device to report back to the “MTC server”.

If a large set of such devices get activated by the same event (e.g. burglar alarms with foreign SIMs responding to a power cut or earthquake) then the VPLMN may suddenly get loaded by huge numbers of M2M devices: yet, potentially, the VPLMN would have been totally unaware of the existence of (millions of) these devices.

Without prior knowledge of the number of inactive devices in the geographic area, network capacity planning is close to impossible.

Such scenarios lead to the need for a VPLMN to be able to “survive” a potentially massive increase in unplanned /unpredicted signalling load.

Some “tools” in the 3GPP standards may be needed to help manage this scenario.
5.14.1.2.3
Failure of “M2M partner” network

It is likely that many M2M “roaming” devices will be using the network of a PLMN within the same operator group, but not necessarily the same operator within a certain country.

For example, “OperatorX UK” might have a contract to supply 5 million electricity meters in the South of England. To ‘enhance’ their coverage area, they could equip them with SIM cards from their partner network “OperatorX in country A”. 

But what then happens if the “OperatorX UK” network fails? These devices will NOT have “OperatorY UK” as a forbidden PLMN and so, when their periodic update fails, they are likely to change network, and, over a potentially fairly short time period, up to 5 million new devices appear on the “OperatorY UK” network.

Again, we need “tools” in the 3GPP standards to permit networks to “survive” these situations.

5.14.2 
Required Functionality

Tools are required to protect a VPLMN from any overload caused by the failure of one (or more) other networks in that country. However, it should be noted that a degree of co-operation from the HPLMN is still likely to be required.
The following tools needed to be investigated further:

a) counters/alarms (on e.g. a per MCC and MNC basis) to detect unusual increases in the number of roaming devices in a VPLMN;
b) the ability to remotely configure M2M devices to indicate that they are “low value” M2M devices;
c) signalling from the UE to the RAN to permit the IDNNS function in the RAN to steer “low value” M2M devices towards Core Network nodes with large VLR/storage capacity and/or large processing capacity, especially in the CS domain;
d) “access class barring” functionality that can be used to bar e.g.:
- low value” M2M devices that are not on their HPLMN or a PLMN in the (U)SIM’s preferred PLMNs list;
- low value” M2M devices that are not on their HPLMN or an Equivalent HPLMN;
- low value” M2M devices that are not on their HPLMN;
- low value” M2M devices;
e) control of the “more preferred PLMN background search timer” so that M2M devices do not return too rapidly to a failed PLMN, and/or do not scroll through multiple different PLMNs in that country;
f) minimising M2M device to network signalling at inter-PLMN change, e.g. by using Attach rather than RAU/TAU and using IMSI rather than a temporary ID;
g) slowing down the rate at which “low value” M2M devices detect network failure, e.g. by having mechanisms to give “low value” M2M devices relatively long CS and PS domain periodic update timers;
h) modifications to the existing specification of how the M2M device reacts to some MM/GMM/EMM reject cause values such as “IMSI unknown in HLR”; “illegal ME”; and “PLMN not allowed”;
i) inclusion of a “low value” M2M device indicator in the M2M device to RAN signalling to permit the RAN to provide special handling to such devices in times of congestion (e.g. by rejecting them with a back off time);
j) inclusion of a “low value” M2M device indicator in the M2M device to Core Network signalling to permit the CN to provide special handling to subsets of such devices in times of congestion (e.g. by checking the IMSI and/or APN and/or MTC group ID and rejecting certain groups with a back off time);

k) specification of new MM/GMM/EMM functionality (e.g. reject cause values or “abuse” of the Accept message) that causes new UE behaviour (e.g. a cause value that says “LA not allowed, but stay in this LA for X deci-hours before searching for another PLMN”, or, sending RAU accept with a 20 minute PRU timer value and locally loading a “no services permitted” subscription into the SGSN’s database);
l) modification of signalling to/from the EIR to permit the EIR e.g. to allow rejection/parking of an M2M device without overloading the inter-operator signalling links;
m) the specification of a new Network Mode of Operation that permits the VPLMN to offer NMO=II to their existing devices while minimising signalling from “low value” M2M devices by getting those M2M devices to use NMO=I.
5.14.3
Evaluation
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