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1
Introduction
M2M type devices are likely to have significantly different usage/operational characteristics from the "regular UE" devices that network operators see on their networks today. 
This paper discusses some of the issues of network overload caused by roaming and proposes some solutions. 

2
“90% of M2M devices will be Roaming”
In recent conversations, the authors have asked various companies/delegates “What proportion of M2M devices do you think will be roamers?”, and received the seemingly reasonable, but probably incorrect, typical answer of  “Most M2M devices are stationary, so, at most, say, 1 or 2%”.

The authors believe that the correct answer is more likely to be “90% of M2M devices will be Roaming”. The rationale for this is discussed in the rest of this section:
In many cases (possibly the vast majority of cases) M2M devices will be used as part of a contract between one network operator (or network operator group with operations in multiple countries) and a large (possibly multi-national) company.
Coverage

One of the key aspects that the operator will “sell” to the corporate customer is coverage. The use of “national roaming” obviously improves geographic coverage, but, its utilisation poses several challenges. An obvious solution to some of these national roaming challenges is for the operator to use “international roaming”, either with a SIM from a different company within the same operator group, or, by using a SIM with “non-geographic” Mobile Country Code (e.g. MCC 901). 
Both of these options appear to already be in use, and are likely to be used widely in the future.
Multi-national customer

Typically a multi-national customer will want to be delivered devices and choose in which country they are used. This inevitably leads to ‘roaming’ for their M2M devices.

This situation is exacerbated by the use of factory “pre-fitted” SIMs. 
Roaming Summary
Overall, for devices sending low data volumes, there seem to be some strong reasons to expect most devices to be camped on a PLMN that is different to their IMSI’s PLMN-ID.
3
What are the consequences if most M2M devices are roaming?
3.1
Commercial arrangements
Currently, most roaming agreements seem to implicitly assume some degree of balance/mutual benefit between the two operators.
However, the subscribers of a network with a non-geographic Mobile Country Code are “all outbound roamers”.  And, the outbound roaming M2M devices are likely to generate very little traffic per device but still generate ‘normal’ levels of signalling and occupy ‘normal’ levels of VLR space. This “imbalance” might lead to the VPLMN operator being “unhappy”.

At the moment the only 3GPP-standards consequence of this would seem to be, that, we should ensure that the VPLMN has sufficient counters and capabilities to measure the level of “imbalance”.
3.2
Devices that only power‑up/attach when they need to do something

If the M2M devices with foreign SIMs are normally not-attached to the network, then the VPLMN may only discover that these devices are in its territory when an event happens that causes the device to report back to the “MTC server”.

If a large set of such devices get activated by the same event (e.g. burglar alarms with foreign SIMs responding to a power cut or earthquake) then the VPLMN may suddenly get loaded by huge numbers of M2M devices: yet, potentially, the VPLMN would have been totally unaware of the existence of (millions of) these devices.

Without prior knowledge of the number of inactive devices in the geographic area, network capacity planning is close to impossible.
Such scenarios lead to the need for a VPLMN to be able to “survive” a potentially massive increase in unplanned /unpredicted signalling load.
Some “tools” in the 3GPP standards may be needed to help manage this scenario.
3.3
Failure of “M2M partner” network

It is likely that many M2M “roaming” devices will be using the network of a PLMN within the same operator group, but not necessarily the same operator within a certain country.

For example, “BigOperatorX UK” might have a contract to supply 5 million electricity meters in the South of England. To ‘enhance’ their coverage area, they could equip them with SIM cards from their partner network “BigOperatorX Spain”. 

But what then happens if the “BigOperatorX UK” network fails? These devices will NOT have Vodafone UK as a forbidden PLMN and so, when their periodic update fails, they are likely to change network, and, over a potentially fairly short time period, up to 5 million new devices appear on the Vodafone UK network.
Again, we need “tools” in the 3GPP standards to permit networks to “survive” these situations.

4
Solutions

Vodafone propose the following potential solutions for the identified problems. These solutions are focussed on LOW usage M2M devices. A high usage M2M device may use the same “M2M module” as a low usage device, but it can be treated as a normal, revenue generating inbound roamer by the VPLMN.
4.1
M2M device flag

Many of the following suggestions require the M2M device to “know that it is a low usage M2M device”.

It is suggested that OMA DM is used to configure the correct set of devices as “low usage M2M devices”.
4.2
Aid for Pooling

Modern SGSNs and MMEs ought to have sufficient memory space to store subscriber records for huge numbers of subscribers (e.g. the subscriber data is often carried in a couple of old SS7 ISD messages, so the total record size per subscriber is probably around 1 kilobyte. 10 million unexpected subscribers then just requires a spare 10 Giga bytes of memory to be available. Consider what you can buy cheaply on a USB stick!)
Some MSCs tend to have an older design and could well have memory limitations.  However some newer platforms are advertised and it is possible that an operator uses a pool of X ‘old style’ MSCs and one or two new MSCs. In such a deployment, it would be useful if the RAN nodes could direct low usage M2M devices to the new MSC hardware.
To facilitate this it is suggested that an M2M indication is added by the M2M devices into the “core network node selection” signalling that they send to the RAN nodes. For example, the M2M device can be indicated by:
-
in UMTS, using one of the two spare bits in the Intra Domain NAS Node Selector IE (see 10.3.1.6 of 25.331).  If MSCs (and not SGSNs) are the sole problem, the indicator could just be used for the CS domain and the bit left spare in the PS domain. 
-
in GSM CS, in the Location Updating Request message, use the (last) spare bit in Mobile Station Classmark 1, or, add a type 1 information element to the message
-
in GSM PS, in the LLC frame carrying the Attach Request sent to a NEW PLMN, the M2M UE sets the TLLI to indicate that the UE has no valid P-TMSI.
-
in E-UTRAN, signalling could be added to the RRC Connection Setup Complete message. 
4.3
Overload Control at the UE

When a cell/area of cells/SGSN area/MME area/network becomes overloaded, immediate prioritisation of UEs is essential. At SA2 #68, it was discussed in one input document that the SGSN/MME be able to reject access attempts from M2M type devices. However, Vodafone are of the opinion that it would be important to control overload “as close to the source as possible”, e.g. at the UE, and thus save any signalling being sent over the RAN at all. Therefore, it is proposed to extend the use of the Access Class Barring feature for M2M type devices. It is proposed to have indications to bar/permit access for the following categories:

1. M2M device of HPLMN

2. M2M device of equivalent HPLMN

3. M2M device with PLMN on preferred list

4. Other M2M device.

Given that each of these values seems to be a subset of the next, it should be possible that this can be encoded in 2 bits.

An efficient encoding of this access class barring information may be needed so that, for example, it can be included in the GERAN System Information Type 3 (or Type 1) Rest Octets information element. 

4.4
Return to previously failed (V)PLMN
When a roaming SIM is not on the ‘most preferred PLMN in that country’, the UE will periodically perform a background PLMN search to attempt to identify a more preferred PLMN of the same country.

In the case of a mobile that has changed network following a failure of the most preferred PLMN, it will be important that the mobile does not attempt to return too soon to the old network because:

a) having many devices return after, say, 6 or 12 minutes is liable to prevent the old network from recovering, and
b) if the device fails to access the old network, the device is liable to re-attach (and create more load) on a non-preferred network (either the previously used network or a different, e.g. 3rd, network) .
3GPP and/or GSMA should consider whether a minimum value for the background PLMN search timer should be recommended (or mandated) for M2M devices.
However, it should be recognised that the background PLMN search timer should not be entirely disabled (otherwise, following a network failure, it is hard to get all the devices to ever return to the “correct” PLMN).

Also, it is worth noting that the use of a large background PLMN search timer probably helps to improve the battery life of a M2M device.
4.5
Minimising Network Signalling at inter-PLMN Attach
If a M2M device changes PLMN (e.g. in the case of network failure), it is not clear whether it would start signalling to the new PLMN in a RAU message or an ATTACH. 
For non-high mobility M2M devices, it would seem sensible to reduce the amount of signalling to the new PLMN by:

a) Mandating that such M2M devices perform an Attach at PLMN change rather than performing an RAU (which gets rejected with a request to perform an Attach). Note: A change of Routeing Areas within a set of Equivalent PLMNs would not constitute a PLMN change.

b) Mandating that M2M devices perform a PS domain Attach at PLMN change with an IMSI rather than a P-TMSI (as this would cut out the processing load associated with IMSI retrieval from the UE).
c) Mandating that M2M devices perform the CS domain Location Update (c.f. Attach) at PLMN change with IMSI rather than TMSI.

4.6
Use of long Periodic Update Timer(s)
Some initial study of the stage 3 specifications (e.g. TS 24.008) indicates that a non-mobile M2M device is most likely to detect a PLMN failure when performing a periodic update (either in the PS domain or in the CS domain).

Thus it seems logical to encourage operators to use “fairly large” values for their periodic timers (e.g. perhaps in the range of 12 to 25 hours).

3GPP and/or GSMA should study what is an appropriate timer value. However there are some consequences for the 3GPP standards:

a) the MSC needs to be able to command the CS part of an M2M device to use a PLU timer different to the broadcast PLU timer (T3212). In turn, this requires an indication from the UE and/or the HSS to the MSC to indicate that this is an M2M device;

b) the SGSN can use existing TS 24.008 signalling to command the M2M device to use this “fairly large” timer value. However, the SGSN needs an indication from the UE and/or the HSS to indicate that this is an M2M device.

4.7
Overload Control in the “victim” Core Network

Operator's could possibly protect their own network from a mass influx of M2M type devices by the following:
1. Monitor on a node at the edge of their network for a sudden ramp-up of signalling to a foreign HLR and do one of the following:
a. Return a specific reject cause to temporarily pacify the M2M device. Probably a new cause value needs to be specified for this purpose (in CS and/or PS domains).
b. Return a location update accept in order to stop the device retrying, but insert a flag to the SGSN and/or MME to set a specific PRU timer in which the UE should then perform a further RAU/TAU which then gets rejected. (Similar behaviour would be supported in the CS domain)
2. Add an indication in the first signalling message from the M2M device to the MSC/SGSN/MME to permit the  MSC or SGSN or MME to reject the signalling using a specific cause value that results in the M2M device backing off for a certain period of time.

3. Add an indication in one of the early Radio signalling messages (associated with the mobility management events) from the M2M device to the BSC/RNS/eNB to permit the RAN to reject the signalling using a specific cause value that results in the M2M device backing off for a certain period of time

4. Modify the specified UE handling for “fatal” cause values such as the "IMSI unknown in HLR" and “illegal ME” cause values. This is needed because the “victim” VPLMN might use such cause values and – without modifying the specifications - M2M devices seem to have few ways to handle them other than immediately power cycling the radio modem! 

Modification of the specification for PLMN not allowed might also need to be considered – e.g. an M2M device is allowed to delete it after a period of greater than 24 hours (or possibly a randomly selected period of 24 to 48 hours)
5. Perform the EIR query early on in the LAU/Attach procedure (e.g. before authentication). The EIR can detect an influx of M2M devices by looking at the leading digits of the IMEI. Alternatively, by supplying the IMSI along with the IMEI and/or the extra M2M marker (sent from the UE to the MSC/SGSN/MME) from the CN node to the EIR, the EIR can detect problem situations. Then by specifying a new signalling indication from the EIR to the MSC/SGSN/MME, the core network can then reject the UE appropriately (e.g. with some form of ‘wait time’).

Sharing of information between operators in the ‘visited’ country
 may permit the EIRs to respond with information about whether any (or none) of the PLMNs within the visited country have capacity for the UE. This can be used to adapt the ‘reject cause’ sent from the MSC/SGSN/MME to the UE so that further PLMN changes do or don’t occur (e.g. to avoid that rejection by the 1st alternative operator leads to overload in the 2nd alternative operator).
6. inter-operator ‘publication’ (and utilisation) of IMSI sub-ranges beyond the PLMN-ID might assist VPLMNs in providing different treatment for masses of ‘low value M2M’ devices compared to more beneficial roaming traffic.
The problem with 1a, and 1b is that the first MAP signalling performed by a UE when first attaching to a network is for the authentication vectors, and hence a lot of signalling will happen before the LAU/RAU/TAU accept/reject can be sent to the UE.
4.8
Gs interface for all M2M devices? (new NMO=IV)
To limit signalling from M2M devices, a new broadcast indication could be used to get M2M devices to perform combined PS-CS mobility management via the SGSN (or MME) while leaving legacy devices to perform separate CS and PS domain mobility management.  The SGSN can then select a high capacity/M2M optimised MSC to handle any large influx of devices (e.g. as a result of an M2M indicator from the device and/or the HSS).
An advantage of such a new Network Mode of Operation is that the ‘quality of experience’ of legacy CS domain devices would be maintained. In addition, this suggestion might reduce the number of software updates (e.g. for variable PLU timer) that would otherwise need to be made to the MSC.
5
Summary

Vodafone request that the roaming issues highlighted in sections 2 and 3 are taken into account by the 3GPP M2M work.
Vodafone also request that the potential solutions identified in section 4 are reviewed and used where appropriate in the M2M work.

Although this is a somewhat strange concept, EIRs are where �lists of IMEIs are shared between operators. An alternative is that the ‘shared information’ is used to configure the MSC/SGSN/MME directly.
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