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Abstract of the contribution: Discusses some issues relevant to LIPA Solution 2.
1. Introduction
In LIPA Solution 2, the UE uses a single PDN connection for both LIPA and non-LIPA traffic and the H(e)NB performs routing enforcement based on some preconfigured rules so that LIPA traffic is routed to the local home/enterprise network and non-LIPA traffic is routed to an SGW in EPC.

In this type of solution, the UE it is configured to use the DNS server(s) assigned when the PDN connection is established and such DNS server(s) are typically located in EPC or in the PDN network associated with the established PDN connection (as shown in the Figure 1). Since the UE shares the same PDN connection for both LIPA and non-LIPA services, it uses the configured DNS server(s) to resolve also private FQDNs for hosts located in a private home/enterprise network. For example, the UE may try to resolve “movies.mynet.local” when it wants to access a move server located in the local home/enterprise network. Obviously, such name resolutions will fail because the configured DNS server(s) in EPC or in the PDN network don’t have DNS information for every private home/enterprise network and cannot either locate an authoritative DNS server for this network.
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Figure 1: The UE uses the configured DNS server(s) even for resolving private domain names.

To overcome the above issue, the H(e)NB should be configured to intercept DNS queries and redirect the queries to the DNS server(s) in the home/enterprise network (aka LIPA DNS servers) whenever the query involves a domain that is reachable over LIPA. For example, in the scenario shown in Figure 1, the HeNB should redirect the DNS query to the LIPA DNS server in the home/enterprise network since the query involves the domain mynet.local. This requires a transparent DNS proxy functionality in the HeNB and some extra configuration in the HeNB to know which domain zones should be redirected to the LIPA DNS server(s) – e.g. all queries for mynet.local shall be redirected to the LIPA DNS server(s).
4. Proposal

To introduce the above concept of DNS proxy in the H(e)NB, the following changes are proposed against TR 23.829.
First Change

5.3
Solution 2 – Local IP Access and Selected IP Traffic Offload at H(e)NB by NAT

5.3.1
Applicability

This solution supports the following scenarios:

-
Local IP access for HNB and HeNB Subsystem

-
Selected IP traffic offload for HNB and HeNB Subsystem

This solution is applicable for breakout "in the residential/enterprise IP network".

5.3.2
Architectural principles

-
UEs are only required to activate one PDN connection for LIPA, SIPTO, and traffic going through the mobile operator's Core Network;
-
The Home (e)NodeB Subsystem has the ability to drag/insert the LIPA and SIPTO traffic from/into PDN connection per operator policies (e.g. destination address, port number, etc.);
-
There is a NAT inside the Home (e)NodeB Subsystem to ensure returning LIPA and SIPTO traffic reaches H(e)NB despite topologically incorrect source address;
-
Pre-Rel9 UEs that support single PDN connections may simultaneously access LIPA, SIPTO and the mobile operator's Core Network;

-
For a PDN connection initiated by a UE connected to a H(e)NB, the MME/SGSN shall decide whether LIPA or SIPTO is enabled depending on the subscription data and operator policy;

-
A dedicated APN may be used to indicate that the PDN connection established through this APN is for LIPA or SIPTO. All the traffics associated with this PDN connection are offloaded.
5.3.x
DNS Support for LIPA

To support resolution of domain names in the home/enterprise network, the H(e)NB shall be configured to intercept DNS queries and redirect the queries to the DNS server(s) in the home/enterprise network (aka LIPA DNS servers) whenever the query involves a domain that is reachable over LIPA. This requires a transparent DNS proxy functionality in the H(e)NB and some extra configuration in the H(e)NB to know which domain zones shall be redirected to the LIPA DNS server(s). For example, all queries for “homenet.local” shall be redirected to the LIPA DNS server(s). The H(e)NB knows the address of LIPA DNS server(s) through standard DHCP mechanisms or through static configuration.
