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Abstract of the contribution: This contribution proposes a solution for traffic monitoring by GGSN/P-GW.
1. Introduction

This contribution proposes to consider MTC monitoring events such as monitoring traffic to/from the MTC device, which can be performed by GGSN/P-GW.

2. Discussion

According to the latest version of TR 23.888, the following MTC Monitoring events can be configured in the HLR/HSS as a part of the MTC subscription.

· Monitoring the association of the MTC Device and UICC

· Monitoring the alignment of the MTC feature

· Monitoring change in the point of attachment

· Monitoring loss of connectivity
These configured MTC monitoring events along with the related criteria and default action are downloaded from the HLR/HSS to the SGSN/MME.  Based on these events, the SGSN/MME is responsible for detecting monitoring event.  
It is described in 23.060 and 23.401 that the GGSN/P-GW is the first point of PDN interconnection and the gateway which terminates the Gi/SGi interface towards the PDN.  GGSN/P-GW functions include Per-user based packet filtering (by e.g. deep packet inspection), UL and DL rate enforcement based on APN-AMBR (e.g. by rate policing/shaping), and packet screening.

Therefore, based on several information including APN and APN-AMBR transferred from the SGSN/S-GW via Create PDP Context request or Create Session request message during PDP context activation or attach procedure, the GGSN/P-GW can detect the following events:
· Monitoring data rate (e.g. by rate policing of UL and DL traffic)
· Monitoring the malicious traffic (e.g. invalid destination address of outgoing packets)
3. Proposal

Based on the discussion above, the following additional text is proposed for time-controlled MTC feature in TR 23.888.
Start of the first change

6.9
Solution – MTC Monitoring - General
6.9.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring.”
6.9.2
General

The MTC Monitoring events are configured in the HLR/HSS as part of the MTC subscription. The related criteria (e.g. the mapped IMSI/IMEI or the allowed location area) for reporting purpose are configured together with the event as well unless the event type is self explanatory, e.g., loss of connectivity. For those configured MTC Monitoring events, default action can be predefined as well, e.g. detaching the MTC Device when the IMEI and IMSI are not mapped.
According to the requirement, the following MTC Monitoring events shall be configured in the HLR/HSS:

· Monitoring the association of the MTC Device and UICC

In this case, the HLR/HSS shall also configure the mapped IMSI and IMEI as the criteria together with this event.

· Monitoring the alignment of the MTC feature

In this case, the activated MTC features for the special MTC Device, which is configured in the HLR/HSS as part of the MTC subscription, apply for this monitoring event.

· Monitoring change in the point of attachment

In this case, the allowed location information may also need to be configured as the criteria in the HLR/HSS (e.g. the Low Mobility feature is also activated for the MTC Device).

· Monitoring loss of connectivity
· Monitoring data rate
· Monitoring the malicious traffic
The network shall be able to detect such configured MTC monitoring events. The following alternatives (i.e. solution 1 to solution 3) can be used for the detecting purpose.
End of the first change
Start of the second change

6.12
Solution – GGSN/P-GW based detection
6.12.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”
6.12.2
General

For this solution, the GGSN/P-GW is responsible for detecting monitoring event, so the configured MTC monitoring events including the related criteria and default action are transferred from the SGSN/MME during the Create PDP Context request or Create Session request procedure along with the MTC subscription e.g. during Attach procedure.
Basically, the GGSN/P-GW monitors the MTC Device behavior according to the MTC monitoring event trigger and performs corresponding action. The following table shows the procedures of the GGSN/P-GW.

Table 6.12.1-1: GGSN/P-GW based detection
	Monitoring Event
	Procedures

	Monitoring data rate
	1> The GGSN/P-GW checks whether the data rate of uplink and downlink traffic from/to the MTC device is valid with respect to the MTC subscription for the MTC device.
2> If not, the GGSN/P-GW shall trigger the reporting.

	Monitoring the malicious traffic from the MTC device
	1> The GGSN/P-GW checks whether the destination address of outgoing IP packets received from the MTC device is valid with respect to the APNs for the MTC device.

2> If not, the GGSN/P-GW shall trigger the reporting.


6.12.3
Impacts on existing nodes or functionality
The GGSN/P-GW needs to support the detecting behavior.
6.12.4
Evaluation

End of the second change
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