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Abstract of the contribution:

Summary

In clause 5.14 of V0.4.1 of TR23.888 there is a (new) key issue on network overload issues related to masses of roaming M2M devices.

Some of these network overload issues can be solved by changes to specifications for the internal behaviour of the UE/M2M device. This is described in the text proposed here.

Proposal

It is proposed that the following revision marked changes are made to create a new section, 6.XA of TR 23.888

**************** start of new text ***************************************************

6.XA
Solution – UE behaviour changes
6.XA.1
Problem Solved / Gains Provided

5.14 “Key Issue – Potential overload issues caused by Roaming MTC devices”.
6.XA.2
General

The scenarios outlined in clause 5.14 highlight some areas where the UE internal behaviour would benefit from small but important changes:

a) the ability to remotely configure a device as, a “low value M2M” device. Typically this could be done via OMA DM.

b) modification (increase) of the minimum value of the timer for the background PLMN search, e.g. to greater than one hour, for a “low value M2M” device. This UE internal value would over-rule any smaller value contained on the (U)SIM.

It is FFS whether this modification applies to just the background search for a more preferred VPLMN, or, to the background search for both VPLMN and HPLMN.
c) for ALL M2M devices, modification of the behaviour following receipt of ‘fatal’ MM/GMM/EMM cause values such as “IMSI unknown in HLR”, “illegal ME” and “persistent” cause values such as “PLMN not allowed”. These cause values could be wrongly sent “in panic” by an overloaded (V)PLMN, or, in a denial of service attack by a (mobile) false base station. Following receipt of these cause values, a site visit to all M2M devices is untenable,  however, so is immediate re-accessing by the device. Some new middle ground is needed (e.g. retry at a randomly selected time between 24 and 48 hours later).

It is FFS whether the behaviour following receipt of “PLMN not allowed” needs modification or not.
d) For a “low value M2M” device, always use IMSI when Attaching to a new network, or, performing an RA update into a different PLMN that is not an ePLMN. This decreases UE-network signalling in a potentially heavily loaded network. 

It is FFS whether this solution is applicable to EUTRAN.
e) In the CS domain, at power on in a new location area, perform a location update with LU type=Attach rather than “normal”.
f) Modification of “low value M2M” device behaviour following repeatedly unsuccessful MM/GMM/EMM procedures so that the device does NOT move to competing network(s) and inflict them with similar levels of signalling (over)load.
6.XA.3
Impacts on existing nodes or functionality
The above features are internal to the M2M device (and/or application on the M2M device).
6.XA.4
Evaluation
These features seem useful to be developed  in more detail (e.g. by CT 1) and specified as part of 3GPP release 10.
************** end of changes *********************************
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