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Abstract:
This contribution proposes a solution to general requirement in TS 23.368 regarding MT Communications  into a Private Address Space. 
Introduction:
The following contribution proposes a solution based on the well know concept of “Narrow Port Forwarding”. The general idea is that after initial PDP activation, the MTC Device in combination with network will setup special very narrow port forward rule(s) (i.e. a Micro Port Forward Rule) with the NAT to allow MT messages only from a defined MTC Server(s). Not only is the port forward narrowed based on the MTC Server IP address, it is further narrowed by only allowing specific SRC and DST Port numbers, and protocol type matching. This effectively creates the same size pinhole in the NAT that MTC Device creates with a normal outbound packet. The difference being that this pinhole is now more specifically managed.
Proposed Change:
5.x Key Issue – MT Message into a Private Address Space
.....

5.x.3
Solutions
5.x.3.1
Solution 1: Micro Port Forwarding 
5.x.3.1.1
General
The general concept of this solution is that after initial PDP activation, the MTC Device in combination with network will setup special very narrow port forward rule(s) (i.e. a Micro Port Forward Rule) with the NAT to allow MT messages only from a defined MTC Server(s). Not only is the port forward narrowed based on the MTC Server IP address, it is further narrowed by only allowing specific source and destination numbers. This effectively creates the same size pinhole in the NAT that MTC Device creates with a normal outbound packet. The difference being that this pinhole is now more specifically managed. The following five basic steps are need to setup and use the solution:
1. After PDP context activation, MTC Device determines a control path to the entity performing or controlling the NAT functionality 
2. MTC Device in combination with the network sets up the Micro Port Forward (MPF) rule with the NAT entity 
3. MTC Device informs MTC Server of MPF Rule definition
4. MTC Server send MT message to MTC Device in a private address space
5. NAT entity receives packet matching the MPF rule, it applies normal NAT and PAT techniques and forwards packet to the MTC Device
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Below is the same five steps but now with more details:
Step 1:  Determine control path to entity controlling or performing the NAT Functionality
Editors Note: This mechanism is FFS but several standardized discovery methods are possible (DNS, ICMP).
Step 2: Setup Micro Port Forward Rule 
Micro Port Forward Request Message:
This message is sent by the MTC Device to the entity responsible for the NAT functionality in order to create the MPF rule. The message contains the following information: 

- MTC Server public IP address
- Private MTC Device DST Port# (Eases the requirement on the MTC Device to only have to listen to one static port#)
- Public MTC Server port range
- Protocol (optional)
- Lease Time (time for the NAT to maintain the MPR rule)
Note: By design, the MPF Request Message does not include a Public MTC Device Port as a free port is chosen by the NAT. If all Public MTC Server ports can be used, this yields ~4 billion (2^32) unique MPR rules per Public MTC Device IP address per Public MTC Server IP. 
Micro Port Forward Response Message:

The message is sent by the entity responsible for the NAT functionality to MTC Device in response to the MFP Request Message.  The message contains the following information: 

- Success or Fail Code (FFS)
- Assigned DST IP - Public MTC Device IP
- Assigned SRC Port - Public MTC Server Port 

- Assigned DST Port - Public MTC Device Port 

Editors Note: The format of these messages is FFS.
The MTC Device may setup more than one MPF rule. The MTC Device need on MPF rule for each server it requires MT messaging support for. 
Step 3: MTC Device informs MTC Server of MPF Rule details
The MTC Device sends a message(s) to the MTC Server(s) containing the information regarding the MPF rule that was created. The MTC Device can do this by simply sending a transport layer (e.g. UDP or TCP) message using the appropriate IP address and port numbers. Alternatively, the MTC Device can send this information via an application layer message. 
Step 4: MTC Sever send MT Message to MTC Device
When the MTC Server needs to send a MT message to the MTC Device, it will use these IP and transport layer header values to generate the header of the MT IP message. This transport and IP header will have these values: 
· DST IP = Public MTC Device IP 

· SRC IP  = Public MTC Server IP

· DST Port = Public MTC Device Port 

· SRC Port = Public MTC Server Port 
The body of the message can contain any data content such as the application ID of the MTC Device but this is out of scope. 
Step 5: NAT entity receives a packet 
When the NAT entity receives an incoming packet from the MTC Server that matches the MFP rule (i.e. Public MTC Server SRC IP and Port#, Public MTC Device DST IP and Port#), it performs the normal NAT (network address translation) and PAT (port address translation) on the Public MTC Device IP address and DST Port#. The NAT entity then forwards the packet to the MTC Device.
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