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Abstract of the contribution: This paper discusses network improvements for MTC device monitoring
1. Introduction

According to the specific requirement from SA1 [1] on 7.2.9 “MTC Monitoring” system optimisation category which is intended for use with MTC Devices that are employed in locations with high possibility of vandalism or theft, we discuss a new collaborative MTC Device Monitoring optimization scheme.
2. Discussion
Below are the service requirements for MTC Monitoring as defined by SA1[1]. 
“The Feature MTC Monitoring is intended for use with MTC Devices that are employed in locations with high risk, e.g. possibility of vandalism or theft. This system optimisation is not intended to protect the MTC Device or prevent theft or vandalism of the MTC Device but is intended to provide functionality to detect events that may possibly be the result of theft or vandalism.”
NOTE:
Certain monitoring functions can be provided for the MTC User.

-
It shall be possible for the network to detect events that may be the result of theft or vandalism to the MTC Device. The following events shall be detectable by the system:

-
behaviour which is not aligned with other activated MTC Feature(s)

-
change in the point of attachment

-
change of the association between the UE and the UICC

-
The MTC User shall define which events will be detected.   

-
Upon event detection, it shall be possible for the network to 

-
provide a warning notification to the MTC User and/or MTC Server

-
limit the services provided to the MTC Device (e.g. reduce allocated resource) 

-
The MTC User shall define what occurs when an event is detected. 

Use case provided: 
In contrast to the traditional H2H devices, which are carefully held and protected by a person, MTC Devices are often located in remote areas and ideally are untouched after installation for many years. The remote locales make these devices more susceptible to tampering by unauthorised persons. The tampering of the MTC Device is often accompanied by damage to the metering device. The network has security mechanisms for protection for this type of activity which may not be effective for MTC Devices. The network can not prevent it but can detect it as early as possible in order to deactivate the ME’s service and the related USIM. For example, theft/vandalism vulnerable MTC Devices are often stationary after initial installation and activation. The characteristic of the MTC Device can be utilized to detect theft. If a known stationary device moves, it can be concluded that the MTC Device has been stolen, and thus the account should be deactivated.

Collaborative MTC Device Monitoring
1. Overview
In this system, each MTC Device is equipped with a transceiver, GPS locator, together with a transceiver. All MTC Devices inter-connect to each other, and are covered by radio access network. The removal or destruction of a MTC Device will result in the failure to receive a normal signal by other neighbor MTC Devices. This event can be reported to the MTC server along with the current location of the moved device. The system is capable of at least detecting the theft event, and whenever possible tracking the location of the theft device.
2. System Architecture
The distributed system consists of several major components as shown in Fig. 1:

· The MTC Device will periodically broadcast its status, either normal or abnormal, to its potential reachable MTC Devices. 

· GPS locator (optional): measures the real-time GPS location of the MTC Device, depending on whether the MTC Device is static or nomadic. The GPS location of a Static Device is considered pre-stored in the server (it may report rarely the location change only when it’s moved to another place), and therefore static device does not necessarily require a GPS locator, its theft events can be detected by other MTC Devices via wireless/wired links in between and its location can be tracked via other MTC Devices.  
· Wireless transceiver: provide inter- MTC Device communication link

· MTC server: keep a list of the last known GPS location of all reachable MTC Devices.
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Fig 1. System Architecture
3. Secure access and continuous tracking 
The MTC Devices are able to communicate with and identify each other within a specific distance range, depending on the wireless transmission technology used, e.g. Wifi, ZigBee, UWB, RFID, etc. Each MTC Device can be operated with its secure access password. There are several potential scenarios as flowcharted in Fig. 2: 

· The MTC Device is removed with the transceiver undamaged: i.e. the MTC Device is moved without a correct password. In this case the moved MTC Device will send alarm message reporting its stolen status and current GPS location to the MTC server for quick tracking and recovery. 

· The MTC Device is removed with the transceiver damaged/removed/shielded: the MTC Device is moved without the legal broadcast signal. The MTC Device itself will report once to the MTC server its stolen status before the power off. Any other MTC Device which is capable of detecting the MTC Device without normal broadcast signal will report the location to the MTC server. The MTC server will therefore be informed continuously the real-time location of the stolen MTC Device.
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Figure 2. Collaborative secure access procedure.

4. Collaborative Detection
To enhance the robustness of the network and to prevent false alarms, each MTC Device is preinstalled with an active connection with the MTC server. Any operation which results in the damage/removal of the transceiver will trigger an automatic alarm message to be sent to the server – which can then forward the report to other authorities, e.g. owner’s cell phone and the police station. Nomadic MTC Devices are equipped with a GPS locator and have a direct uplink access to the MTC server, so that even if the GPS locator of one MTC Device is destroyed, other MTC Devices are able to help recover its location. 
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Fig. 3. Collaborative Detection
Once the transceiver of the MTC Device is completely removed, it will be difficult to be tracked. We propose an automatic detection mechanism to detect any MTC Device without legal installed transceiver:

· The transceiver is pre-installed from manufacture or authorized company. 

· Each transceiver has a global unique ID and security code. 
· Any transceiver is able to detect and identify a MTC Device in its detection range.

· If there is a MTC Device moving into its detection range, it will send confirmation REQ to the MTC Device.

· Once a transceiver in the MTC Device received a confirm REQ, it will reply with either LEGAL/ILLEGAL back to the requester depending on its current status.

· The requester will report ALARM to server upon receiving any ILLEGAL or not receiving any confirmation message from the target MTC Device. 

5. Typical vehicle-base MTC scenarios
The system can be adaptively used in many application scenarios:

· Car Anti-theft system: very robust and help police quick recover a stolen car, allowing continuous tracking of any stolen vehicle.

· Accidents where the vehicle is seriously damaged but its transceiver continues to work:  other passing vehicles or highway roadsides are able to report at the first time.

· Car tax/insurance authorities: any vehicle with illegal status, e.g. no tax/no insurance, will be detected immediately by police station. 

· Criminal event assistance. Owner of vehicle is capable of alarming the police if any criminal events need to be reported.

3. Conclusion
In this contribution we studied the service requirement for “MTC monitoring” system optimization as described in TR 22.368. We discuss new mechanisms for collaborative detection and tracking of MTC Devices and provide some example use applications. It is proposed the following requirement is added to the TR 23.888. 
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Start of the change
4
Architectural Baseline

Editor's note:
This section is intended to list the architectural requirements necessary to support the objectives of the WID. Service requirements are to be listed in TS 22.368.

4.1 
Architectural requirement 

y. The system architecture shall be able to support the collaborative monitoring feature.

4.2
Architectural principle

5
Key Architectural Issues

5.x
Key Issue –MTC Monitoring
5.x.1.
Use case description 

The MTC Monitoring system optimization is defined in TS 22.368. MTC Device should be monitored either directly or indirectly, by the MTC Server; besides, a warning notification is needed for reporting the event, finally, a tracking mechanism may be provided for MTC Device whenever necessary to help tracking the location of the device. The following solutions are discussed.

 For MTC Device with monitoring, several use cases should be captured in this TR as follows:

- Detecting: in the case when the device is removed or destroyed, the network should be informed for possible replacement, e.g. metering device is usually untouched after installation for years. 

- Charging/Billing: in the case when the device is charged based on its location/mobility status, where locating terminal is mounted and be monitored by the server, e.g. pay as you drive (PAYD). 

- Tracing/Tracking: in the case when the device is expensive or vulnerable, tracking device is tagged for recovery of the device after theft, e.g. car rental company.  

For this types of MTC Devices, position locator is required, e.g. GPS-type locator, to be equipped with the MTC Device, uplink channel to reporting the location information to the server is to be considered, the frequency of location reporting largely depends on specific application. It may be also useful to utilize the communication links between MTC devices for collaborative monitoring, which can reduce both power and bandwidth of the system.  

5.x.2
Solutions for MTC monitoring

In this system, MTC Device inter-connects with each other with uplink access to the MTC Server. The removal or destruction of a MTC Device will result in the failure to receive a normal signal by other neighbor MTC Devices. This event can be reported to the MTC server along with the current location of the moved device. The system is capable of at least detecting the theft event, and whenever possible tracking the location of the theft device. This distributed MTC device monitoring mechanism via collaboration communication is designed to save the network and power resources. 
The MTC Device will periodically broadcast its status, either normal or abnormal, to its potential reachable MTC Devices. Device can be operated with its secure access password as follows: 

· The MTC Device is removed with the transceiver undamaged: i.e. the MTC Device is moved without a correct password. In this case the the moved MTC Device will send alarm message reporting its stolen status and current GPS location to the MTC server for quick tracking and recovery. 

· The MTC Device is removed with the transceiver damaged/removed/shielded: the MTC Device is moved without the legal broadcast signal. The MTC Device itself will report once to the MTC server its stolen status before the power off. Any other MTC Device which is capable of detecting the MTC Device without normal broadcast signal will report the location to the MTC server. The MTC server will therefore be informed continuously the real-time location of the stolen MTC Device.

5.x.3
Evaluation
End of the change
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