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Abstract of the contribution:

SA3 has been discussing the need for different user-place security mechanisms for LIPA and non-LIPA flows (see e.g. the LS in S3-091487). Although, it is still not confirmed if such different security mechanisms will be specified, it’s considered important to capture the architectural impacts stemmed from this requirement and what further studies may be required in order to satisfy it. For this purpose, the following changes are proposed.
First change

5.2
Solution 1 – Local IP Access and Selected IP Traffic Offload solution based on traffic breakout performed within H(e)NB using a local PDN connection
5.2.1
Applicability

This solution supports the following scenarios:

-
Local IP access for HNB and HeNB Subsystem

-
Selected IP traffic offload for HNB and HeNB Subsystem

5.2.2
Architectural principles
5.2.2.1
General principles
Common principles applying to both UMTS and EPS:

-
Separate PDN connection(s) is assumed for traffic going through the mobile operator's Core Network;
-
Pre-Rel-9 UEs that support Multiple PDN connections can simultaneously access LIPA, SIPTO and mobile operator's Core Network PDN connections;
-
For LIPA traffic a Local P-GW function or Local GGSN function for EPS and UMTS, respectively is located within the H(e)NB; for SIPTO traffic for Macro Network, a Local P-GW function or Local GGSN function for EPS and UMTS, respectively is located on or above the RNC/eNB;

-
For  traffic going through the mobile operator's Core Network, the P-GW/GGSN is located within the core network;
-
LIPA PDN can be identified by a well-defined APN;
-
Using a dedicated APN for LIPA, SIPTO traffic, it makes it easy to apply different user-plane security mechanisms to LIPA/SIPTO flows and to flows going through the mobile operator’s Core Network. 
-
Mobility management signalling between UE and network is handled in the core network;
-
Session management signalling (Bearer setup, etc.) terminates in the core network;
-
Before LIPA or SIPTO PDN connection is established, the UE is authenticated, authorized and registered by the core network;

-
The paging function for LIPA/SIPTO traffic is located in the Core SGSN/MME;
-
For  active UE’s, mechanisms to optimize the routing of the EPS/UMTS bearers used for LIPA traffic is to be  studied, allowing the user plane to bypass the Core SGW and SGSN.
Additional principles applying to UMTS only:

-
(none)

Additional principles applying to EPS only:

-
(none)
Second change

5.3
Solution 2 – Local IP Access and Selected IP Traffic Offload at H(e)NB by NAT
5.3.1
Applicability

This solution supports the following scenarios:

-
Local IP access for HNB and HeNB Subsystem

-
Selected IP traffic offload for HNB and HeNB Subsystem

5.3.2
Architectural principles

-
UEs are only required to activate one PDN connection/context for LIPA, SIPTO, and traffic going through the mobile operator's Core Network;
-
The Home (e)NodeB Subsystem has the ability to drag/insert the LIPA and SIPTO traffic from/into PDP context/bearers per operator policies (e.g. destination address);
-
There is a NAT inside the Home (e)NodeB Subsystem to ensure returning LIPA and SIPTO traffic reaches H(e)NB despite topologically incorrect source address;
-
Pre-Rel9 UEs that support single PDN connections can simultaneously access LIPA, SIPTO and the mobile operator's Core Network.
5.3.3
Open issues

For this solution, the only requirements are NAT and routing functionalities for the HNB.
The solution has the following issues as FFS:

-
How to provide Internet service continuity when a UE hands over to a macro cell is FFS, if this function is required;
-
It is FFS if the LIPA and SIPTO function needs to support NAT traversal for other home applications;
-
It is FFS on addressing the possibility that the private IPv4 address of the home IP devices conflict with operator’s services which using private IPv4 addresses;
-
Whether it is necessary or not and how to block access to Local IP access for non-CSG users at a hybrid HNB is FFS;
-
It is FFS whether paging the UE from the HNB requires a S-GW function to reside in the HNB;
-
How the solution works with IPv6 prefix translation is FFS;
-
How does the routing policy configured in the HNB work for roaming CSG members, given that the HNB does not know whether the destination address belongs to the IP services network of the roaming CSG member's HPLMN. How does the home operator enforce its routing policy?
-
If the UE activates one PDN connection/context for LIPA, SIPTO, and traffic going through the mobile operator's Core Network, the UE may not distinguish LIPA flows from non-LIPA flows and thus it may be difficult to apply different user-plane security procedures to these flows. If different user-plane security procedures for LIPA and non-LIPA flows are required, it is FFS how this can be supported.
Third change

5.7
Solution 6 – Local Gateway based Architecture
5.7.1
Applicability

This solution supports the following scenarios:

-
Local IP Access for H(e)NB subsystem

-
Selected IP Traffic Offload for H(e)NB subsystem

-  
Selected IP Traffic Offload for macro network

The solution applies to both types of approaches: with separate APNs for SIPTO and non-SIPTO traffic, and also with common APN(s) for SIPTO and non-SIPTO traffic.

5.7.2
Architectural principles

Figure 5.7.2.1 shows the architectural extension proposed by this solution for the case of E-UTRAN and (macro) eNB; analogous extensions apply for the HeNB case and the UTRAN case (both NB and HNB). In the latter case, the GGSN maps onto PDN GW, and SGSN maps onto Serving GW (user plane part) and MME (control plane part).

A Local Gateway (L-GW) is co-located with the eNB. Between L-GW and PDN GW a "L-GW extension tunnel" is configured. The functions of L-GW include:

-
gateway and routing to/from external PDN (e.g. internet, enterprise or home NW), equivalent to SGi;

-
tunneling of IP packets through the extension tunnel to/from PDN GW (e.g. based on GTP, PMIP, IP in IP or other);

-
IP address handling (either IP address allocation and conveyance to PDN GW, or alternatively reception of IP address from PDN GW and NATing);

-
minimal state maintenance for mapping of traffic onto tunnels (from external PDN onto extension tunnel);

-
coordination with eNB on usage of local breakout (trigger eNB for local traffic handling);

-
decision function on usage of local breakout for uplink traffic (optionally it can be part of the eNB);

-
decision function on routing for downlink traffic (directly to eNB versus via extension tunnel); 
-
traffic monitoring and reporting function (optional): required only as a means to limit the principally assumed flat rate charging.

As visible from this list, L-GW is not a PDN GW shifted to eNB/E-UTRAN, but encompasses only minimal functionality.
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Figure 5.7.2.1: Proposed extension of non-roaming architecture for 3GPP accesses for SIPTO and LIPA

PDN GW functionality is enhanced by:

-
establishment of extension tunnel (upon PDN connection establishment for APNs matching the criteria for local traffic),
-
traffic forwarding through extension tunnel and to/from S5/S8 tunnel,
-
IP address handling (either obtain of IP address from L-GW, or alternatively conveyance to L-GW).
Enhancements of eNB are the following:
-
provision of UE’s access state for the cell(s) served by the eNB to the L-GW, and

-
(optionally) the decision function on usage of local breakout for uplink traffic (based on APN).
The established 3GPP architecture and signaling procedures are re-used to the maximum extent possible. Specifically, the paging and mobility signaling procedures are used unchanged.
The enhanced architecture enables mobility management between 3GPP and non-3GPP accesses: since the PDN GW is always in the path when the UE leaves the eNB, the mobility support function of handover towards non-3GPP accesses can be handled by the PDN GW as usual. Such functionality does not need to be provided as part of the L-GW (or within the eNB).

Regarding charging / policy-control, it is handled by the PDN-GW in EPS as usual for non-SIPTO traffic, and for SIPTO/LIPA traffic if the UE moves away from the eNB with the anchoring L-GW. This is inline with the needs for differentiated charging/policing.

Dynamic control for LIPA/SIPTO handling in the PDN-GW is possible (it is switched on only after the extension tunnel is set up).

The architecture solves the configuration problem associated with the masses of (home)(e)NBs in a similar manner as S1-flex.

5.7.3
Open issues

-
If one and the same APN is used for SIPTO traffic and non-SIPTO traffic, the technical limitations of NAT apply
-
If the same APN is used for LIPA and non-LIPA traffic, the UE may not distinguish LIPA traffic flows from non-LIPA traffic flows and it may be difficult to apply different user-plane security procedures to these flows. If different user-plane security procedures for such flows are required, it is FFS how this can be supported.
-
L-GW Selection mechanism
-
Applicability/gain of this solution for SIPTO in macro case
-
Details on simultaneous use of LIPA and SIPTO for the same UE

-
Paging handling
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