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1. Introduction

According to latest discussion on LTE inbound handover in RAN WGs: 

-  The UE can read the system information of the target cell and perform the preliminary access check. Network only has to initiate handover preparation for cells for which the UE has verified the CSG.
-  The UE reports the ECGI and TAI of target cell in the measurement report. Other information, e.g. CSG ID and access mode, is FFS. 

This document discusses access control solution for inbound handover to HeNB subsystem and gives an evaluation on these solutions based on above agreements. 
2. Discussion
2.1 Preliminary access check and CSG access control

By preliminary access check, the UE filters the CSG cells and only sends measurement reports on those CSG cells with CSG IDs in the UE's Allowed CSG List. However, the Allowed CSG list in UE may not be synchronised with network, or the UE may report a CSG ID in its Allowed CSG List but it is not the true CSG ID of the target cell to get access, so the UE's preliminary access check is not reliable. And CSG access control can not be replaced by preliminary access check.
Proposal 1: The network shall perform CSG access control during inbound handover procedure, even if the UE has already performed preliminary access check. 

2.2 The location of CSG access control function

CSG access control function is bound with CSG subscription handling function, as CSG access control is performed based on the CSG subscription data. 

Currently, the CSG access control function and CSG subscription handling function are located in the CN but not in EUTRAN. If CSG access control during inbound handover is to be done by eNB or HeNB subsystem, it leads to:

· distributing same CSG access control function and CSG subscription handling function to both CN and EUTRAN;
· changes not only on HeNB subsystem, but also on the eNB;
· complex behaviour of both MME and EUTRAN entities with additional S1 signalling in order to transfer/update large amount of CSG subscription data;
· potential security/privacy issue of storing subscription data on eNB or HeNB
Proposal 2: The CSG access control during inbound handover to HeNB subsystem is performed by the MME.

2.3 CSG access control solutions

The following aspects need to be considered:

-  Whether the UE reports CSG ID and access mode
-  Whether the HeNB GW is deployed in the target side: if HeNB GW is deployed, the MME does not have CSG ID and access mode of the target HeNB;

-  Whether the MME is relocated during the handover: if the MME is relocated, because the target MME does not have CSG subscription data, thus the source MME should perform CSG access control;

2.3.1 Solution 1 UE reports CSG ID and access mode of target cell
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Figure 1 inbound handover to HeNB subsystem, normal case
1) The UE reports CSG ID and access mode with ECGI and TAI in the measurement report.

2) Source EUTRAN includes the reported CSG ID and access mode in the Handover required message sent to the source MME. 
A1) The source MME performs CSG access control based on the CSG ID and access mode in the Handover required message, and the stored CSG subscription data.
3) And if the UE is allowed to access the target cell, the source MME sends Forward Relocation Request message to the target MME, including the access mode and CSG ID with CGI/ECGI for further check.

4) The target MME sends Handover Request message to the target HeNB GW including the access mode and CSG ID with CGI/ECGI for further check.

A2) The target HeNB GW checks if the CSG ID and access mode in the Handover request message align with the stored information of the target cell. 
If the CSG ID and access mode do not align with the stored information of the target cell, the target HeNB GW can reject the Handover request and thus target side does not prepare handover resource.

If the CSG ID and access mode aligns with the stored information of the target cell, the handover procedure continues.

Note: When HeNB GW is not deployed and if MME is not relocated, the A1 and A2

Advantage of this solution:
The CSG access control is completed before the target HeNB prepares handover resource. Thus the target HeNB will not prepare resource when the UE is not allowed to access.
Disadvantage of this solution:
The UE has to report the CSG ID and access mode of the target cell.
More messages are impacted compared to solution 2.
2.3.2 Solution 2 UE does not report CSG ID and access mode of target cell (i.e. solution3 in section 6.3.6.2.3 of TR 23.830)
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Figure 2 inbound handover to HeNB subsystem, normal case
1-5) The UE only reports ECGI and TAI in the measurement report. Source EUTRAN sends Handover required message to the source MME. Source MME sends Forward Relocation Request to the target MME. The target MME sends Handover request message to the target HeNB GW then to the target HeNB. The target HeNB prepares handover resource and reply with a Handover request ACK message.

7) The HeNB GW adds the CSG ID and access mode of the target cell in the Handover request ACK.
8) The target MME adds the CSG ID and access mode of the target cell in the Forward Relocation Response message to the source MME.

A) The source MME performs CSG access control based on the received CSG ID and access mode.
If CSG access control succeeds, the handover procedure continues.

If CSG access control fails, the MME reject the source EUTRAN and also need to inform the target side to release the prepared resource.
Advantage of this solution:
1. The UE does not need to report the CSG ID and access mode of the target cell, thus saves radio resources.
2. Simpler behaviour for both EUTRAN and MME.
3. Fewer messages are impacted compared to solution 1.
Disadvantage of this solution:
The CSG access control is completed after the target H(e)NB prepares handover resource. Thus if CSG access control fails, the CN nodes need to inform the target H(e)NB to release prepared handover resource.
From above description, it is obvious that solution 2 is simpler than solution 1 and has less impact on UE and network.
Proposal 3: Adopt above solution 2 as CSG access control solution for inbound handover to HeNB subsystem. The CSG access control during inbound handover to HeNB subsystem is performed by the source MME, based on the CSG ID and access mode got from the target MME/H(e)NB subsystem.
3. Proposal
Based on above discussion, it is proposed to give an evaluation to the three optional solutions in TR 23.830. 
Start of the Change
6.3.6
Architectural issue – In-bound H(e)NB handover support 

6.3.6.1
Description
In-bound connected mode handover to H(e)NB for a UE was not supported in Rel-8 due to time constraints but is a requirement for Rel-9 as stated in TS 22.220 [2]:

-  With the exception of GERAN to E-UTRAN handover, it shall be possible to support service continuity when UE moves from a non-CSG cell to a CSG cell.

-  It shall be possible to support service continuity when UE moves from a CSG cell to a non-CSG cell or another CSG cell.

Proper implementation of in-bound connected mode handover requires the following issues to be resolved in the core network:

-
Connected mode access control: How to perform access control for an in-bound handover to a H(e)NB when the H(e)NB is operating as a closed CSG cell, i.e. to ensure the UE is performing handover to a suitable CSG cell.

- 
Various access mode supported: How to perform access control correctly when H(e)NB is operating as a hybrid/open CSG cell, i.e. to ensure the UE is performing handover to a suitable CSG cell.
- 
How to route S1AP message to target HeNB GW/HeNB: how to let MME route S1AP message to target HeNB GW/HeNB for an Inbound handover to a H(e)NB.

Editor’s note: RAN solution for in-bound handover to CSG cells has not been decided yet.
6.3.6.2
Solutions
6.3.6.2.1
Solution 1: Including the Allowed CSG list in the Handover Restriction List IE

As currently defined, the Handover Restriction List IE is included in various S1-AP and X2-AP messages such as INITIAL CONTEXT SETUP REQUEST and HANDOVER REQUEST, and it is used by the source eNB to determine a target cell based on equivalent PLMNs and forbidden TA/LAs for the UE. 

To support in-bound connected mode handover, it is proposed to expand the Handover Restriction List IE to also include the Allowed CSG list of the UE. This allows the source eNB to use this information to determine if a target CSG cell is suitable for handover.

NOTE 1:
It is a fundamental requirement for network controlled handover for the source eNB to know the target (H)eNB’s identity and certain other parameters in order to prepare the target cell for handover. TS36.300 sec 22.3.3 and 22.3.4 describes the method by which the source eNB automatically discovers any neighbouring target cells via the Automatic Neighbour Relation (ANR) Function using UE measurement reports. In addition O&M in TS 32.511 manages which cells the eNB may establish neighbour relations with, i.e., O&M may limit the cells that the source eNB may perform a handover with. In ANR, the UE reports the global Cell ID, tracking area code and all PLMN IDs that have been detected. By extending the ANR in Rel-9 to support in bound handover to HeNBs, the UE may also report the access mode (closed/hybrid/open) and the CSG ID. The source eNB will then have all the information needed to determine if the target CSG cell is suitable for handover.  

NOTE 2:
This solution is based on an assumption that ANR Function is extended to let the UE reports the access mode and the CSG ID to the source eNB. But this assumption has not been agreed by RAN and other alternatives remain possible.
The advantages of this approach include:

- 
Allows the source eNB to efficiently determine whether a target cell is suitable for handover without any extra messages.

-
In the case a target cell is a hybrid access mode HeNB, the source eNB would know whether the UE belongs to the CSG and hence may prefer handover of the UE to the target cell.

-
No changes to any of the existing handover procedures.

-
Forward compatible for instance if the X2 interface is included in Rel-9 or later HeNB implementations.

NOTE:
Any method that requires the MME to perform the check to determine if the target cell has a CSG ID in the UE’s Allowed CSG list will (a) require an extra handshake in order to perform X2 based handover and (b) requires the MME to perform this check for S1 based handover when the source eNB sends a HANDOVER REQUIRED message which may mean a greater processing at the MME and extra delay when the source eNB requests a handover to a non-suitable CSG cell.
6.3.6.2.2
Solution 2: CSG Access control in the Core Network with support from the source RAN node
In this solution the Core Network elements (MME/SGSN/MSC) performs the access control during the in-bound handover to HNB/HeNB. The Source NB/eNB/HNB/HeNB sends the target CSG ID and access control mode of the target HNB/HeNB to the Core Network in the handover request, and the Core Network performs access control based on the UE allowed CSG list as the same as the normal attach procedure. If the access control fails the Core Network shall return an error cause to the source NB/eNB/HNB/HeNB to indicate the reason why the handover failed (e.g. the target CSG id is not in the UE allowed CSG list). The source NB/eNB/HNB/HeNB may select another target cell and send handover request again.
6.3.6.2.3
Solution 3: CSG Access control in the Core Network with support from the target RAN node

For this solution we assume the following:

-
As the Core Network node (MME/SGSN/MSC) performs CSG access control during in-bound handover. The NB/eNB/HNB/HeNB does not need to perform CSG access control thus the Allowed CSG List is not needed to be transferred to NB/eNB/HNB/HeNB.

-
The source NB/eNB/HNB/HeNB does not have the neighbour CSG cells’ configuration.

-
CSG ID and access mode provided by the UE via the source NB/eNB/HNB/HeNB can not be trusted.

When the Core Network node (MME/SGSN/MSC) receives message from source RAN node indicating handover is required, the CN node gets the CSG ID and access mode of the target cell directly from the target HNB/HeNB/HNB GW/HeNB GW. Then the CN node performs the access control during the in-bound handover to HNB/HeNB.

NOTE:
The CN node can use current handover preparation procedure to get the information from the target HNB/HeNB. Or a new pair of messages can be defined to get the information from the target HNB/HeNB.
The advantages of this approach include:
-
No impact or requirement for access control either on the behaviour of source RAN node or on the behaviour of the UE.

-
The CSG ID and access control mode of the target cell are validated by the target HNB/HeNB. Thus this solution mitigates the risk for the UE to hand off on a CSG cell for which the UE is not allowed.
When MME is relocated during the handover, the target MME sends the CSG ID and access mode of the target cell in the Forward Relocation Response message. Then the source MME performs CSG access control based on above information and the user's CSG subscription.


6.3.6.3
Evaluation

 For inbound handover to HeNB subsystem:

Solution 3 is chosen with the following advantages:

· Avoid distribution of CSG access control function and CSG subscription handling function in both EUTRAN and CN;

· UE does not need to report CSG ID and access mode in the measurement report, thus minimize the changes on radio interface.

· Less impact on network entities.

End of the Change
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