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Introduction

There is presently a misalignment between TS 23.401 and TS 33.401 with respect to the security context taken in use in inter-RAT handover and inter-RAT TAU procedures.
In SA3, for handover from UTRAN to E-UTRAN it has been assumed since some time (see TS 33.401V8.2.1) that a MME receiving a TAU Request with a KSIASME and a GUTI pointing to a previously visited MME may fetch the cached EPS security context from this other MME. If this context fetch is successful the MME knows that UE and MME share a native EPS security context. 
At its last meeting SA3#54, it was agreed that the above approach shall be employed also in Idle mode for the inter-RAT TAU procedure (see S3-090350). The reason was that the use of a native EPS security context is regarded always as providing a higher degree of security than the use of a mapped UMTS security context.
A native EPS security context is considered better than one mapped from a UMTS security context, as CK and IK are used directly in the ciphering and integrity algorithms in UMTS. This means that any weakness in those algorithms that “leak” information about CK and IK will also leak information about the KASME derived from them. Also CK and IK may be sent to an eNB, which is likely to be less secure than a more central element in the network. This is unlike EPS where the key KASME that is derived from CK and IK is always kept in an MME and used to derive all the other keys in EPS. 
The SA3 agreed approach however in a few scenarios a TAU procedure requires double context retrievals between the new MME and both the old SGSN and old MME. However, the additional context retrieval can be limited to obtaining the EPS security parameters. Such a case is presently not described in TS 23.401. 

The alternative to fetching the native context would be to run an AKA and NAS SMC every time the UE transitions from an SGSN to an MME that does not hold the native EPS security context. However this is much less efficient since:
1. Fetching the native context from previous MME requires one round trip message exchange between MMEs This could be in parallel with fetching “mobility” context from SGSN. 

2. New AKA – requires round trip to HSS to fetch authentication vector (which is time consuming especially in roaming cases), round trip with UE for AKA run, round trip with UE for SMC procedure. 

Discussion
Inter-RAT TAU in Idle state
Consider the following scenario:
1. A UE performs initial access to E-UTRAN to MME1 running AKA to establish a native EPS security context: After the initial access an EPS security context is established between the UE and MME1, identified by KSIASME.
2. The UE selects a GERAN/UTRAN cells and performs a RAU procedure to SGSN1: SGSN1 requests context information from MME1 and obtains security parameters CK’, IK’ and KSISGSN from MME1 which defines a UMTS context mapped from EPS security parameters. The UE now has both, a native EPS security context and a mapped UMTS security context. The mapped UMTS security context is the current context. Depending on whether “ISR activated” is indicated to the UE or not in the TAU accept message, the UE sets its TIN as follows:
a. ISR activated:
     TIN = RAT related TMSI

b. ISR not activated:  TIN = P-TMSI 

3. The UE selects another E-UTRAN cell and performs a TAU procedure to MME2. Depending on the ISR status after step 2 we have following cases:

a. ISR activated:     TAU Request message includes the native GUTI (pointing to MME1)
b. ISR not activated:  TAU Request message includes the mapped P-TMSI/RAI in the “old GUTI” (pointing to SGSN1) and the native GUTI in the “additional GUTI” IE. 
According to present SA3 assumptions, the TAU Request message sent in step 3 shall be integrity-protected with the native EPS security context.

In case 3a), ISR activated, MME2 retrieves context information from MME1 and can use the native EPS security context. In case 3b), ISR not activated, MME2 retrieves context information from SGSN1 which does not know the native EPS security context. However as the native GUTI is provided in the “additional GUTI” IE, the security context information can be obtained from MME1. However this makes it necessary that context retrieval takes place between MME2 and both, SGSN1 and MME1.
The following text from the agreed SA3 CR to 33.401, S3-090350, is describing the scenario of the above case 3b). The parts most relevant for the present discussion are highlighted with yellow shading.
9.1.2
Idle mode procedures in E-UTRAN

[snip]

Case 2: UE not currently registered in E-UTRAN
[snip]

Case 2.1: Native EPS security context
The UE shall include the corresponding temporary identity and KSIASME value in the TAU Request. The TAU Request shall be integrity-protected, but not confidentiality-protected. The UE shall use the native security context algorithms to protect the TAU Request message. 

NOTE x: Case 2.1 relates to the following scenario: a UE established a native EPS security context during a previous visit to EPS, then moves to UTRAN/GERAN while de-registering from E-UTRAN and storing the EPS security context. When the UE moves back to E-UTRAN there is a native EPS security context, but no current EPS security context.
In case MME has the native security context it shall verify the TAU Request message. Otherwise it tries to fetch the security context from a previous MME as described in clause 6.1.4. If either of these is successful, the MME replies with TAU Accept message protected with the native security context. After successful completion of the TAU procedure, the native security context shall become the current security context in the UE and the MME. In case the TAU Request had the active flag set or there is pending downlink UP data, the NAS uplink COUNT from the TAU Request shall be used to derive the KeNB as specified in Annex A.  MME shall deliver the KeNB to the target eNB on the S1 interface. 

TAU after intersystem Handover case

The following is the excerpt from TS 33.401 v8.2.1. Although some CRs were agreed to modify this section in the last SA3 meeting, the main concept addressing in this paper was not changed. The parts most relevant for the present discussion are highlighted with yellow shading. 
9.2.2
From UTRAN to E-UTRAN

9.2.2.1
Procedure

The procedure for handover from UTRAN to E-UTRAN, as far as relevant for security, proceeds in the following two consecutive steps:

A) Handover signalling using the mapped security context (cf. also Figure 9.2.2.1-1);

B) Subsequent NAS signalling to determine whether a cached context is taken in use (not shown in Figure).
[snip]
B) Subsequent NAS signalling

[snip]

1. If the MME has cached security context for the UE and does not receive a TAU request within a certain period after the HO it shall assume that UE and MME share a cached security context. 


NOTE 4: A TAU procedure following handover from UTRAN to E-UTRAN is mandatory if the Tracking Area has changed, but optional otherwise, cf. TS 23.401[2].

2. When the UE sends a TAU request it shall protect the request using the mapped EPS security context identified by KSISGSN. The UE shall also include KSIASME in the TAU request if and only if it has cached EPS security context. The KSIASME shall be accompanied by a GUTI. When the MME receives a TAU request with a KSIASME and GUTI corresponding to the EPS cached security context stored on that MME it knows that UE and MME share a cached security context. 

Editor’s note: it is to be clarified by CT1 whether a NAS Security Mode Command procedure following the HO procedure is needed so that the mapped EPS security context can be taken into use, or whether the HO signalling is sufficient.

3. When the MME receives a TAU request with a KSIASME and GUTI pointing to a previously visited MME it may fetch the cached EPS security context from this other MME. If the MME fetches the cached EPS security context from the other MME it shall do so before sending the TAU accept message. If this fetching is successful the MME knows that UE and MME share a cached EPS security context. If this fetching is unsuccessful the MME shall delete any cached EPS security context for any GUTI it may have for the user who sent the TAU request.


The GUTI in the highlighted sentences in the above text can be conveyed either by the old GUTI (when TIN = RAT-related TMSI) or by the additional GUTI (when TIN = P-TMSI). For both cases, the target MME fetches the UE’s EPS native security context from the MME indicated by the GUTI, although the target MME receives the UE context from the source SGSN during the handover procedure.

This is not aligned with the TS 23.401. See the excerpt from section 5.5.2.2.3 of TS 23.401:
11.
The UE initiates a Tracking Area Update procedure when one of the conditions listed in clause "Triggers for tracking area update" applies.


The target MME knows that an IRAT Handover has been performed for this UE as it received the bearer context(s) by handover messages and therefore the target MME performs only a subset of the TA update procedure, specifically it excludes the context transfer procedures between source SGSN and target MME.


The highlighted sentence is correct about the UE context transfer between source SGSN and target MME, but it also does not specify anything about the UE security context transfer between the target MME and another MME indicated by the GUTI (either in the old GUTI or in the additional GUTI) in the TAU request message.
Note that in both, the idle mode TAU and the TAU after intersystem HO, the additional UE context fetch would be required only for the retrieval of the UE’s native EPS security context, as the target MME gets other UE context from the source SGSN. 
Conclusion

From a security perspective it is clearly preferable to employ the native EPS security context in any TAU procedures in idle mode and at handover. This approach however requires in some TAU scenarios double context retrieval between the new MME and both, old SGSN and old MME. However, the additional context retrieval can be limited to obtaining the EPS security parameters.
Our proposal is to discuss the issue in SA2. If the approach assumed by SA3 is acceptable, the TAU and handover procedure descriptions in 23.401 should be updated accordingly. 
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