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Abstract of the contribution: Completes the HNB architecture model in TR 23.830 [1]
Discussion
At SA2#70 meeting, there was no agreement on the figure representing the Home NodeB architecture based on the RAN3 specification TS 25.467 v8.0.0 [2] which is shown below.
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Figure 4.1-1. Iuh reference model.

The first reason was that there is no CN components represented. The second reason was linked to the Security Gateway that is represented outside the HNB GW but without clear interfaces.

In GAN specification, TS 43.318 [3], the equivalent of the HNB GW is the GANC, and the Security GW is represented as part of the GANC as follows.
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Figure 1: GAN A/Gb mode functional architecture

In addition to provide means for authentication (relaying requests/responses between HNB and AAA server e.g. via IKEv2), allocating an IP address to the HNB and establishing an IPsec association between SeGW and the HNB, one of the purposes of the SeGW (Security GW) is to solve the man-in-the-middle attacks which consist in spoofing the identity of another HNB. 

To perform this task, the SeGW has to provide the couple (HNB-id, HNB IP address) to the HNB-GW. At the time of HNB Registration towards the HNB-GW, the HNB provides its HNB-id in the HNB Register Request message that is sent from the HNB IP address; this allows the HNB-GW to verify that the HNB-id corresponds to the HNB IP address. 
This means that an interface between the SeGW and the HNB-GW is necessary. In GAN specifications, this interface is proprietary to the SeGW vendor. And it is proposed to do the same for HNB. 

If the Iuh interface is intended to comprise the IPsec tunnel between the HNB and the SeGW, it is important that Iuh is shown between the HNB and the HNB-GW. And this seems to be confirmed by section 4.1.2 of TS 25.467 as shown in the following extract:
4.1.2
 Security Gateway (SeGW)

-
Terminates Secure tunnelling for TR-069 as well as Iuh

-
Authentication of HNB

-
Provides access to HMS and HNB-GW
This makes the GAN representation adapted to the HNB specifications. It is proposed to adopt the same principles.
Proposed text

4.2.3
Architecture model for Home NodeB access network
Editor’s note: Possible additional functions and reference points are FFS.
4.2.3.1
Logical architecture
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Editor's note: We have to decide whether the OAM nodes, OAM functions and associated reference points e.g. HMS (Home NodeB Management System) will be covered by this TR. Note that traditionally the OAM architecture is out of the scope of SA2 specifications.

4.2.3.2
Functional entities

HNB:
The HNB provides the RAN connectivity using the Iuh interface, supports the NodeB and most of the RNC functions and also HNB authentication, HNB-GW discovery, HNB registration and UE registration over Iuh.
HNB GW:
The HNB GW serves the purpose of a RNC presenting itself to the CN as a concentrator of HNB connections, i.e. the HNB-GW provides concentration function for the control plane and provides concentration function for the user plane. The HNB GW supports NAS Node Selection Function (NNSF).
SeGW:
The Security Gateway is a logically separated entity and may be implemented either as a separate physical element or integrated into, for example, a HNB-GW. This security function is mandatory. Its interface with the HNB-GW is not for standardization. The functions of the SeGW are the authentication signalling to both AAA proxy/server via Wm interface and HNB via the Iuh interface, the allocation of the HNB IP address, the termination of the secure tunnelling and the means for enabling the HNB-GW to prevent HNB identity spoofing.

4.2.3.3
Reference points

Uu:
Standard Uu interface between the UE and the HNB.
Iuh:
Interface between the HNB and HNB GW. For the control plane, Iuh uses HNBAP protocol to support HNB registration, UE registration and error handling functions. For the user plane, Iuh support user plane transport bearer handling. Iuh includes secure tunnelling.

Iu:
Standard Iu interface between the HNB GW and the core network.
Wm:
Standard Wm interface as defined by 3GPP TS 29.234 [x]. The AAA server is used to authenticate the HNB when it sets up a secure tunnel. Note that only a subset of the Wm functionalities is required.
4.2.3.4
Functional split
Editor’s note: This section contains a table of high level HNB access function split between RAN and CN nodes.
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