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**** Change 1 ****

3
Definitions, symbols and abbreviations
3.1
Definitions

Refer to TS 23.002 [1] for the definitions of some terms used in this document.

For the purposes of the present document the terms and definitions given in TR 21.905 [68] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [68].

IP-Connectivity Access Network: refers to the collection of network entities and interfaces that provides the underlying IP transport connectivity between the UE and the IMS entities. An example of an "IP-Connectivity Access Network" is GPRS.

Subscriber: A Subscriber is an entity (comprising one or more users) that is engaged in a Subscription with a service provider. The subscriber is allowed to subscribe and unsubscribe services, to register a user or a list of user authorised to enjoy these services, and also to set the limits relative to the use that users make of these services.
Inter-IMS Network to Network Interface: The interface which is used to interconnect two IM CN subsystem networks. This interface is not constrained to a single protocol.
Network Address Translation (NA(P)T): method by which IP addresses are mapped from one group to another, transparently to end users. Network Address Port Translation, or NA(P)T is a method by which many network addresses and their TCP/UDP (Transmission Control Protocol/User Datagram Protocol) ports are translated into a single network address and its TCP/UDP ports. See RFC 3022 [65] for further details.

NAT-PT/NAPT-PT: NAT-PT uses a pool of globally unique IPv4 addresses for assignment to IPv6 nodes on a dynamic basis as sessions are initiated across the IP version boundaries. NAT-PT binds addresses in IPv6 network with addresses in IPv4 network and vice versa to provide transparent routing between the two IP domain without requiring any changes to end points, like the UE. NAT-PT needs to track the sessions it supports and mandates that inbound and outbound data for a specific session traverse the same NAT-PT router.
NAPT-PT provides additional translation of transport identifier (e.g., TCP and UDP port numbers, ICMP query identifiers). This allows the transport identifiers of a number of IPv6 hosts to be multiplexed into the transport identifiers of a single assigned IPv4 address. See IETF RFC 2766 [33] for more details.
ALG: Application Level Gateway (ALG) is an application specific functional entity that allows communication between disparate address realm or IP versions, e.g. an IPv6 node to communicate with an IPv4 node and vice versa, when certain applications carry network addresses in the payloads like SIP/SDP. NA(P)T-PT or NA(P)T is application unaware whereas ALGs are application specific translation entities that allow a host running an application to communicate transparently with another host running the same application but in a different IP version or IP address realm. See IETF RFC 2663 [34] for more details.
For IMS, an IMS ALG provides the necessary application function for SIP/SDP protocols in order to communicate between different address realms or IP versions, e.g. IPv6 and IPv4 SIP applications.
Transport address: A unique identifier of transport-layer address, i.e. a combination of a network address, protocol identifier and port number. For example an IP address and a UDP port.

IMS application: An IMS application is an application that uses an IMS communication service(s) in order to provide a specific service to the end-user. An IMS application utilises the IMS communication service(s) as they are specified without extending the definition of the IMS communication service(s).
Optimal Media Routing (OMR): ALG procedures to improve the end-to-end QoS characteristics of a media path established for a session in which ALGs on the signalling path have introduced two or more TrGWs into the media path, thereby degrading the end-to-end QoS characteristics significantly compared to what would otherwise occur directly between the two session endpoints.  The ALG procedures modify SDP messages to help identify situations in which TrGWs are not needed in a media path due to the existence of media path segments with better QoS characteristics by bypassing TrGWs or otherwise finding more direct paths between TrGWs.
**** Change 2 ****

G.2
Reference models

This clause describes various reference models which can be used for NAT traversal.

G.2.1
IMS-ALG and IMS Access Gateway model

Figure G.1 presents the general reference model for IMS access when both the signalling and media traverses NAT devices. Figure G.2 presents the general reference model when IP address translation is needed between the IP-CAN and the IMS domain. The IMS network architecture is the same for both cases. The NAT integrated with the IMS Access Gateway is under operator control in this reference model.
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Figure G.1: Reference model for IMS access when both the signalling and media traverses NAT
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Figure G.2: Reference model for IMS access when NAT is needed between the IP-CAN and the IMS domain

Editor's note:
It is for further study if the Iq reference point can be merged with the Rx+ reference point. If they are not merged then the IMS Access Gateway may be a TrGW and the Iq may be equivalent to the Ix reference point.

G.2.2
ICE and Outbound reference model

Figure G.2a presents the general reference model for IMS access when both the signaling and media traverses NAT devices. Functional elements with dashed lines represent optional functionality. The transport of the Gm signaling is also subject to the policy enforcement.
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Figure G.2a: Reference model for ICE and Outbound Methodology

The STUN Function shown within the P‑CSCF is a limited STUN Server for supporting STUN keep-alive messages as described in clause G.5.3.2.

For deployments where the IMS Access gateway (or other media manipulating functional entities, such as a MRFP, are used (see clause G.2.1), such functional entities shall be placed on the network side of the STUN server and STUN relay server (i.e. not between the UE and the STUN server or STUN relay server) as shown in figure G.2a. Otherwise they will prevent STUN messages from reaching the STUN Relay/Server outside of a session.

G.3
Network elements for employing the IMS-ALG and IMS Access Gateway

G.3.1
Required functions of the P‑CSCF

When supporting IMS communication for a UE residing behind a NAT or when IP address translation is needed between the IP-CAN and the IMS domain on the media path only, the P‑CSCF may include the IMS-ALG function that is defined in Annex I of this specification. The following functions shall be performed in the P‑CSCF:

1)
The P‑CSCF shall be able to recognize that the UE is behind a NAT device or IP address translation is needed between the IP-CAN and the IMS domain on the media path only.

2)
The IMS-ALG function in the P‑CSCF shall control the IMS Access Gateway, e.g. request transport addresses (IP addresses and port numbers) from the IMS Access Gateway, and shall perform the necessary changes of the SDP parameters.

3)
The IMS-ALG function in the P‑CSCF shall perform the necessary changes of headers in SIP messages.

4)
The IMS-ALG function in the P‑CSCF shall be able to support scenarios where IMS CN domain and IPCAN use the same IP version and where they use different IP versions.
5)
The IMS-ALG function in the P-CSCF shall be able to perform optimal media routing to help determine when it is either unnecessary to allocate a TrGW for a media stream or when a preferred alternate media path exists.
Further functions of the P‑CSCF/IMS-ALG, e.g. to request to open and close gates on the IMS Access Gateway, are not defined in this version of the specification.

G.3.2
Required functions of the IMS Access Gateway

The required functions of the IMS Access Gateway for NAT translation are the following:

1)
It allocates and releases transport addresses according to the requests coming from the IMS-ALG function of the P‑CSCF.

2)
It ensures proper forwarding of media packets coming from or going to the UE.

3)
It shall support the scenarios where IMS CN domain and IPCAN use the same IP version and where they use different IP versions.

Further functions of the IMS Access Gateway, e.g. to open and close gates (pinholing), are for further study.

G.3.3
Iq reference point

The Iq reference point is between the P‑CSCF and the IMS Access Gateway. It conveys the necessary information that is needed to allocate and release transport addresses.

Editor's note:
It is for further study if the function of this reference point can be merged with the Rx+, or it is equivalent to the Ix.

G.4
Procedures for employing the IMS-ALG and IMS Access Gateway

Editor's note:
The purpose of this clause is to define the procedures needed for NAT traversal. During the specification of this clause it shall be checked if these procedures matches the Rx+ procedures and make the decision about merging the reference points based on the result.

G.4.1
General

The procedures described in this clause are applied in addition to the procedures of the P‑CSCF described in the other clauses of this specification.

G.4.2
NAT detection in P‑CSCF

When supporting the IMS-ALG function, the P‑CSCF, based on information received in a SIP request message (e.g. a REGISTER request), shall detect if there is NAT between the UE and itself and shall make a decision if IMS-ALG function shall be invoked for the session of subscriber. In addition to when a NAT is detected between the UE and the P‑CSCF, the IMS-ALG function may be invoked for other reasons (e.g. UEs using IP address from a Private IP address range).

G.4.3
Session establishment procedure

This procedure is applied when P‑CSCF invokes the IMS-ALG function for a session. This can happen at terminating side if the called party is behind a NAT or at the originating side if the session initiator is behind a NAT. Both cases are handled in the P‑CSCF and the IMS Access Gateway as described in this clause.


[image: image4.wmf]UE_A 

P

-

CSCF

IMS Access GW

1) 

SDP_offer

[

c=A

]

2) Allocation Request

3) Reserved[c=

Tr_A

]

5) SDP_offer[c=

Tr_A

]

6) 

SDP_answer[c

=B]

7) Allocation Request

8) Reserved[c=

Tr_B

]

8) SDP_answer[c=

Tr_B

]

UE_B 

4) Modification of SDP

9) Modification of SDP


Figure G.3: Session establishment procedure with NAT traversal

NOTE 1:
In figure G.3 if UE_A belongs to the P‑CSCF (originating case) then there will be IMS elements, i.e., CSCFs, between the P‑CSCF and UE_B. If UE_B belongs to the P‑CSCF (terminating case) then there will be IMS elements, i.e., CSCFs, between the P‑CSCF and UE_A.

NOTE 2:
The Transport address refers to both the IP address and Ports (see definition in clause 3.1).

1)
The P‑CSCF receives a SIP message with an SDP offer from UE_A and decides to invoke the IMS-ALG function for this session. The session can either an originating or a terminating session. The SDP offer contains the transport address(es) of UE_A where the media flow(s) should be sent.

2)
The P‑CSCF requests a transport address for each media flow from the IMS Access Gateway. Each request contains sufficient information to determine the side of the IMS access gateway that the transport request is being requested for. (e.g. local or remote side wrt UE_A).

3)
The IMS Access Gateway reserves one of its transport addresses for the given side of the media flow and this transport address is sent back to the P‑CSCF. The IMS Access Gateway shall keep the reserved temporary transport address (binding) until the session is released.

4)
The P‑CSCF changes the original transport address(es) of the SDP offer to the transport address(es) received from the IMS Access Gateway.  Modifications to SDP may also be subject to OMR.
5)
The P‑CSCF forwards the SIP message with the modified SDP offer according to the normal routing procedures.

6)
UE_B sends back a SIP message with an SDP answer, which is forwarded to the P‑CSCF according to the normal SIP message routing procedures.

7)
The P‑CSCF requests a transport address for each media flow in the routing domain of its own IMS network from the IMS Access Gateway. The request contains sufficient information to correlate to the transport address request performed in step 2.

NOTE:
If some of the offered media flows are rejected in the answer, then the P‑CSCF shall indicate this to the IMS Access Gateway. The IMS Access Gateway can release the resources (e.g., the transport address) reserved for that media flow. The P‑CSCF may indicate directly to release the resources.

8)
The IMS Access Gateway reserves one of its transport addresses for the given side of the media flow and this transport address is sent back to the P‑CSCF.

9)
The P‑CSCF changes the original transport address(es) of the SDP answer to the transport address(es) received from the IMS Access Gateway.  Modifications to SDP may also be subject to OMR.
10)
The P‑CSCF forwards the SIP message with the modified SDP answer according to the normal SIP message routing procedures.

G.4.4
Session release procedure

This procedure is applied when a session has to be released, for which the IMS-ALG function is invoked.
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Figure G.4: Session release procedure with NAT traversal

1)
The P‑CSCF receives a trigger to release a session, for which the IMS-ALG function is invoked.

2)
The P‑CSCF sends an indication to the IMS Access Gateway for each media flow of the session that the resources allocated during the session establishment procedures are to be released.

3)
The IMS Access Gateway releases its resources allocated for the given media flows.

G.4.5
Session modification

A session modification can cause the creation, and/or modification, and/or release of media flows.

When a new media flow is created the procedure used during session establishment shall be applied.

When an existing media flow is released the procedure for session termination shall be applied for the particular media flow.

When an existing media flow is modified, this may lead to a modification of the media flow directly, or to the establishment of a new media flow and release of the existing one.

G.4.6
Media forwarding in the IMS Access Gateway

This section presents the media forwarding performed by the IMS Access Gateway. The behaviour presented in this clause is valid in both directions.
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Figure G.5: Packet forwarding in the IMS Access Gateway

1)
UE_A sends a media packet to the transport address of the IMS Access Gateway that was received during the session establishment/modification.

2)
After receiving the media packet the IMS Access Gateway recognizes the media flow based on the transport address where the packet arrived at. The IMS Access Gateway changes the source transport address to its own transport address that was given to the UE_B as the destination transport address during session establishment/modification and the destination transport address to the transport address of UE_B.


The IMS Access Gateway can learn the transport addresses where the inbound (i.e. towards the UE) media packets shall be forwarded to in two ways, depending on whether there is a NAT device in the path or not. In absence of a NAT device in the path, it is the P‑CSCF that signals the destination transport address for the inbound media flows. In presence of NAT device in the path, it is the IMS Access Gateway that may, upon being informed that there is a NAT in the network, determine the destination transport address of the inbound media flow based on previously received media packets in the opposite direction.


Beyond the changes of transport addresses the IMS Access Gateway shall perform the other necessary changes in the IP header as it is specified in the NAT related IETF specifications, IETF RFC 2766 [33] and IETF RFC 2663 [34].

NOTE 1:
If the IMS Access Gateway does not know the transport address where a packet shall be forwarded, i.e. no packet of the other direction of the media flow has been received, then it can store or drop the packet.

NOTE 2:
If this is not the first packet then the IMS Access Gateway can check the source transport address. If it is not the same as the transport address previously used for this media flow in this direction then the media packet may be a fraud one and should be dropped.

NOTE 3:
This solution (i.e. when the IMS Access Gateway determine the destination transport address on its own) assumes that the UE supports "symmetric media" i.e. it supports receiving media packets at the same address and port as it uses for sending.

3)
The IMS Access Gateway routes the media packet towards UE_B.

**** Change 3 ****

Annex I (normative):
Border Control Functions

I.1
General

This annex describes a collection of functions that can be performed on interconnection boundaries between two IM CN subsystem networks or between an IM CN subsystem network and other SIP based multimedia network, based onoperator configuration.

I.2
Overall architecture

Figure I.1 presents a high-level architecture diagram showing how Border Control Functions fit into the IMS architecture.
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Figure I.1: Border Control Functions

NOTE:
The standardisation and functional requirements of Ix reference point are FFS.

The Mx reference point allows S‑CSCF/I‑CSCF/P‑CSCF to communicate with an IBCF in order to provide border control functions. The Mx & Ix reference points are not specified within this release of the specification.

I.3
Border Control Functions

I.3.1
IP version interworking

The IP version interworking should not adversely affect IMS sessions that do not require IP version interworking.
The network shall, at a minimum, support mechanisms that support IP version interworking for UEs, which comply with previous release of specifications. In addition, any impacts due to specific properties of the IP CAN shall be taken care of by the IP-CAN itself without affecting the IMS. One possible architecture scenario can be based on the principle defined in TS 23.221 [7] using gateways.

The IMS ALG provides the necessary application function for SIP/SDP protocol stack in order to establish communication between IPv6 and IPv4 SIP applications.

The IMS ALG receives an incoming SIP message from CSCF nodes or from an external IPv4 SIP network. It then changes the appropriate SIP/SDP parameters, translating the IPv6 addresses to IPv4 addresses and vice versa. The IMS ALG needs to modify the SIP message bodies and headers that have IP address association indicated. The IMS ALG will request NA(P)T-PT to provide the bindings data between the different IP addresses (IPv6 to IPv4 and vice versa) upon session initiation, and will release the bindings at session release.
The IMS-ALG shall be able to perform optimal media routing to help determine when it is either unnecessary to allocate a TrGW for a media stream or when a preferred alternate media path exists.
I.3.1.1
Originating Session Flows towards IPv4 SIP network

The following example session flow shows a scenario where the S‑CSCF is responsible for inserting the IMS-ALG in the session path. No I‑CSCF node shown in this scenario, if configuration requires presence of an I‑CSCF then it would have been collocated with the IMS-ALG.
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Figure I.2: Originating IMS session towards an IPv4 end point

1.
UE (A) initiates an IMS session towards User B, via the session path for IMS and the session is analysed at the S‑CSCF of UE (A).

2.
S‑CSCF for user A determines via DNS (or other mechanism) that the User B's domain cannot be communicated via IPv6 but can be via IPv4.

2a.
S‑CSCF forwards the request to IMS-ALG.

3.
The IMS-ALG then acquires the necessary resources from the TrGW such as the IPv4 address and ports on behalf of user A so that User A can communicate with user B transparently.

4.
The IMS-ALG continues IMS signalling towards User B network where User A's IPv6 address/port information is replaced by IPv4 information.  Modifications to SDP may also be subject to OMR.
5.
When User (B) responds to the session initiation requests, the IMS-ALG will replace the IPv4 address/port information of User (B) with its own IPv6 information for signalling and with TrGW IPv6 information for the media path as the contact information of User (B) and forward the request to S‑CSCF of UE (A). Session signalling path is then established between the UE and the S‑CSCF, the S‑CSCF and the IMS-ALG, the IMS-ALG and the external network for User B.  Modifications to SDP may also be subject to OMR.
6.
The media path is established between the UE (A) and the TrGW, via the IP-CAN, and then between the TrGW and user B.

At session release, the IP address/Port information will be released for reuse by other sessions.

I.3.1.2
Terminating Session Flows from IPv4 SIP network

The following session flow shows an example of a terminating session from an IPv4 SIP client towards an IPv6 IMS client. In order for the IPv6 IMS client to be reachable by the IPv4 network, it is assumed that the IPv4 network discovers (via mechanism such as DNS query) the IMS-ALG as the entry point to the IPv6 IMS network.
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Figure I.3: Terminating IPv4 SIP session towards an IPv6 IMS user

1.
In the IMS-ALG, a terminating session is received. IMS-ALG determines either via DNS query or via preconfiguration the appropriate I‑CSCF for the user (B) in the IMS network.

2.
IMS-ALG also communicates with TrGW to get the mapping of IPv6 address and ports on behalf of user (A) and replaces the User (A) information in the incoming SIP message and forwards the message towards S‑CSCF. Modifications to SDP may also be subject to OMR,  From S‑CSCF point of view, it continues setting up the IMS session like any other IMS sessions.

3.
The incoming session arrives in the S‑CSCF for the user (B).

4.
Session set up continues as usual in the IMS domain towards user (B).

5.
When UE (B) responds to the session initiation requests, the IMS-ALG will replace the IPv6 address/port information of User (B) with its own IPv4 information for signalling and with TrGW IPv4 information for the media path as contact information of UE (B) and forward the request towards the network of User (A).  Modifications to SDP may also be subject to OMR.  Session signalling path is established between User (B) and S‑CSCF, S‑CSCF and I‑CSCF/IMS-ALG and IMS-ALG and the external User (A)'s network.

6.
Media path is established between UE (B) and the TrGW, via the IP-CAN, and then between the TrGW and User (A).

At session release, the IP address/Port information will be released for reuse by other sessions.

I.3.2
Configuration independence between operator networks

The THIG functionality may be used to hide the network topology from other operators. It shall be possible to restrict the following information from being passed outside of an operator's network: addresses of operator network entities.

NOTE:
The THIG functionality was not intended to be invoked in IMS roaming scenarios when the P‑CSCF and IBCF are both located in the visited network as information available in certain SIP headers may be used by the home network for further processing of signalling messages.

The specific mechanism chosen needs to take into account the following separate aspects:

Network management: In the case that network details (i.e. S‑CSCF addresses) are visible by other external network elements, any (temporary or permanent) changes to the network topology need to be propagated to network elements outside of the operator's network. This is highly undesirable from a network management perspective.

Network scalability: Establishing security associations on a pair-wise basis among all CSCFs is likely to be unscalable. The security associations shall be independent of the number of network elements.

Competitively aspects: The operational details of an operator's network are sensitive business information that operators are reluctant to share with their competitors. While there may be situations (partnerships or other business relations) where the sharing of such information is appropriate, the possibility should exist for an operator to determine whether or not the internals of its network need to be hidden.

Security aspects: Network element hiding may help to reduce the vulnerability of the overall system to external attacks (e.g. denial of service attacks). Further work is needed in this area.

NOTE:
The encryption mechanism for implementing network configuration hiding is specified in TS 33.203 [19].

I.3.3
Transcoding Support for Interworking

I.3.3.1
General

Transcoding shall only be performed in the case where a common codec cannot be negotiated between the two UEs. The IBCF shall add codecs to the offer such that in the terminating UE codec selection process, priority shall be given to the codecs inserted by the originating UE over the codecs inserted by the IBCF.  The IBCF shall list the additional codecs in a separate media line associated with the same media flow so that OMR procedures, if used, can be applied separately to the potential media paths established with or without transcoding.
The IBCF/TrGw provides the necessary function for codec transcoding, when required by interworking agreement and session information, in order to establish communication between end points belonging to different IMS domains.

I.3.3.2
Session Flows

The following example session flow shows a scenario where IBCF located on the oringinated side will insert additional codec in the SIP signalling. Based on the interworking agreement between IM CN subsystems the terminating IBCF may also insert additional codec in the SIP signalling.
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Figure I.4: Originating IMS session towards different codec network

1.
UE (A) initiates an IMS session towards User B, via the session path for IMS and the session is analysed at the IMS network of UE (A).

2.
The IMS network of UE (A) determines that the User B's domain need be communicated via IBCF and forwards the request to the IBCF.

3.
The IBCF checks the SIP message and decides whether additional codec(s) need be inserted into SIP message based on the session information (such as ICSI , SDP) and interworking agreement. To avoid unnecessary transcoding, means should be provided to allow terminating UE to be able to select a codec from the originating UE prior to selecting a codec inserted by the network.

4.
The IBCF generates a new SIP message towards User B network based on the received SIP message where additional codec(s) have been added.

5.
User (B) selects a codec from the offer modified by IBCF, and responds with an SDP answer.

6.
When receiving the SDP answer, the IBCF will check if the agreed codec belongs to the original offer it received in step 3 or is one of the codecs that was added by IBCF. If the agreed codec was added by the IBCF, the IBCF invokes the TrGW to enable the transcoding functionality. Otherwise, the IBCF will not invoke the transcoding function.

7.
In case TrGW needs to be invoked IBCF generates a new response message back to UE (A) based on the received response message where the codec received from peer side has been replaced with the selected codec.

NOTE 1:
On the new response message the selected codec will based on the SDP offer received by IBCF on step 3.

8.
Session signalling path is established between User (A) and IBCF, IBCF and User (B).

NOTE 2:
IBCF needs to update User (B) with correct media resource information (based on the resources allocated on step 6).

9.
The media path is established between the UE (A) and the TrGW, and then between the TrGW and user B.

At session release, the codec transcoding resource will be released.
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