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Abstract of the contribution: This contribution proposes clarifications to clause 6 of the TR
Introduction

After reviewing the TR several observations are made and recommended changes proposed. It wasn’t possible for the contributor to attend the IMS Interconnect session at the last meeting so during the presentation of the original contributions, some of this may have already been addressed, but as it stands the TR seems in need of modification.
Clause 6 appears to be intended to document new control and user plane functionalities. Comments on these can be divided as follows: -

· The most straighforward is that the second editor’s note in 6.1 (by the way, these should be numbered) says that new control plane functionalities for IMS interconnect shall be derived from analysis of scenarios in clause 5. However, the next paragraph then lists a number of new functionalities. It isn’t clear whether these new functionalities indeed have been derived from analysis of clause 5, since the content in 6.2 doesn’t seem to follow from clause 5. Since the editor’s note seems to be redundant in light of all the new functionality listed we recommend removing the editor’s note. A similar comment applies to clause 6.2.

· We can probably also remove the first editor’s note in 6.1 and 6.2 and replace it with normal text.

· A more technical comment is regarding whether a number of the new functions listed in 6.1 and 6.2 are indeed new functions. Looking at the “Security related features” in 6.1, DoS protection and management of ACLs seem to be general functions of any SIP router/proxy (see RFC 3261, eg  clauses 16, 26.1.5, 26.2 and 26.3.).
· Regarding system redundancy, this is a topic that is being generally studied in the IMS Evolution work and so it would seem better to address this under that item, rather than in the IMS interconnect study as well.

· Message size verification, etc: At least for SIP messages it isn’t clear to us that there are standardized size limits that can be applied. This expertize resides in the Stage 3 groups and so such functionality would appear to be Stage 3, if needed at all. Since we don’t see such message size verification as something that can be standardized we recommend removing this from the list of new functionality.
Proposed Changes

**** Start of changes ****
6
Functionalities for IMS Interconnection

Editor’s note: This chapter to gather functionalities detected in previous scenarios, classified by control and user related functionalities.

6.1
Control Plane



This clause is a summary of the control plane functionalities that may be needed by an IMS operator at the border.

The list of new functions to be considered for the control plane is as follows:

-
Security related features:

-
Denial of Service (DoS) protection and prevention mechanisms (e.g. attacks from unknown/untrusted sources, volume-based attacks). 
-
Message size verification, ensuring signalling messages formats do not exceed the sizes according to the corresponding standards (e.g. SIP message size control), avoiding to waste unnecessary resources (i.e bandwidth).
Editor’s Note 1: Determination of what security related featues are required is subject to investigation by SA3 (for example in the SA3 feasibility study on unsolicited communication).
-
Access control features:
-
Management of Access Control Lists (ACLs); static and dynamic provision of allowed/forbidden domains/networks for enforcement of access control.


-
System redundancy features:

-
System redundancy: back-up functionality in order to maintain service to the end user when an attack or disaster drops down the active system at the interconnection border (e.g. when a natural disaster or an attack drops down an IBCF, another IBCF should handle the current sessions of the first one). 3GPP TR 23.812 [x] will document the results of the Study on IMS Evolution, including the results of investigation into IMS system redundancy in general. 
-
Regulatory features:

-
IMS Emergency calls support, handling and prioritization. Specific details for IP-CAN networks (i.e. GPRS and EPS) are being specified in 3GPP TR 23.869 [14].

-
Lawful Interception of signalling (control plane).

Editor’s note 2: Security and Other features possibly should be considered inside SA3.
6.2
User Plane



This clause is a summary of the user plane functionalities that may be needed by an IMS operator at the border.

The list of new functions to be considered forthe user plane is as follows:
-
Security related features:

-
Handling of media flows according to DoS protection and prevention mechanisms. 
-
Message size verification, ensuring media messages formats do not exceed the sizes according to the corresponding standards (e.g. RTP message size control), avoiding to waste unnecessary resources (i.e. bandwidth).
Editor’s Note 1: Determination of what security related featues are required is subject to investigation by SA3 (for example in the SA3 feasibility study on unsolicited communication).

-
System redundancy features:

-
System redundancy: back-up functionality in order to maintain service to the end user when an attack or disaster drops down the active system at the interconnection border (e.g. when a natural disaster or an attack drops down a TrGW, another TrGW should handle the media flows, related to the current sessions, of the first one). 3GPP TR 23.812 [x] will document the results of the Study on IMS Evolution, including the results of investigation into IMS system redundancy in general.
-
Regulatory features:

-
Lawful Interception of media (user plane).

Editor’s note 2: Security and Other features possibly should be considered inside SA3.

**** End of changes ****
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