3GPP TSG SA WG2 Meeting #68
TD S2-086593

13 - 17 October, 2008

Qing Dao, China

3GPP TSG SA WG3 Security - SA3#52bis
S3-081141

Sophia-Antipolis, France 23-27 June 2008

Title:
LS on security capabilities of SGSN capable of mobility between GERAN and E-UTRAN
Response to:



Source:
3GPP SA3

To:
CT4

Cc:
SA2, CT1

Contact Person:


Name:
Günther Horn

E-mail Address:
guenther.horn@nsn.com
Attachments:
none

1. Overall Description:

SA3 is studying the security procedures for mobility between E-UTRAN and GERAN (both idle mode mobility and handover). SA3 bases their work on the assumption that an SGSN supporting mobility between E-UTRAN and GERAN also supports the security capabilities specified in TS 33.102 [4]. This is the case in particular if the SGSN is of Release 99 or a later release. 

In particular, the SGSN then also supports the key conversion functions c1, …, c5 specified in TS 33.102 [4] to convert UMTS security parameters into GSM security parameters and vice versa. Furthermore, as a consequence of the UE being able to access EPS, the user has a USIM, and the ME and the HLR are UMTS-capable. Hence, UMTS AKA is used when the UE is authenticated even when attached to GERAN. Hence, the SGSN always shares a UMTS security context, and not only a GSM security context, with the UE while the UE is registered at the SGSN. These properties make the security procedures for mobility between E-UTRAN and GERAN very similar to those for mobility between E-UTRAN and UTRAN. 

2. Actions:

To CT4:

SA3 would like to ask CT4 to inform SA3 in case SA3’s assumption mentioned in the first paragraph of the overall description of this LS did not hold.
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