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Abstract of the contribution: This paper proposes a way forward for the mechanism to send ETWS Primary Notification.

1.  Introduction
According to the LS from SA3 (S3-080522), SA3 acknowledges the necessity of security support for ETWS, and at the same time they acknowledge that some countries may choose to prioritise the delivery speed over security.  
This paper thus proposes that the solution covers the two cases: the case Security is prioritised, and also the case Speed of Delivery Time is prioritised.  We propose that the selection of the mechanism should be done based on the operator's policy. 
2.  Discussion
The ETWS requirements from different regions of the world have multiple aspects.  In some regions of the world, security takes precedence over delivery time, and some requires exact opposite needs.

The best is SA2 can agree on the architecture that fulfils both requirements.  However, this is not realistic because the Paging message can hardly be enhanced to support enough level of security.  Therefore, to fulfil the security requirement, the ETWS notification has to be delivered over CBS message, as in Approach-1.
2.1 Approach 1 - Security is Prioritised
First of all, we propose the following mechanism such that ETWS notification is delivered over CBS message.  This mechanism allows the network to send ETWS notification while fulfilling security requirements.  In this approach, security is assured by default.
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Figure 2.1:  ETWS using CBS Message (Priority on Security)
2.2 The Speed of Delivery Requirement
One of the purposes of ETWS is to send the Earthquake/Tsunami emergency information as quickly as possible in an extreme emergency.  Especially for those countries with very frequent earthquakes, there is a strong regulatory requirement to send notification in the fastest way.  In order to support such requirement, it is still necessary to investigate whether ETWS notification can optionally be sent faster.
2.3 Approach 2 - Delivery Time is Prioritized (Optional Information Delivery over Paging)
Exceptionally, in the countries where speed of delivery time takes precedence over security, it is required that the emergency information is sent using the fastest method.  We believe that the fastest method is the paging, because this is the very first message from the network to the UE. 
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Figure 2-3: Sending Optional Information over Paging Message
2.4 Countermeasure for Possible Threats in Approach-2
When we allow this optional primary notification in paging, some security threats can be observed e.g. spoofing and replay attack.  Those PLMNs which do not allow optional sending of information over paging would want to be able to avoid these threats.

One of the countermeasures to these threats is that UE stores the list of PLMNs which allow optional sending of information over Paging message.  UE compares the PLMN-ID which it gets during mobility procedures and the list to decide whether to react to the optional information over the paging message.  This allows to UE to react only when the UE is camped in the specific network that supports the sending of optional information over paging.  The list can be updated e.g. by means of DM (Device Management).
By this mechanism, when UE is in a PLMN which is not on the list, UE does not react to the optional information on the Paging.  Therefore, even when spoofed message were sent to the UE in the PLMN, the UE does not react at all.

3.  Conclusion
We would like to propose that SA2 accept the above mentioned both approaches (1 and 2) to satisfy the global requirements of ETWS. 

It is also proposed to agree that these approaches have no Stage 2 architecture impact, and to liaise RAN groups, CT1 and SA3 to specify the details.

Although the above agreed, NTT DoCoMo volunteers to draft a P-CR to TR23.828 to reflect the decision and the conclusion, to clearly show the SA2 preference to other WGs.

It is also proposed that ETWS for E-UTRAN follows the same principle.
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