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1. Introduction

Mobile IPv6 allows for creating an additional IPsec SA for protecting the traffic going through the Mobile IP tunnel.  This is described in RFC 4877 [11].  
2. Proposal

It is proposed to modify the sections 5.5 and  6.1 of TS 23.327 as follows:
********************* 1st CHANGE START ******************************
5.5
Reference Points

HGi: 
This reference point defines the interface from the HA to external PDN
H1: 
This is the reference point for signalling and user data transfer between UE and HA.

NOTE:  H1 may be transported over IP connectivity provided by any access system.
H2: 
This reference point defines the interface between HA and 3GPP AAA infrastructure  (3GPP AAA server or 3GPP AAA proxy) and is used to transport authentication, authorization and charging-related information in a secure manner.

H3:
This is the IP transport reference point to carry the end-to-end UE-HA signalling and user data between Access Router and HA. Since there is no direct signalling messages between these two entities this is simple IP transport reference point, which does not require additional specification.
********************* 1st CHANGE END ******************************
********************* 2nd CHANGE START ******************************
6.1
H1 PDN Attach

H1 PDN Attach is triggered by the UE to initialize the IWLAN Mobility service towards a specific PDN. For each PDN connection, the H1 PDN Attach has to be performed separately.
Note: The H1 PDN Attach is creating a PDN specific H1 instance between a UE and a HA.. 
Note：To execute H1 PDN Attach via GPRS, the UE shall have Primary PDP context to GGSN from which the discovered HA can be reached via H3.
 When connected over the UE home link (e.g. 3GPP access), the UE may be configured not to trigger the establishment of IKEv2 SA. In this case, H1 PDN Attach is triggered when the UE moves to I-WLAN. During the Handover the UE keeps using the source 2G/3G) access (i.e. make-before-break)

. 
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Figure 6.1  H1 PDN Attach

1.
The UE discovers the Home Agent as defined in the section Home Agent Discovery.


2.
A security association is established between UE and HA to secure the DS-MIPv6 messages related to this PDN connection between the UE and the HA. The UE initiates the establishment of the security association using IKEv2 [9]; EAP [10] is used over IKEv2 for authentication purposes. The HA communicates with the AAA infrastructure in order to complete the authentication. 

During this step an IPv6 home address/prefix is assigned by the HA to the UE as defined in [11, 9]. During this step the UE may include the HA-APN of the PDN it wants to access (in the IKE AUTH message using the IDr payload in similar manner as specified for IWLAN in TS 23.234 [2]) and it can also request a specific IPv6 home address as defined in [11] in order to influence the IP address/prefix assignment procedure.


In this step, the HA may be either in the hPLMN or in the vPLMN. When the HA is in the vPLMN, the interaction between the HA in the vPLMN with the AAA/HSS in the hPLMN may involve a 3GPP AAA Proxy in the vPLMN as specified in TS 23.234  


If the PDN requires an additional authentication and authorization with an external AAA Server additional authentication is executed in this step. Details on these multiple authentications are specified in RFC 4739 [12] and in 3GPP TS23.234 [2] for I-WLAN (Private Network Access (PNA)).
3.
In case a Binding Update is required to establish the desired PDN connectivity (e.g. UE is not at it's home link), the UE sends the DSMIPv6 Binding Update message to the HA as specified in [7]. 


The HA processes the Binding Update. During the processing the HA performs local authentication and authorization of the message using the IPsec security association established in step 2. If the UE does not have an IPv4 HoA already, it requests for the IPv4 home address from the HA as defined in [7] in this step.

4.
The HA sends the DS-MIPv6 Binding Ack to the UE. In this step the HA may include an IPv4 home address as specified in [7] if requested by the UE in step 3.
5.
The HA may additionally trigger the creation of a child IPsec Security Association for protecting the traffic sent via the H1 reference point.  The child SA is created as specified in RFC 4877 [22]. Child SA can be used for H1 IP flow integrity protection and may be used also for H1 IP flow encryption. 

NOTE: The child SA can be established and/or released by HA at any time after the IKEv2 bootstrap and not only just after step 4
NOTE:
In a roaming scenario, the usage of the child SA for H1 IP flow encryption by HPLMN HA may be restricted by the policies in the roaming agreement between the VPLMN and the HPLMN.
********************* 2nd CHANGE END ******************************
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