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1. Introduction

When SA3 was discussing contributions related to non-3GPP accesses to EPS in SA3 meeting #51, the following issues were raised to which SA3 requests feedback from SA2:

Questions relating to discovery of network properties by the UE:

1) How does the UE know whether the non-3GPP access network is trusted or untrusted?
SA3 has become aware that SA2 has agreed on definition for trusted and untrusted non-3GPP access networks in S2-083133: "In non-roaming scenario it is the HPLMN’s operator decision if a Non-3GPP IP access network is used as Trusted or Untrusted Non-3GPP Access Network."  

As the UE needs to run different security procedures towards the network depending on whether the non-3GPP access network is trusted or untrusted, a question was raised in SA3 how does the UE know whether the non-3GPP access network is trusted or untrusted? From the above definition, no technical property of the access seems available for the UE to deduce if the access is trusted or not. Moreover, a given access network could in principle be considered trusted by one operator and untrusted by another.

It is the understanding of SA3 that SA2 has also identified this issue. As this issue has impact on the security procedures specified in SA3, SA3 would like to ask SA2 to provide feedback on further development of this issue in SA2. 

2) How does the UE decide whether to attach via non-3GPP access to EPC or UMTS core?

The (security) procedures for attachment to EPC and to UMTS differ. Therefore, the UE needs to be able to decide which  (security) procedure to use. 

Examples of differences in procedures for attachment to EPC and to UMTS include: 

· access to the UMTS core via WLAN according to TS 23.234 and TS 23.003 requires the use of a NAI indicating “wlan” in the authentication protocol EAP-AKA, while a user attaching to the EPC via a non-3GPP access network shall use a different NAI (subject to ongoing discussions in CT4);

· a security mechanism for non-3GPP access networks in TS 33.402 agreed at SA3#51, which provides assurance to the UE that it is connected to the correct serving network, depends on knowledge in the HSS and the UE that procedures for access to EPC are run, and not e.g. procedures for I-WLAN according to TS 33.234. In case the UE and HSS have different information on whether EPS procedures are to be run, EAP-AKA access authentication will fail.

SA3 understands that some services may only be available from EPC, but others may be offered by both EPC and UMTS, so that the UE needs additional criteria. 

3) How does the UE know which non-3GPP access network offers access to EPC and which to UMTS core?

Some access networks, e.g. WLAN, may provide access to both, EPC and UMTS core, while others may provide access to only either EPC or UMTS core. As explained under 2), also the security procedures differ for the two cases.

4) How does the UE know which mobility procedure to run over non-3GPP access?
This question was raised in SA3 as different mobility procedures (PMIP, DSMIPv6, MIPv4) require different security procedures associated with these mobility procedures. 

5) How are legacy UEs served in case an operator decides  to migrate his core network to EPC?

Is it envisaged that (entities in) the EPC may also offer services to legacy UEs, e.g. UEs which conform to I-WLAN specifications TS 23.234 and TS 33.234, but which do not conform to EPS specifications? If yes then please cf. the next question. 

6) In case the EPC offers also legacy services, how does an EPC entity decide whether to handle a UE request according to EPS procedures or legacy procedures?

SA3 considered the following scenario: a 3GPP AAA server may serve a UE according to both, EPS procedures and I-WLAN procedures. But TS 33.234 for I-WLAN allows EAP-SIM, while EPS forbids SIM-based access. So, the AAA server needs to be able to distinguish whether access to EPS or I-WLAN access is requested. Cf. also TS 33.402 (S3-080487, attached) clause 6.2 step 5, where it is stated that the 3GPP AAA server receives the access type over the Ta*/ Wd* interface. Can SA2 confirm that the access type allows the 3GPP AAA server to make the required distinction between EPS and I-WLAN? If not, how else could this distinction be achieved?

Question relating to possible overlap and misalignment of SA3 and SA2 specifications:

7) Possible overlap and misalignment of SA3 and SA2 specifications
SA3 has noted that SA2 TS 23.402 clause 4.9 "Authentication and security" includes information regarding conditions in which cases access authentication has to be run that overlaps and is possibly even misaligned with the information in SA3 TS 33.402 "Security aspects of non-3GPP accesses".  

SA3 kindly requests SA2 to replace the above referred information in clause 4.9 in TS 23.402 with a reference to TS 33.402

2. Actions:

To SA2:

SA3 kindly asks SA2 to provide feedback on the issues 1 - 6 above and take issue 7 into account by replacing the information in clause 4.9 in TS 23.402 with a reference to TS 33.402. 

3. Dates of Next SA3 Meetings:

SA3  #52

23 - 27 Jun 2008    

Sophia Antipolis, France

SA3  #53

13 - 17 Oct 2008    

Asia (TBD)
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