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This paper discusses the handling of services with user-requested APN and evaluates the two alternatives for doing it, i.e. allowing to transfer the APN in the Attach procedure, or to transmit it  with a UE-requested PDN connectivity procedure subsequent to Attach.
1. Introduction
In previous SA2 meetings the issue of how to handle NAS security in the Attach procedure has been discussed extensively and eventually the principles were agreed and resulted in CR0162 (S2-081399) to TS 23.401.

It has now been agreed that (TS 23.401V810, [1]),
· the UE may have valid NAS security parameters when the initial attach procedure is started;
· if the UE has valid security parameters, the Attach Request message shall be integrity protected by the NAS-MAC in order to allow validation of the UE by the MME;
· the UE may cipher the parts of the Attach Request message that require ciphering (it is FFS whether there are any such parts); 
· if the UE does not have a valid NAS security association, then the Attach Request message is neither integrity protected nor ciphered (in this case the security association is established in step 5a of the Attach procedure). 

This contribution addresses one of the remaining open issues highlighted in the above 3rd bullet line, whether or not there are any information elements in the Attach Request message which require ciphering.

When this issue was raised first, the information element which was considered to require ciphered transmission was a user-requested APN that could be sent with the Attach request message. However, this issue has not been concluded yet and is therefore revisited in this contribution.

2. Services with user-requested APN
There is consensus in SA2 that users must have the possibility to indicate a desired APN to the core network. In any case the network takes the final decision to accept any user-requested APN or to reject it in case it is not in list of subscribed APNs for that user stored in the HLR.
The obvious use case for a user-requested APN is the situation where a user just wants to establish a special service such as e.g. a VPN connection to a private network, or Web browsing with local breakout in a visited network. If the subscribers “default APN” does not directly enable establishment of this special service, 

In GPRS, initial Attach  and PDP context establishment have been designed as entirely separated procedures which means that both need to be performed one after the other to establish any PDN connectivity.

Compared to GPRS, one of the substantial improvements of the present EPS Attach procedure is that it integrates network attach with establishment of a default bearer to a default PDN GW, as defined by a default APN stored in the HLR subscriber data. 
However, when the APN which is marked as the users default bearer does not support the actual service the user intends to establish, the user is forced to start a UE-requested PDN connectivity procedure subsequent to initial Attach. 
Clearly this causes a substantial larger amount of signalling as compared to the alternative procedure of allowing the user to indicate the APN in the attach procedure.

These two options are further evaluated in the next section.

3. Options to establish services with user-requested APN
Option 1: UE-requested PDN connectivity procedure subsequent to initial Attach
In this case it is assumed that the attach procedure does not allow indication of an APN by the user. 
With the attach procedure, default bearer connectivity to a default PDN GW is established. Note that this procedure currently is comprised of up to 25 signalling steps.
After the attach procedure is successfully completed, the UE could start the UE-requested PDN connectivity procedure. The APN would be indicated into the PDN Connectivity Request message which is transmitted in the first step of this procedure. Note that this procedure is comprised of up to 14 signalling steps.

If the original default bearer established with the Attach procedure is not required any more by the UE, it should release it by performing a UE requested PDN disconnection procedure. Note that this procedure requires up to 9 further signalling steps. 

Option 2: APN in Attach procedure
In this case the present attach procedure would need to be extended to allow indication of an APN by the UE. 

The first required change would be the optional inclusion of the APN into the Attach Request message.  

At this step however the APN should be transmitted only if it can be encrypted, i.e. if a NAS security context already exists at start of the attach procedure. If this is not the case, NAS security will be established at step 5a of the attach procedure. The APN could then be securely provided to the network in the NAS security mode command procedure.  
Except for this addition of the (optional) APN into two existing messages, no further changes of the present Attach procedure would be needed. The potential gain of this approach would be a saving of up to 23 signalling steps compared to the above described option 1.
4. Proposal

As has been shown in Section 3 of this paper, allowing to sent the APN in the Attach procedure is very straightforward  to implement in the present specifications and a consequent step given the recent  NAS security agreements. Compared to the alternative procedure of employing multiple procedures subsequently, the saving in terms of signalling overhead is significant.  
We therefore propose to agree and endorse the principle to allow transmission of the APN in the Attach request message. In this case Qualcomm would volunteer to provide the corresponding CR on the Attach procedure.
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