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1. Overall Description:

SA2 has decided to support DHCP for IP address and parameter configuration in SAE. The specifications that SA2 is working on i.e. TS 23.401 and TS 23.402 leave the security aspect of DHCP operation an open item. The relevant note is as follows:

“Editor's note:
It is FFS if additional security measures need to be taken in the case of DHCPv4 and DHCPv6.”

In SAE, the UE serves the role of DHCP Client and the PDN GW serves the role of DHCP server. Additionally, the PDN GW serves the role of DHCP client towards a DHCP server in an external PDN for external PDN based IP address and parameter configuration. 
2. Actions:

To SA3 group:
ACTION: 
SA2 kindly requests SA3 to investigate any security considerations for DHCP operation when concluding on Rel-8 discussions. More specifically, we request you to look into the end-to-end security aspect of DHCP. Please inform us about the result of your investigation so that we can close this open item in the SA2 specifications. Further, we request you to document the necessary details in the specifications that SA3 is working on. 
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