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1
Introduction

Current work on ETWS seems to have focussed on UMTS. However many ‘disaster prone’ areas of the world are covered only by GSM systems, and, even in areas with UMTS, many subscribers still only have GSM handsets.

This paper provides a quick summary of a GSM solution, based largely on Cell Broadcast System.

2
Idle mode description

The following procedure is applicable for idle mode mobiles:
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0
The SMS CB Service Centre receives an authenticated request from a valid authority to send an “ETWS warning”. The SMS CB uses the TS 23.048 framework to encrypt the CB message and the 23.041 mechanisms to indicate that the CB message shall be delivered by the ME to the (U)SIM.
1
The SMS CB SC sends an “ETWS” write-replace to the BSC. The BSC recognises the ETWS tag and acts differently to normal SMS CBs.

2
The BSC sends the SMS BROADCAST REQ with an “ETWS” tag to all its BTSs (within the impacted area)

3
The BTS uses the ETWS tag to alert all idle mode mobiles that they should enable CB reception (to save battery power, many mobiles may have it switched off). The BTS (or BSC) does this by setting the “page mode” to “same as before” in all paging request type 1, type 2, type 3, Immediate assignment, immediate assignment extended and Immediate assignment reject messages that it sends (for a time period that at least exceeds multiple DRX periods. The equivalent messages on any/every PBCCH that is in use also have their “page mode” set to “same as before”.

In parallel, the BTS starts, at the earliest opportunity sending the actual ETWS CB message. This message is continually repeated for the duration indicated by the SMS CB Service centre.
Note
alternative CB ‘switch on’ mechanisms might include a pre-defined TMSI that is sent with the ‘identity type’ set to “no identity”. However this mechanism would interrupt on-going cellular operations (e.g. page request type 3 and Immediate Assignment messages can not be sent).
4
the mobile activates CB reception. (For mobiles receiving GPRS data, this might reduce the GPRS data rate.)
5
the mobile receives the CB message and passes it to the (U)SIM

6
the (U)SIM decrypts the message and checks its validity (eg, that integrity checks and replay protection checks are successful).
7
(U)SIM tool kit features are used to pass the decrypted warning back to the ME.

8
the ME displays the warning and alerts the user (possibly over-riding internal ME ‘silent mode’ settings).

3
Connected mode solution
GSM Cell broadcast is not received by mobiles that are in calls (have RR connections established). These users might also benefit from notification.
The following procedure might be suitable for connected mode mobiles:


[image: image2.emf]BTS ME

(U)SIM

BSC

SMS CB 

Service 

Centre

4. SACCH, SABM SAPI=3

1. Write-Replace “ETWS”

7. encrypted SMS msg

9. SIM Tool Kit “display information 

and alert user”

10. User 

alerted

2. SMS broadcast Req “ETWS”

8. Decrypt SMS msg

3. Create p2p SMS with 

ETWS content

5. SACCH, UA SAPI=3

6. ETWS p2p SMS


0,1,2 
these steps are the same as step 0,1,2 in the idle mode solution.

3
The BTS copies the CB message content into a point to point short message structure, sith the SMS indicating that the mobile shall deliver it to the (U)SIM. A new internal SMS header field can be defined that indicates to the (U)SIM that the body is a converted ETWS encrypted CB message,

4
For each mobile in RR connected mode, the BTS establishes SAPI 3 on the SACCH. (This might interrupt/reset ongoing SMS message transfer – but increase the chance of ETWS warning delivery).

5
the mobile acknowledges establishment of SAPI 3.

6
The BTS sends the SMS to the mobile.

7
the mobile receives the SMS message and passes it to the (U)SIM

8
the (U)SIM decrypts the message and checks its validity (eg, that integrity checks and replay protection checks are successful).

9
(U)SIM tool kit features are used to pass the decrypted warning back to the ME.

10
the ME displays the warning and alerts the user (possibly over-riding internal ME ‘silent mode’ settings).

4
Proposal
It is proposed that this solution is discussed and included into the ETWS TR.
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