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1
Introduction
It has been agreed that both the PLMN and the external PDN can allocate IP addresses for bearers in EPC, moreover it was also agreed what address allocation methods can be used. However the functional allocation and responsibilities during IP address allocation has not been clarified. The purpose of this contribution is to clarify the functions and responsibilities during IP address allocation by using DHCP in order to enable stage 3 work on IP address allocation.

2 IPv4 address allocation using DHCPv4
2.1 Client Identifier 
The DHCPv4 server assigns the IPv4 address to the UE based on the UE hardware address and/or Client Identifier. However in EPS, the phone may not have an MAC address. In that case the client identifier should be used. The UE may use any unique identifier as the client identifier, e.g. IMSI/NAI. The DHCP server should use the ‘client identifier’ and ‘chaddr' combination as the UE identifier. 
2.2 DHCPv4 usage 
2.2.1 Usage for 3GPP access
The DHCP lease requesting should not trigger the EPS session establishment or updating. The P-GW as a DHCP server should only deliver the assigned IP address to the UE within the bearer lifetime. 
When the DHCP lease is released, by DHCP Release message or at lease time expiration, the P-GW as a DHCP server should release the bearer based on a timer. 

2.2.2 Usage for non-3GPP access

The non-3GPP access GW may use the DHCP messages as a trigger of the PMIP session establishment and release over S2a/b as it is defined in PMIP draft.

2.2.3  Usage of a relay agent

According to 23.401, the P-GW can act as a DHCP relay agent when using DHCP for IP allocation. However based on the DHCP RFC, the client may send DHCP messages in unicast to the server directly which no relay agents are involved in the transmission:

· When the DHCP client knows the address of a DHCP server, the client may use that address in the DHCPDISCOVER or DHCPREQUEST rather than the IP broadcast address.

· At the lease renew stage the DHCPREQUEST/ DHCPACK message is delivered directly to the server/client using unicast delivery. 

· The client unicasts DHCPRELEASE messages to the server. 

In order to guarantee the correct session update and release, the P-GW must be involved in the transmission. Thus, the P-GW must act as a server/client: a DHCP server towards the UE and a DHCP client towards the external DHCP server.
2.3 IPv4 address allocations and protocol configuration using DHCPv4 when S5/S8 GTP 
When GTP is used at S5/S8 reference point, a UE may indicate that the UE prefers to obtain the IPv4 address after the default bearer setup by executing IETF procedures. That is, the EPS network does not provide the IPv4 address for the UE. Network may not return anything to the UE or return IPv4 addresses with values set to all 0’s. 

After the default bearer is setup, UE uses the connectivity with the EPS. And initiates the IPv4 address allocation on its own. The UE sends a DHCPv4 Discovery message and it receives back the IPv4 address within a DHCPv4 response. The P-GW must act as a DHCP server. In this case, the P-GW should maintain an IP address pool including IP address allocation and releasing. 
When an external DHCP server is used, the P-GW must act as DHCP server towards the UE and DHCP client towards the external DHCP server. 
2.4 IPv4 address allocations and protocol configuration using DHCPv4 when S5/S8 PMIP 
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Figure 1 S-GW acts as relay agent

When PMIP is used at S5/S8 reference point, a UE may indicate that the UE prefers to obtain the IPv4 address after the default bearer setup by executing IETF procedures. Unlike the GTP, PMIP does not allow to setup a session without an IP address assigned. Thus, at attachment the S-GW sends PBU with all zero IP home address option (0.0.0.0). The P-GW assigns an IPv4 address and returns the PBA message. Note the P-GW may act as DHCP client to request the IPv4 address from an external DHCP server. The S-GW should store the assigned IP address, and not forward it to the UE. After the attachment procedure is completed, the UE will not have any assigned IPv4 address. 

After the default bearer is setup, UE uses the connectivity with the EPS. And initiates the IPv4 address allocation on its own. The UE sends a DHCP Discovery message in broadcast to the network. The S-GW acting as a relay agent should add its address in the GIADDR option and add the assigned UE IP address in the “Address Request” option, and relay the message in unicast within the PMIP tunnel to P-GW acting as a DHCPv4 server. Note, in case of IP address overlapping, GRE key is used to identify the PDN. Therefore the DHCP message must be sent within the PMIP tunnel.
Upon receiving the DHCP Discovery message, the P-GW should verify the GIADDR option. Then the P-GW uses the combination of the received GRE key and “Address Request” option to identify the UE binding and update it with the ‘client identifier’ and ‘chaddr' combination for subsequent DHCP procedure. After that the P-GW responses with DHCP Offer message to the UE via the S-GW as a relay agent. Then the assigned IP address is delivered to the UE by exchanging the DHCP Request/Ack messages. Figure 1 shows the detail call flow.
In case of INIT or REBOOT, the DHCP client may send DHCP Discovery message in unicast to the server directly. To avoid any security problem, the P-GW must discard the unicast DHCP Discovery message with an empty or unknown GIADDR option. This will force the client to resend the DHCP Discovery message in broadcast.

2.5 IPv4 address allocations and protocol configuration using DHCP over S2a/b
If DHCPv4 is supported at non-3GPP access, the non-3GPP access GW may act as a DHCP relay or server for IPv4 address allocation and protocol configuration as it is defined in PMIP draft.

If the non-3GPP GW acts as a DHCPv4 relay agent, upon receiving the broadcast DHCP Discovery message, the non-3GPP GW should add its address in the GIADDR option and the assigned UE IP address in the “Address Request” option, and relay the message in unicast to P-GW within the PMIP tunnel.

If the non-3GPP GW acts as a DHCPv4 server, there are two alternatives for the UE to retrieve the configuration parameters:

· The non-3GPP access GW should act as a DHCP client to retrieve the configuration parameters by exchanging DHCP Inform/Ack messages with P-GW.

· The non-3GPP access GW should construct the PCO at the PBU message in order to receive the configuration parameters in a PCO at PBA message.

3 IPv6 prefix / address allocation and protocol configuration
IPv6 defines both a stateful and stateless address autoconfiguration mechanism. Since only stateless address configuration mode is permitted at EPS, the UE should configure it IPv6 address according to the IPv6 Stateless Address Autoconfiguration RFC. 

The GW (S-GW or/and P-GW) should act as DHCPv6 relay or server if the UE needs to retrieve more configuration parameters at stateless or stateful configuration mode.
3.1 IPv6 address allocations and protocol configuration when S5/S8 GTP 
In this case the IPv6 prefix is assigned to the UE by the P-GW after attachment by sending Router Advertisement message. The UE configures it IPv6 address according to the IPv6 Stateless Address Autoconfiguration RFC.

If UE needs to retrieve more configuration parameters at stateless or stateful configuration mode, the P-GW should act as DHCP relay or server.

3.2 IPv6 address allocations and protocol configuration when S5/S8 PMIP
In this case the IPv6 prefix is assigned to the UE by the P-GW at PBA message. After attachment Router Advertisement message with the assigned home prefix option is sent to the UE by the S-GW. The UE configures it IPv6 address according to the IPv6 Stateless Address Autoconfiguration RFC.
If UE needs to retrieve more configuration parameters at stateless or stateful configuration mode, the S-GW should act as DHCP relay or server.

3.3 IPv6 address allocations and protocol configuration over S2a/b
In this case the IPv6 prefix is assigned to the UE by the P-GW at PBA message. After attachment Router Advertisement message with the assigned home prefix option is sent to the UE by the non-3GPP GW. The UE configures it IPv6 address according to the IPv6 Stateful or Stateless Address Autoconfiguration.

If UE needs to retrieve more configuration parameters at stateless or stateful configuration mode, the non-3GPP GW should act as DHCP relay or server.

3.4 IP prefix assigned by external PDN

When the IPv6 prefix is allocated from the external PDN, it is the PDN GW responsibility to obtain and release the IPv6 prefix using DHCPv6 Prefix delegation. The PDN-GW should follow the prefix delegation mechanism described in RFC3633 and act as a requesting router and the external PDN is act as delegating router. 

When the PLMN allocates the IPv6 prefix then the PDN GW responsibility is to allocate and release the IPv6 prefixes (as it is in the previous case) and the PDN GW shall act as DHCPv6 server and shall create and send the DHCPv6 responses to the UE. 
When external PDN allocation is used and GTP is used at S5/S8 reference point, the PDN GW shall act as a DHCPv6 relay agent and forward the DHCP requests and responses between the UE and the DHCP server located in the external PDN.
When external PDN allocation is used and PMIP is used at S5/S8 reference point, the P-GW and the S-GW shall act as a DHCPv6 relay agent and forward the DHCP requests and responses between the UE and the DHCP server located in the external PDN.
4 Proposal 

The following changes are proposed against 23.401 and 23.402.
******** Changes in 23.401 ***********

******** End of changes in 23.401 ********

******** Changes in 23.402 ***********

******** End of changes in 23.402 ********
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