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1. Introduction

This contribution proposes signalling flow for the H1 Attach/detach and Handovers for co-located PDG and HA implementation option.
2. Proposal

It is proposed to add the following changes into the Annex B of TS 23.327.

********************* 1st CHANGE START ******************************

B.2.1 H1 PDN Attach
The H1 PDN Attach procedure for co-located PDG and HA is based on the attach procedure described in section 6.1.  For co-located PDG and HA option, the UE and PDG+HA node support additional private notification payload during IKEv2 authentication.  These private payloads are optional parameters and any UE, stand-alone PDG, and stand-alone HA are not impacted with this addition.  Figure B-1 shows the attach procedure for co-located PDG+HA while the user is in WLAN area.  Figure B-2 shows the attach procedure while the user is in the 2G/3G area.  The procedure is based on IWLAN attach procedure and the HA attach procedure.
B.2.1.1 Attach over I-WLAN
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Figure B. 1 Attach procedure for co-located PDG+HA
0.
The UE discovers the PDG using W-APN as defined in TS 33.234.  
1-2.
The UE and PDG exchange the initial IKEv2 messages to agree on the encryption keys for the following message exchanges.


3.
UE sends the first IKE_AUTH request to the PDG. IDr field contains W-APN, as specified in TS 33.234 and H-APN is contained in a separate private payload.  H-APN identifies the service or the PDN connectivity that the user wants to access, as defined in section 6.1 of this TS.  The presence of H-APN also indicates that the UE is capable of supporting the PDG+HA implementation, i.e. the UE also wants the mobility to be initiated during this authentication/authorization stage if the network node supports it. 
4-15.
EAP-SIM/EAP-AKA authentication is done as per TS 33.234. 

16.
When the PDG+HA requests the authorization of the service to the AAA server, it includes H-APN as well as W-APN.  In AAA server, W-APN is used to verify the user’s subscription to IWLAN service and H-APN is used to verify the user’s subscription to the requested service as well as the mobility. 

17-20.
After successful authorization, the PDG+HA proceeds with finalizing the IKEv2 exchanges with UE, as per the procedures in TS 33.234.

21.
In the last IKE_AUTH response message to the UE, the PDG+HA adds a private payload indicating that the PDG is co-located with HA, and the UE is attached to both PDG and HA as a result of this IKEv2 exchanges. This also indicates to the UE that it is attached to the home link. 
22.
IPsec is established between UE and PDG+HA.  As the UE is attached to home link via IPsec, UE can simply start sending packets inside the IPsec.  Optionally, UE can also send DS-MIPv6 Binding Update message to the PDG+HA.

23.
The PDG+HA sends the DS-MIPv6 Binding Ack to the UE.
B.2.1.2 Attach over 3G network
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Figure B. 2 Attach Procedure over 3G Access
1. The UE attaches to the 2G/3G network.  This results in a PDP context setup between the UE and the GGSN.  
2. The UE discovers a home agent using DNS resolution on the H-APN. At this step the UE is not aware of the co-located PDG with the HA.

3. The UE then initiates an IKE_SA_INIT exchange with the PDG+HA to perform DS-MIPv6 related bootstrapping and to negotiate the security associations required for protecting DS-MIPv6 signalling messages.

4. After the IKE_SA_INIT exchange the UE sends an IKE_AUTH request message.  The H-APN is indicated in the IDr payload in the IKE_AUTH request message so that the PDG+HA knows which the PDN connectivity the UE desires.

5. The UE and the PDG+HA mutually authenticate each other using EAP-SIM or EAP-AKA over IKEv2.  This step may involve multiple round trips with the AAA server and the HLR/HSS also involved in the exchange.

6. Once authentication succeeds, the PDG+HA checks if the user is authorized for H-APN service by sending a RADIUS Access Request message to the AAA server.  The PDG+HA does not check if the user is authorized for I-WLAN since the UE will not be using the home agent service if it did not have subscription for I-WLAN access in addition to 2G/3G access.
7. The AAA server obtains the subscription profile of the UE.

8. If the UE is authorized for H-APN service, the AAA server responds to the PDG+HA with a RADIUS Access Accept message.

9. The PDG+HA sends an IKE_AUTH response with EAP Success to the UE, as described in TS 23.234

10. The UE sends an IKE_AUTH request message with the AUTH payload generated using the EAP MSK between the UE and the PDG+HA.

11. In the last IKE_AUTH response message to the UE, the PDG+HA adds a private payload indicating that the PDG is co-located with HA and the same HA IP address can be used as the PDG if the UE attaches to a WLAN access network.

12. The UE configures the PDG information based on the indication from the PDG+HA that the PDG is co-located with the HA.
13. The UE then sends a Binding Update to bind the care-of address acquired from the 2G/3G access with the home address.

14. The PDG+HA sends a Binding Ack thereby completing the Mobile IP exchange. 
15. This results in a Mobile IP tunnel between the UE and the PDG+HA over the GTP tunnel.  The UE traffic is sent/received through the Mobile IP tunnel.
B.2.2 Handover call flows
B.2.2.1 Handover from 3G to WLAN
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Figure B. 3 Handover from 3G to WLAN
1. The UE is attached to the 2G/3G access network with a Mobile IP tunnel between the UE and the PDG+HA over the GTP tunnel.  
2. The UE moves to a WLAN access networks and obtains IP access.

3. The UE already knows that the PDG is co-located with the home agent and can use the existing home agent already configured on the UE as the PDG. The UE then initiates a CREATE_CHILD_SA exchange to create a tunnel mode IPsec SA between the UE and the PDG+HA.  This IPsec tunnel is the same the Wu IPsec tunnel between the UE and the PDG.  The IPv6 and IPv6 home addresses already configured on the UE are sent in the TSi payload. 

4. Once the IPsec tunnel is setup, the UE is now attached directly to the home agent over the PDG, i.e., attached to the home link.  The UE then sends a de-registration Binding Update (with lifetime zero) to delete the binding cache entry at the home agent. 

5. The home agent responds with a Binding Ack.

6. The UE is now directly attached to the home link over the IPsec tunnel between the UE and the PDG.
B.2.2.2 Handover from WLAN to 3G
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Figure B. 4 Handover from 3G to WLAN

1. The UE is attached to the PDG+HA over WLAN with an IPsec tunnel between the UE and the PDG+HA.    
2. When the UE is attached over I-WLAN, it is on the Mobile IP home link.

3. The UE when attached to the home link performs a CREATE_CHILD_SA exchange to setup transport mode security associations for protecting DS-MIPv6 signalling messages.  This helps in avoiding a handover delay when the UE moves from the home link to a visited link the first time and needs to send a binding update.  When the IPsec SA exists, before the UE moves to a visited link, it can send a binding update right away after moving and attaching to a visited link.

4. The UE moves out of WLAN coverage and attaches to the 2G/3G access network.

5. The UE sets up PDP context with the GGSN.

6. Since the UE is attached to the visited link, it sends a binding update to the PDG+HA to bind the PDP context IP address as the care-of address.

7. The PDG+HA sends a binding ack to the UE

8. The successful exchange of a BU/BAck creates a Mobile IP tunnel between the UE and the PDG+HA over the GTP tunnel.
B.2.3 PDN Detach
B.2.3.1 UE Initiated Detach

The detach procedure when the UE is attached over 3G access to the co-located PDG/HA is the same as the detach procedure for the standalone HA case described in section 6.2.1.

When the UE is attached over I-WLAN, the detach procedure is shown below.


[image: image5]
1.
The UE initiates the detach procedure by tearing down the security associations between the UE and the PDG/HA using IKEv2.

2.
The HA communicates with the AAA infrastructure in order to tear down the H2/H4 session (unless needed to be maintained for other purposes). 

      In this step, the PDG/HA may be either in the hPLMN or in the vPLMN. When the PDG/HA is in the vPLMN, the interaction between the PDG/HA in the vPLMN with the AAA/HSS in the hPLMN may involve a 3GPP AAA Proxy in the vPLMN as specified in TS 23.234 [2].  

B.2.3.2 AAA Initiated Detach

The detach procedure when the UE is attached over 3G access to the co-located PDG/HA is the same as the detach procedure for the standalone HA case described in section 6.2.2.

When the UE is attached over I-WLAN the detach procedure is as follows


[image: image6]
1.
If the AAA wants to request the immediate termination of an H1 session for a given UE, it shall send a Session Termination message to the PDG/HA. In the roaming case signalling may be routed via a 3GPP AAA Proxy in the vPLMN.

2.
The PDG/HA triggers the tear down of the security association between UE and HA using IKEv2 [9]. 
3.
The PDG/HA communicates with the AAA infrastructure in order to tear down the H2/H4 session (unless needed to be maintained for other purposes). 

In this step, the PDG/HA may be either in the hPLMN or in the vPLMN. When the PDG/HA is in the vPLMN, the interaction between the PDG/HA in the vPLMN with the AAA/HSS in the hPLMN may involve a 3GPP AAA Proxy in the vPLMN as specified in TS 23.234 [2]  

********************* 1st CHANGE END ******************************
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