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Abstract of the contribution:
This paper argues that IKEv2 with SIM or USIM based authentication should be used for the IPSec SA establishment and authentication between the UE and HA.
Introduction

During the I-WLAN mobility procedures IPSec SAs are established between the UE and the HA. Moreover the AAA Server shall be able to authenticate the UE through the HA.

According to the MIPv6 revised IPSec architecture [RFC 4877] IKEv2 can be used to establish SAs between the mobile terminal and the MIP HA and IKEv2 is the working assumption when DSMIPv6 is used over S2c in EPS. In 3GPP I-WLAN specifications IKEv2 is also used to establish IPSec SAs between the UE and the PDG [TS 33.234]. Therefore selecting IKEv2 to establish IPSec SAs between the UE and the HA in I-WLAN mobility architecture is natural decision, which requires minimal amount of additional specification work.
The AAA server shall authenticate the UE and IKEv2 requires mutual authentication. The natural choice for authentication of the UE is to use SIM or USIM as they are already available in the UE, and the corresponding security parameters are already stored in the network. The use of SIM or USIM for authentication is possible through the use of EAP-SIM [RFC 4186] or EAP-AKA [RFC 4187] as allowed by the EAP-based IKEv2 initiator authentication specified in RFC 4306.
Proposal 
Due to above reasons our conclusion is that IKEv2 should be used for IPSec SA establishment between the UE and the HA, and SIM or USIM based authentication should happen between the UE and the AAA server in the I-WLAN mobility environment. 

Since this decision has security impacts if the above conclusion is agreed then it is proposed to send this conclusion to SA3 in a LS. A wording of the proposed LS can be found in the Annex of this proposal.
Annex: proposed text for SA3 LS

1. Overall Description

SA2 is working on a DSMIPv6 based mobility solution for I-WLAN architecture. During the I-WLAN mobility procedures IPSec SAs are established between the UE and the HA. Moreover the AAA Server, through the HA, and the UE shall be able to authenticate each other before the IPSec SA establishment. 
According to the MIPv6 revised IPSec architecture [RFC 4877] IKEv2 can be used to establish SAs between the mobile terminal and the MIP HA and IKEv2 is the working assumption when DSMIPv6 is used over S2c in EPS. In 3GPP I-WLAN specifications IKEv2 is used to establish IPSec SAs between the UE and the PDG [TS 33.234]. Therefore SA2 believes that the best way forward is to align the mechanisms in reusing IKEv2 for the establishment of IPSec SAs between the UE and the HA in I-WLAN mobility architecture.

The AAA server, through the HA, shall authenticate the UE and IKEv2 requires mutual authentication. The natural choice for authentication of the UE is to use SIM or USIM as they are already available in the UE, and the corresponding security parameters are already stored in the network. The use of SIM or USIM for authentication is possible through the use of EAP-SIM [RFC 4186] or EAP-AKA [RFC 4187] as allowed by the EAP-based IKEv2 initiator authentication specified in RFC 4306.
SA2 kindly asks SA3 to provide feedback on the above conclusions of SA2.
3GPP

SA WG2 TD


