3GPP TSG SA WG2 Meeting #62
TD S2-080029
Marina Del Rey, California, USA,

14 - 18 January 2008

3GPP TSG SA WG2 Meeting #61
TD S2-075468
Ljubljana, Slovenia,

12 - 16 November 2007

3GPP TSG SA WG3 Meeting # 49
TD S3-070904
Munich, Germany

8 - 12 October 2007

Title:
Reply LS on P-TMSI signature
Response to:
S2-074791(S3-070899)

Release:
Rel8

Work Item:
SAE

Source:
TSG SA WG3

To:
TSG SA WG2
Cc:

Contact Person: 
Name:
Liu Fei
Tel. Number:
Tel: +86-10-66006688-3118
E-mail Address:
liufei@chinamobile.com
Attachments:  None

1. Overall Description:

SA3 would like to thank SA2 for the LS on P-TMSI signature in S2-074791 (S3-070899).

P-TMSI signature is used in GPRS/UMTS to provide a form of authentication of initial layer 3 messages (attach, routing area update and detach) that would otherwise be unprotected. It is an alternative to running a full authentication during these procedures. The P-TMSI signature is 24 bits long. 

Q1: Will 'P-TMSI signature' still be used in EPS/LTE?

A1: In eUTRAN, NAS security can be used to authenticate idle mode mobility signalling and thus there is no need to use the P-TMSI signature mechanism inside eUTRAN. In the case that an SGSN (pre-Rel8 or Rel8) has allocated a P-TMSI signature to the UE in GERAN/UTRAN, the UE could provide it to the eUTRAN MME during GERAN/UTRAN to eUTRAN idle mode mobility. This should be optional as the eUTRAN MME should be able to verify the tracking area update based on eUTRAN NAS security (e.g. using either keys based on UTRAN/GERAN keys or cached eUTRAN keys). There is no need for the MME to allocate a P-TMSI signature to the UE for use when performing an eUTRAN to GERAN/UTRAN routing area update. This is because eUTRAN NAS security could be used between the UE and the old MME in this case. MME and UE may pre-allocate an S-TMSI signature (e.g. a cryptographic parameter using NAS security) or generate it on the fly (e.g. S-TMSI integrity protected with NAS keys) for the eUTRAN to GERAN/UTRAN routing area update. SA3 will evaluate the possible solutions and select one.
Q2: If the answer for Q1 is yes, is there any special behaviour needed when executing the Routing Area Update procedure in an SGSN and when the previous node was an MME?

A2: In GERAN/UTRAN the 24 bit long P-TMSI signature field could be used to carry eUTRAN NAS security parameters to authenticate the routing area update request between the UE and the old MME. No changes are required to a pre-Rel8 or Rel8 SGSN to support such a mechanism.
SA2 thinks there may be advantages if we can reuse some space from the ‘P-TMSI signature’ for other purposes, i.e. decreasing the ‘P-TMSI signature’ from 24 bits to 14 bits or 16 bits. Thus, SA2 would like to ask SA3 the following question.

Q3: Does SA3 foresee any serious problems doing that, especially when executing the Routing Area Update procedure in an SGSN and when the previous node was an MME?
A3: SA3 requires that 32 bit authentication codes are used for NAS level security unless there are exceptional situations when it is not possible. Clearly in the case of eUTRAN to GERAN/UTRAN security a maximum of 24 bits are available in the P-TMSI signature field. This would be used to carry both the authentication code and any parameters used to calculate the authentication code that the MME needs to know (if any), e.g. the least significant bits of a NAS level sequence number used for replay protection purposes. SA3 would prefer to be able to use all 24 bits for security. However, if there are compelling reasons why SA2 need to steal some of these bits for non-security purposes, then SA3 might be able to accept this. If not enough bits are used for the authentication code, then an attacker could spoof the routing area update towards a new SGSN. If the new SGSN does not run a full GERAN/UTRAN authentication during this procedure, and the attacker can spoof the authentication code on the routing area update message, then it would result in the old MME forwarding user traffic to the new SGSN and thus disputing service for another user. Whether 16 bits provides enough security will depends on the bandwidth of the relevant uplink signalling channel used for the routing area updates in GERAN/UTRAN, since this determines how quickly it would take an attacker to guess the correct authentication code. The NAS authentication code length should be sufficiently long so that guessing the correct signature takes too long and makes the attack impractical or uneconomic for the potential attacker. 

2. Actions:

To SA2.

ACTION: 
SA3 would like to ask SA2 to take the above information into consideration, and if it still decides that it needs to steal some bits from the P-TMSI signature field for non-security purposes, then SA3 asks that SA2 indicate exactly how many bits will be left for security purposes. SA3 would also like to ask SA2 to inform SA3 if it sees any problems to "abuse" the P-TMSI signature field to carry eUTRAN NAS security parameters.
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