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Abstract of the contribution: 
1. Introduction

SA2#60 agreed Pre-Rel-8 UTRAN -> EUTRAN handover signalling flow, but the selection of security algorithm for NAS, UP and RRC security in this signalling flow was left open. This contribution proposes a mechanism for the security algorithm selection, which does not introduce any changes in the Pre-Rel-8 UTRAN/ Pre-Rel-8 SGSN side.
2. Discussion
As discussed in Annex C (normative) of 23.401 ver. 1.2.1, EUTRAN interoperation with in the Pre-Rel-8 UTRAN/ Pre-Rel-8 SGSN assumes that the Pre-Rel-8 entities do not provide any functionality specifically for the interoperation with EUTRAN. Due to this, it can be concluded that the Pre-Rel-8 SGSN shall not be able to ask UE for its EUTRAN related NAS, UP, RRC security capabilities.  Moreover on handover to EUTRAN, the Pre-Rel-8 SGSN shall not be able to include the EUTRAN related NAS, UP, RRC security capabilities of UE in the handover request sent to MME. Therefore, the security algorithm selection on handover to EUTRAN needs to be carried out without any assistance from the Pre-Rel-8 UTRAN/ Pre-Rel-8 SGSN. 
3. Proposal

Bearing in mind the above described limitations, the following principles are proposed to be agreed for the security algorithm selection on handover to EUTRAN from the Pre-Rel-8 UTRAN/ Pre-Rel-8 SGSN:

· If the target MME already has the MM context of the user including information about selected NAS and AS security algorithms, KSI, NAS COUNT, and related keys, they will be utilized on handover to E-UTRAN. This will be informed for the UE with the old MM context KSI (if no old MM context in E-UTRAN the value is “111”). NOTE: In case UE has lost the old MM security context it will start Attach procedure on the E-UTRAN side, which will result as AKA and fresh keys on the E-UTRAN side (error case).  This needs to be confirmed with RAN2.
· If the target MME does not have the MM context of the user a default security algorithm known and supported by all MMEs/eNBs and UEs is selected by the MME for UP and RRC security and a KSI value “111” is included  in the UTRAN RRC message sent to the UE. UE will use the same selected algorithms and NAS COUNT value 0 for the initial NAS security setup on the E-UTRAN side (e.g. for a TAU message). This security algorithm is either one of the two selected for E-UTRAN (i.e. SNOW 3G or AES). The decision which one to select in MME shall be operator configurable (in case either of the algorithms is broken the other one must be used).
Furthermore, it is proposed that SA2 sends LS to SA3 to check if this proposal is acceptable from the security point of view

The following modifications of the handover signalling flow in TS 23.401 of section C.3.4 are proposed as shown below. 
*************** Changes to 23.401 start ***************

Y.3.2
3G SGSN to MME Combined Hard Handover and SRNS Relocation Procedure
The 3G SGSN to MME Combined Hard Handover and SRNS Relocation procedure is illustrated in Figure x. 

Any steps descriptions that are from 3GPP TS 23.060 [7] are shown as blue text and remain unmodified. In those step descriptions an MS stands for UE, new SGSN for new MME and GGSN for PGW.

The same procedure applies for pre-Rel-8 SGSN to Rel-8 SGSN Combined Hard Handover and SRNS Relocation procedure. In this case the new MME is a new Rel-8 SGSN.

The procedure between E-UTRAN eNodeB and UE, and between E-UTRAN eNodeB and MME are copied from 23.401 unmodified.  

Direct forwarding of payload PDUs is assumed in the scenarios below. The indirect forwarding is FFS for pre-Rel-8 3GPP IRAT handovers. 
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Figure C.3.4-1: 3G SGSN to MME Combined Hard Handover and SRNS Relocation Procedure

1.
The source RNC decides to initiate a handover to E-UTRAN.

2.
The source SRNC sends a Relocation Required message (Relocation Type, Cause, Source ID, Target ID, Source RNC To Target RNC Transparent Container) to the old SGSN. The source SRNC shall set Relocation Type to "UE Involved". Source RNC To Target RNC Transparent Container includes the necessary information for relocation co‑ordination, security functionality and RRC protocol context information (including MS Capabilities).
NOTE:
This step is unmodified compared to pre-Rel-8. The target eNodeB acts as the target RNC.  
3.
The old SGSN determines from the Target ID if the SRNS relocation is intra-SGSN SRNS relocation or inter-SGSN SRNS relocation. In case of inter-SGSN SRNS relocation the old SGSN initiates the relocation resource allocation procedure by sending a Forward Relocation Request message (IMSI, Tunnel Endpoint Identifier Signalling, MM Context, PDP Context, Target Identification, RAN Transparent Container, RANAP Cause, GCSI) to the new SGSN. For relocation to an area where Intra Domain Connection of RAN Nodes to Multiple CN Nodes is used, the old SGSN may – if it provides Intra Domain Connection of RAN Nodes to Multiple CN Nodes -have multiple target SGSNs for each relocation target in a pool area, in which case the old SGSN will select one of them to become the new SGSN, as specified in 3GPP TS 23.236 [30]. PDP context contains GGSN Address for User Plane and Uplink TEID for Data (to this GGSN Address and Uplink TEID for Data, the old SGSN and the new SGSN send uplink packets). At the same time a timer is started on the MM and PDP contexts in the old SGSN (see Routeing Area Update procedure in subclause "Location Management Procedures (Iu mode)"). The Forward Relocation Request message is applicable only in case of inter-SGSN SRNS relocation. The old SGSN 'sets' the GCSI flag if the MM context contains GPRS CAMEL Subscription Information.
NOTE:
This step is unmodified compared to pre-Rel-8. The new MME acts the new SGSN, and the PGW as the GGSN. The GGSN user plane address and uplink TEID are the PGW user plane address and TEID.  The MME maps the PDP context parameters to EPS bearers. 

4.
The MME selects a Serving GW and sends a Create Bearer Request (bearer context(s) with PDN GW addresses and TEIDs for uplink traffic) message to the target Serving GW. 
5.
The Serving GW allocates the S-GW addresses and TEIDs for the uplink traffic on S1_U reference point (one TEID per bearer). The target Serving GW sends a Create Bearer Response (Serving GW addresses and uplink TEID(s) for user plane) message back to the target MME. 

6.The target MME requests the target eNodeB to establish the bearer(s) by sending the message Relocation Request (UE Identifier, Cause, CN Domain Indicator, K_eNB, Integrity protection information (i.e. selected Integrity Protection algorithm(s)), Encryption information (i.e. selected Ciphering algorithm(s)), EPS Bearers to be setup list, Source to Target Transparent Container, Serving GW Address(es) and TEID(s) for User Traffic Data, KSI, key derivation parameter). 
If the MME has a security association with the UE, the earlier selected NAS and AS security algorithms and related keys will be utilized on handover to E-UTRAN. If the MME does not have a security association with the UE, then an operator configured default security algorithm is applied for NAS and AS (UP and RRC) security. KSI and key derivation parameters are targeted for UE. The KSI parameter informs the UE whether a security association exists with the MME and is used or whether it does not exist and UTRAN CK and IK based keys are used in target eNB and in the target MME. 
NOTE:
This step is unmodified compared to 3GPP TS 23.401. The MME derives the security parameters from the security parameters received from the SGSN. 
7.The target eNodeB allocates the requested resources and returns the applicable parameters to the target MME in the message Relocation Request Acknowledge (Target to Source Transparent Container, EPS Bearers setup list, EPS Bearers failed to setup list). 
In addition to the information provided by the MME (KSI, key derivation parameter), the target eNB inserts eNB C-RNTI that is used to derive target eNB KeNB as well as the RRC and UP keys into the UTRAN RRC message, which is contained in the Target to Source Transparent Container.
NOTE:
This step is unmodified compared to 3GPP TS 23.401. 
8.
When resources for the transmission of user data between target RNC and new SGSN have been allocated and the new SGSN is ready for relocation of SRNS, the Forward Relocation Response (Cause, RAN Transparent Container, RANAP Cause, Target-RNC Information) message is sent from the new SGSN to the old SGSN. This message indicates that the target RNC is ready to receive from source SRNC the forwarded downlink PDUs, i.e., the relocation resource allocation procedure is terminated successfully. RAN transparent container and RANAP Cause are information from the target RNC to be forwarded to the source SRNC. The Target RNC Information, one information element for each RAB to be set up, contains the RNC Tunnel Endpoint Identifier and RNC IP address for data forwarding from the source SRNC to the target RNC. The Forward Relocation Response message is applicable only in case of inter-SGSN SRNS relocation. 
NOTE:
This step is unmodified compared to pre-Rel-8. The new MME acts as the new SGSN, and the target eNodeB as the target SRNC.

9.
The old SGSN continues the relocation of SRNS by sending a Relocation Command message (Target RNC To Source RNC Transparent Container, RABs To Be Released, RABs Subject To Data Forwarding) to the source SRNC. The old SGSN decides the RABs to be subject for data forwarding based on QoS, and those RABs shall be contained in RABs subject to data forwarding. For each RAB subject to data forwarding, the information element shall contain RAB ID, Transport Layer Address, and Iu Transport Association. These are the same Transport Layer Address and Iu Transport Association that the target RNC had sent to new SGSN in Relocation Request Acknowledge message, and these are used for forwarding of downlink N‑PDU from the source SRNC to the target RNC. The source SRNC is now ready to forward downlink user data directly to the target RNC over the Iu interface. This forwarding is performed for downlink user data only.

NOTE:
This step is unmodified compared to pre-Rel-8. The target eNodeB acts as the target RNC, and the new MME acts as the new SGSN. Note: The details of the data forwarding between eNodeB and source SRNC are FFS.
10.
The source SRNC may, according to the QoS profile, begins the forwarding of data for the RABs to be subject for data forwarding.

NOTE:
The order of steps, starting from step 7 onwards, does not necessarily reflect the order of events. For instance, source RNC may start data forwarding (step 7), send the RRC message to MS (step 8) and forward SRNS Context message to the old SGSN (step 9) almost simultaneously.


The data forwarding at SRNS relocation shall be carried out through the Iu interface, meaning that the GTP-PDUs exchanged between the source SRNC and the target RNC are duplicated in the source SRNC and routed at the IP layer towards the target RNC. For each radio bearer which uses lossless PDCP the GTP-PDUs related to transmitted but not yet acknowledged PDCP-PDUs are duplicated and routed at IP layer towards the target RNC together with their related downlink PDCP sequence numbers. The source RNC continues transmitting duplicates of downlink data and receiving uplink data.


Before the serving RNC role is not yet taken over by target RNC and when downlink user plane data starts to arrive to target RNC, the target RNC may buffer or discard arriving downlink GTP-PDUs according to the related QoS profile.
Note: This step is unmodified compared to pre-Rel-8. The new MME acts as the new SGSN, and the target eNodeB as the target SRNC. The data forwarding may go directly to target eNodeB or alternatively go via the Serving GW if so decided by new MME and or/ old SGSN in the preparation phase. The details of the data forwarding between eNodeB and source SRNC are FFS.
11.
Before sending the RRC message the uplink and downlink data transfer shall be suspended in the source SRNC for RABs, which require delivery order. The RRC message is for example Physical Channel Reconfiguration for RNS to RNS relocation, or Intersystem to UTRAN Handover for BSS to RNS relocation, or Handover from UTRAN Command for BSS relocation, or Handover Command for BSS to BSS relocation. When the source SRNC is ready, the source RNC shall trigger the execution of relocation of SRNS by sending to the MS the RRC message provided in the Target RNC to source RNC transparent container, e.g., a Physical Channel Reconfiguration (UE Information Elements, CN Information Elements) message. UE Information Elements include among others new SRNC identity and S‑RNTI. CN Information Elements contain among others Location Area Identification and Routeing Area Identification.
When the MS has reconfigured itself, it sends an RRC message e.g., a Physical Channel Reconfiguration Complete message to the target SRNC. If the Forward SRNS Context message with the sequence numbers is received, the exchange of packets with the MS may start. If this message is not yet received, the target RNC may start the packet transfer for all RABs, which do not require maintaining the delivery order.
Note: This step is unmodified compared to pre-Rel-8. This text is valid for the RRC message sent from source RNC to the UE . This RRC message received as part of Target to Source Transparent Container, includes information about the selected security algorithms and related key information. Based on this information, the UE selects the same algorithms for the NAS in case the KSI value indicates that the MME has no security association with the UE. In case the KSI value indicates that the MME has a security association with the UE, but the UE has lost the security context of the E-UTRAN side (error case), the UE will start Attach procedure on the E-UTRAN side.
When the UE has got access to target eNodeB it sends the HO to E-UTRAN Complete message
12.
The source SRNC continues the execution of relocation of SRNS by sending a Forward SRNS Context (RAB Contexts) message to the target RNC via the old and the new SGSN. The Forward SRNS Context message is acknowledged by a Forward SRNS Context Acknowledge message, from new to old SGSN. The purpose of this procedure is to transfer SRNS contexts from the source RNC to the target RNC, and to move the SRNS role from the source RNC to the target RNC. SRNS contexts are sent for each concerned RAB and contain the sequence numbers of the GTP PDUs next to be transmitted in the uplink and downlink directions and the next PDCP sequence numbers that would have been used to send and receive data from the MS. PDCP sequence numbers are only sent by the source RNC for the radio bearers which used lossless PDCP [57]. The use of lossless PDCP is selected by the RNC when the radio bearer is set up or reconfigured. For PDP context(s) using delivery order not required (QoS profile), the sequence numbers of the GTP-PDUs next to be transmitted are not used by the target RNC.


If delivery order is required (QoS profile), consecutive GTP-PDU sequence numbering shall be maintained throughout the lifetime of the PDP context(s). Therefore, during the entire SRNS relocation procedure for the PDP context(s) using delivery order required (QoS profile), the responsible GTP-U entities (RNCs and GGSN) shall assign consecutive GTP-PDU sequence numbers to user packets belonging to the same PDP context uplink and downlink, respectively.


The target RNC establishes and/or restarts the RLC and exchanges the PDCP sequence numbers (PDCP‑SNU, PDCP‑SND) between the target RNC and the MS. PDCP‑SND is the PDCP sequence number for the next expected in-sequence downlink packet to be received by the MS per radio bearer, which used lossless PDCP in the source RNC. PDCP‑SND confirms all mobile terminated packets successfully transferred before the SRNC relocation. If PDCP‑SND confirms reception of packets that were forwarded from the source SRNC, then the target SRNC shall discard these packets. PDCP‑SNU is the PDCP sequence number for the next expected in-sequence uplink packet to be received in the RNC per radio bearer, which used lossless PDCP in the source RNC. PDCP‑SNU confirms all mobile originated packets successfully transferred before the SRNC relocation. If PDCP‑SNU confirms reception of packets that were received in the source SRNC, the MS shall discard these packets.
NOTE:
This step is unmodified compared to pre-Rel-8. The new MME acts as the new SGSN, and the target eNodeB as the target SRNC. The forward SRNS Context message from new MME to the target eNodeB is defined in 3GPP TS 23.401. The whole SRNS context handling including PDCP sequence number handling and GTP numbering is FFS.
13.
When the UE has successfully accessed the target eNodeB, the target eNodeB informs the target MME by sending the message Relocation Complete.

NOTE:
This step is unmodified compared to 3GPP TS 23.401. 
14.
Upon receipt of Relocation Complete message, if the SRNS Relocation is an inter SGSN SRNS relocation, the new SGSN signals to the old SGSN the completion of the SRNS relocation procedure by sending a Forward Relocation Complete message.
NOTE:
This step is unmodified compared to pre-Rel-8. The new MME acts as the new SGSN. 
15.
The target MME will now complete the PS Handover procedure by informing the Serving GW that the target MME is now responsible for all the bearers the UE have established. This is performed in the message Update Bearer Request (Cause, Tunnel Endpoint Identifier Control Plane, NSAPI, MME Address for Control Plane, eNodeB Address(es) and TEID(s) for User Traffic, and RAT type).
NOTE:
This step is unmodified compared to 3GPP TS 23.401. 
16.
The Serving GW may inform the PDN GW the change of for example the RAT type that e.g. can be used for charging, by sending the message Update Bearer Request. The PDN GW must acknowledge the request with the message Update Bearer Response. This is FFS.
NOTE:
This step is unmodified compared to 3GPP TS 23.401. 
17.
The Serving GW acknowledges the user plane switch to the target MME via the message Update Bearer Response (Cause, Tunnel Endpoint Identifier Control Plane, and Serving GW Address for Control Plane). At this stage the user plane path is established for all bearers between the UE, target eNodeB, Serving GW and PDN GW.
NOTE:
This step is unmodified compared to 3GPP TS 23.401. 
18.
Upon receiving the Relocation Complete message or, if it is an inter-SGSN SRNS relocation, the Forward Relocation Complete message, the old SGSN sends an Iu Release Command message to the source RNC. When the RNC data-forwarding timer has expired, the source RNC responds with an Iu Release Complete message.

NOTE:
This step is unmodified compared to pre-Rel-8. 

19.
If the UE is handovered to a TA that it has not registered with the network, the UE initiates the Tracking Area Update procedure.

The CAMEL procedures are FFS.
If the SRNS Relocation is inter-SGSN, then the following CAMEL procedure calls shall be performed (see referenced procedures in 3GPP TS 23.078 [29])

C1)
CAMEL_GPRS_PDP_Context_Disconnection, CAMEL_GPRS_Detach and CAMEL_PS_Notification.

They are called in the following order:

-
The CAMEL_GPRS_PDP_Context_Disconnection procedure is called several times: once per PDP context. The procedure returns as result "Continue".

-
Then the CAMEL_GPRS_Detach procedure is called once. The procedure returns as result "Continue".

-
Then the CAMEL_PS_Notification procedure is called once. The procedure returns as result "Continue".

The new SGSN shall determine the Maximum APN restriction based on the received APN Restriction of each PDP context from the GGSN and then store the new Maximum APN restriction value.

If the SRNS Relocation is intra-SGSN, then the above mentioned CAMEL procedures calls shall not be performed.

If Routeing Area Update occurs, the SGSN shall determine whether Direct Tunnel can be used based on the received GPRS CAMEL Subscription Information. If Direct Tunnel can not be maintained the SGSN shall re-establish RABs and initiate the Update PDP Context procedure to update the IP Address and TEID for Uplink and Downlink data.

If Routeing Area Update occurs, then the following CAMEL procedure calls shall be performed (see referenced procedures in 3GPP TS 23.078 [29]):

C2)
CAMEL_GPRS_Routeing_Area_Update_Session and CAMEL_PS_Notification.

They are called in the following order:

-
The CAMEL_GPRS_Routeing_Area_Update_Session procedure is called. In Figure 42, the procedure returns as result "Continue".

-
Then the CAMEL_PS_Notification procedure is called. The procedure returns as result "Continue".

C3)
CAMEL_GPRS_Routeing_Area_Update_Context.

This procedure is called several times: once per PDP context. It returns as result "Continue".

For C2 and C3: refer to Routing Area Update procedure description for detailed message flow.
*************** Changes to 23.401 end ***************
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