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Abstract of the contribution: This contribution proposes new text for TS 23.402 section 4.6.2 to describe QoS control for untrusted non-3GPP access.
Introduction
At the last meeting it was not possible to agree on network-initiated dynamic policy control procedures and UE initiated resource requests for S2b, because doubts were raised about the feasibility of QoS control in case of untrusted non-3GPP access. 
This contribution proposes new text for TS 23.402 to describe how QoS management may be performed over S2b
Discussion
As studied in TR 23.836 and subsequently specified in TS 23.234, QoS management is feasible in I-WLAN despite the use of an IPSec tunnel between UE and PDG. The same applies to S2b where an IPSec tunnel is used between UE and ePDG. 

The encryption of the complete IP packet makes it impossible to do any filtering on the IP header of the user traffic at an intermediate node in the untrusted non-3GPP access. The only possibility to distinguish packets of an IPSec flow for QoS purposes is to use DSCP markings in the outer header. The alternative, to use different IPSec tunnels per QoS flow, is not cost effective. 
A known problem of using DiffServ marking of an IPsec tunnel (see RFC 2983) is that if IPSec's anti-   replay support is configured, audit events are generated in response to packet reordering that exceeds certain levels, with the audit events indicating potential security issues. Careful configuration of IPSec is therefore required when using DiffServ for QoS marking.
In the downlink the ePDG can perform the packet marking based on the SDFTs and QoS information received via S7b. 
Marking packets in the UL as described in TS 23.234 is more problematic. There is no mechanism available today to dynamically control the mapping of UL flows to the QoS parameters of the non-3GPP access. This would require a signaling protocol between UE and ePDG to convey the UL filters and QoS information to the UE. A possibility would be to use an IKEv2 informational exchange between UE and ePDG for this purpose.

The alternative is for the UE to mark the UL packets according to the QoS requirements of the application that generates the packets. The DSCP of the packets can then be mapped on the QoS parameters of the non-3GPP access.
In the most simple form of differentiated QoS control, the marked packets in DL and UL are directly mapped on a priority scheme of the non-3GPP access. This does however not allow for subscription based bandwidth control in the UL; the only subscription based control that can be applied is rate enforcement in the UL and DL in the ePDG.
To enable static subscription based control in the non-3GPP access, the I-WLAN solution is to provide the subscriber QoS profile for I-WLAN access to the access node via Wa. This solution could also be applied in EPS over Wa*. 

A further step would be to enable dynamic policy control. Depending on the type of access technology this requires QoS signaling to the UE and/or to the non-3GPP access from the PCRF. This would also allow for admission control in the non-3GPP access. From an architectural point of view such a solution is straightforward. It requires a signaling protocol and/or an S7 type interface from the PCRF to the non-3GPP access. Instead of the SDFT the PCRF will have to provide the QoS info per DSCP and will need to know the mapping of QCIs to DSCPs by the ePDG for this purpose.
The real question for this type of solution is the likelihood that an S7 type interface will be supported by access systems that are likely to be deployed in an untrusted non-3GPP architecture. This requires further consideration in our opinion.
Conclusion and proposal.
Based on the discussion above we believe it requires more study to define a QoS architecture that would support dynamic QoS support over S2b, although it is considered technically feasible. 
We propose to leave this possibility for FFS in Rel-8, and instead enable static subscription based QoS control by adopting the solution that has been defined in TS 23.234 for I-WLAN.

The proposed text for TS 23.402 is as follows:

Begin first change: Modify 23.402, Section 4.5.1
4.5.1
List of Reference Points
Wa*:
It connects the Untrusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization, QoS profile for untrusted non-3GPP access and charging-related information in a secure manner. Differences compared to Wa as defined in [5] are FFS.

End first change
Begin second change: Modify 23.402, Section 5.4.3.2.2
4.6.2
Application of PCC in the Evolved Packet System

EPS supports both static and dynamic PCC deployment options as specified in TS 23.401 [4].

NOTE: 
The local configuration of PCEF static policy and charging control functionality is not subject to standardization and is not based on subscription information.
4.6.2.1
QoS control for trusted non-3GPP access
In case of non-3GPP access that does not support an S7a or S9 interface, static QoS policies (e.g. based on subscription QoS parameters for default connectivity) may be provided to the non-3GPP access through the AAA infrastructure. To perform policy enforcement according to the subscription QoS parameters for default connectivity, additional information may be provided to the PDN GW in one of the following ways:

-
from the PCRF, if present and if the PDN GW supports the S7 interface,

-
from the 3GPP AAA Server through the S6c interface in the form of a static QoS profile.

NOTE: 
In the latter case the PCEF may change the provided values based on interaction with the PCRF or based on local configuration.
4.6.2.2 QoS control for untrusted non-3GPP access

In case of untrusted non-3GPP access the user traffic is carried over an IPSec tunnel between UE and ePDG. Static subscription based QoS control is supported through the same architecture as specified in TS 23. 234 [5] for I-WLAN. 
The subscriber’s QoS profile for untrusted non-3GPP access may be provided to the untrusted non-3GPP access via the Wa* reference point. 
The ePDG receives QoS information from the PCRF, if present and if the ePDG support the S7b interface. The QoS information is used to:

· map SDFs in the downlink on appropriate DiffServ markings in the outer header of the IPSec tunnel.
· perform rate enforcement in downlink and uplink

· perform QoS mapping verification in the uplink
If no PCRF is present, the subscription QoS parameters may be provided to the untrusted non-3GPP access as well as to the ePDG through the 3GPP AAA infrastructure.
Editor's note: Support for dynamic policy control through an S7b* interface to the untrusted non-3GPP access is FFS.

End second change
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