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Abstract of the contribution:

This contribution proposes a solution that can be used by the home operator to force a relocation of the PDN GW upon initial DSMIPv6 registration.
1. Introduction

According to section 5.4.2.1 of 23.402, for the S2c reference point there are four mechanisms that can be used by the UE to obtain the address of a suitable PDN GW (PGW):

1) Via attach procedure for 3GPP access.

2) Via IKEv2 during tunnel set-up to ePDG.

3) The UE can request a PGW address in a given PDN via DHCP.

4) The UE can resolve an FQDN corresponding to a PDN via DNS.
Solutions 1-3 require either the presence of the ePDG or some support for PGW address delivery in the access network and therefore may not work in some scenarios. Solution 4 is the only approach that surely works over any access system and with no ePDG on the routing path, and hence cannot be avoided, but it is based on the assumption that the address of the PGW is discovered by the UE and not assigned by the network, as it is with solutions 1-3.
With solution 4 it may therefore happen that the PGW discovered by the UE is either sub-optimal or even unable to guarantee IP session continuity with DSMIPv6 upon inter-system mobility. This document further discusses these issues and addresses them introducing a procedure for PGW relocation upon initial DSMIPv6 registration. Using this procedure the home operator can decide to assign a new PGW to the UE in case the one initially discovered is unable to offer the service of cannot do that with reasonable performance.
2. Discussion

PGW discovery via DNS has the advantage of working over any access-system, since it does not require any support for DSMIPv6 bootstrapping on the access nodes. Unfortunately, being completely terminal controlled, this solution raises the following issues:
a) In case the UE does initial network attachment on S2c, relying on DNS it may end up discovering a sub-optimal HA. This is because the outcome of the DNS query is just a list of HAs, eventually with associated priorities, that does not take into account the status of the network at the time MIPv6 bootstrapping is triggered by the UE. On the contrary, mechanisms where the HA is assigned by the network allows the operator to implement HA selection policies that goes far beyond pure load-sharing among deployed HAs. As an example, depending on operator’s policies, the AAA/HSS might select suitable HA taking into account the load of deployed HAs, in terms of throughput or number of registered UEs, or trying to minimize the topological distance between the point of attachment of the UE and the designated HA, which can potentially optimize the performance perceived by the UE in terms of end-to-end throughput and transfer delay.

b) If the UE has done the initial attachment to the Evolved Packet System (EPS) on an access system supporting a network-based mobility protocol, like PMIP or GTP, it already has a PGW assigned. In order to enable IP address preservation based on DSMIPv6, it is necessary that the Home Agent (HA) allocated to the UE upon DSMIPv6 bootstrapping is exactly the PGW that is already is use. This is trivial to achieve if the HA is allocated via 3GPP attach procedure, via IKEv2 or through DHCP, since in all of those cases HA selection is performed by the AAA/HSS. Instead, if the HA address is autonomously discovered by the UE through a DNS query, it may happen that the UE discovers a HA that has nothing to do with the PGW allocated upon initial network attachment. This is clearly an error condition that must be avoided. This problem may arise at least in the following scenarios:

· A split UE that does initial attachment over a 3GPP access. Since a split terminal may not be able to read the HA address from the NAS signalling exchanged during 3GPP attach, triggering HA discovery via DNS at any time after attach may be the only viable alternative, in which case the problem described above is likely to occur.
· A UE that does initial attachment over a trusted non-3GPP access that supports PMIPv6 but does not implement the DHCPv6 extensions for MIPv6 bootstrapping. In this case the UE may get initial connectivity based on PMIPv6, but must necessarily rely on DNS for obtaining the HA address to be used afterwards with DSMIPv6.

This paper proposes to solve the issues listed above defining a new procedure allowing the operator to force a PGW relocation at the reception of the first BU from the UE (i.e. at initial registration). Triggering PGW relocation is mandatory in scenario (b) above, while is optional in scenario (a).
The PGW relocation procedure defined in this paper is controlled by the AAA infrastructure and re-uses the MIPv6 extensions that the IETF mip6 WG is specifying for HA reliability, which ensures compatibility with any intergated or split UE implementing IETF standards.
The overall procedure for the case of initial network attachment over S2c is depicted in Figure 1. In this scenario, as described above, PGW relocation at initial registration may be optionally triggered by the AAA/HSS to re-direct the UE to a target PGW that can provide better performance. In Figure 1 it is also assumed that the UE has discovered an initial PGW using any of the approaches listed in section 5.4.2.1 of TS 23.402. 
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Figure 1 – PGW relocation in case of initial attachment over S2c
The involved steps are detailed in the following:

1)
The UE authenticates in the trusted non-3GPP access.

2-3)
The non-3GPP AGW establishes the PCC session with the PCRF in HPLMN.

4)
The UE establishes the DSMIPv6 SA with the initially discovered PGW. This implies a AAA exchange with the AAA/HSS. As part of this exchange, the AAA/HSS checks if there is an alternative PGW that could provide better performance to the UE (e.g. because it is less loaded or closer to the UE’s point of attachment). If that is the case, depending on operator’s policies the AAA/HSS may trigger a PGW relocation piggybacking a relocation indication and the address of the target PGW in the AAA exchange.

5)
The UE delivers the BU to the initially discovered PGW.

6)
The PGW replies to the BU with a HA Switch message, including the address of the target PGW selected by the AAA/HSS on step 4.

7)
The UE replies to the HA Switch message with the deregistration BU, that is a Binding Update with lifetime set to zero.

8-11)
After having deregistered from the initially discovered PGW, the UE repeats the bootstrapping process with the target PGW provided by the network in the HA Switch message.

The HA relocation procedure in case of handover to a trusted non-3GPP access is depicted in Figure 2. It is assumed that the UE is moving from a 3GPP access, managed with PMIP or GTP, to a trusted non-3GPP access. For the sake of simplicity PCC interactions are not shown. As it is possible to note, the PGW relocation procedure is exactly the same already presented for initial attachment over S2c. 

The only difference is that in this case relocation is triggered by the AAA/HSS in case the PGW initially discovered by the UE for DSMIPv6 (step 5) is different from the PGW that was already in use in the 3GPP access (step 1).

Exactly the same considerations apply in case of mobility between different trusted non-3GPP accesses, if DSMIPv6 is used for IP address preservation among them.
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Figure 2 – PGW relocation in case of handover to a trusted non-3GPP access

3. Proposal
It is proposed to specify the PGW relocation procedure described in the previous section for the S2c reference point. Annex A implements this proposal in TS 23.402.
Annex A
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5.4.2.1
PDN GW Selection Function for non-3GPP Accesses
PDN Gateway selection for non-3GPP accesses uses similar mechanisms as defined in 3GPP TS 23.401, with the following modification:

-
The PDN Gateway selection function interacts with the 3GPP AAA Server or 3GPP AAA Proxy and uses subscriber information provided by the HSS to the 3GPP AAA Server and possibly additional criteria.

During the initial authorization, PDN Gateway selection information is returned. This enables the entity requiring the address of the gateway to proceed with selection. Once the selection has occurred, the PDN Gateway registers its association with a UE and the APN to the AAA/HSS. This permits the 3GPP AAA Server or Proxy to provide association of the PDN Gateway address and the related APN subsequently.

In the case that a UE already has an assigned PDN Gateway, this gateway's address will be returned by the 3GPP AAA Server or Proxy during the authorization step. This eliminates the need for PDN Gateway selection.

At mobility between 3GPP and non-3GPP accesses, transfer of PDN GW information takes place as defined below:

-
If a UE attaches to a non-3GPP access and it already has assigned PDN Gateway(s) due to a previous attach in a 3GPP access, the HSS provides the IP address(es) of the already allocated PDN Gateway(s) with the corresponding PDN information to the 3GPP AAA server over the Wx* reference point. The PDN gateway’s address(es) is sent during the attach procedure in the non-3GPP access. 

-
If a UE attaches to a 3GPP access and it already has an assigned PDN Gateway(s) due to a previous attach in a non-3GPP access, the HSS provides the IP address(e) of the already allocated PDN Gateway(s) with the corresponding PDN information to the MME over the S6a reference point. The PDN gateway address(es) is sent during the attach procedure in the 3GPP access.

The HSS receives the values of the addresses of all allocated PDN GWs and the corresponding PDN information for a given UE, from both the 3GPP AAA and also from the MME, depending on the currently in-use access. The HSS is responsible for the storage of PDN GW address information..

Editor's Note: It is FFS whether the PDN Gateway selection mechanism defined in 23.401 can be used to determine the Serving Gateway.

The interaction between the 3GPP AAA Server and the HSS is not explicitly presented in several figures of this specification.  Though these entities are depicted as "AAA/HSS" in these figures,  these functions are distinct and interact over the Wx* interface as described in this subclause.

NOTE:
The location of the PDN GW selection function depends upon the type of S2 interface used for attachment and the IP mobility mechanism being used.
-
For PMIPv6 on S2a/b, the entity requesting the PDN Gateway is the entity acting as Mobile Access Gateway (MAG). It's FFS for home routed roaming case with an anchor in the VPLMN.

-
For MIPv4 FA mode on S2a, the entity requesting the PDN Gateway is the entity that plays the role of the FA. It's FFS for home routed roaming case with an anchor in the VPLMN.

Additionally, for the S2c reference point, the UE needs to know the IP address of the PDN Gateway for the PDN the UE wants to connect to. This address is made known to the UE with one of the following ways:

1)
Via attach procedure for 3GPP access (as defined in TS 23.401)

2)
Via IKEv2 during tunnel setup to ePDG

3)
The UE can request a PDN Gateway address in a given PDN via DHCP

4)
If the IP address of the PDN GW is not delivered using options 1-3 above the UE can resolve an FQDN corresponding to a PDN via DNS.

Editor's note: It is FFS under which conditions (e.g. in which accesses) the above methods can be used

Editor's Note: It is FFS how the FQDN in alternative 4 is constructed from available information. For example the UE could use home APN (or W-APN) and well known strings (e.g., "homeagent") to construct such an FQDN.

Editor's Note: The mechanism for mobility mode selection (i.e. host-based vs network-based mobility) is FFS.

For the S2c reference point, if the UE has discovered the IP address of the PDN GW via DNS, as described in alternative 4 above, the AAA/HSS can use the PDN GW relocation procedure specified in Annex X to force the assignment of a new PDN GW to the UE at the initial DSMIPv6 registration. This may happen if one of the following situations occurs:
-
The UE has done initial network attachment over S2c and, relying on DNS, has discovered a sub-optimal PDN GW. In this case, based on operator’s policies, the AAA/HSS may decide to re-redirect the UE to a PDN GW that can provide better performance (e.g. because it is less loaded or closer to the UE’s point of attachment).

•
The UE has done the initial attachment on an access system supporting network-based mobility, but the PDN GW discovered by the UE for S2c is different from the PDN GW allocated at initial attachment. In this case, to guarantee IP session continuity with DSMIPv6 upon inter-system mobility, the AAA/HSS must trigger a PDN GW relocation to re-direct the UE to the PDN GW that was allocated upon initial network attachment.
<<< END OF SECOND CHANGE TO 23.402 >>>

<<< BEGIN OF THIRD CHANGE TO 23.402 >>>

Annex X (Normative): PDN GW relocation at initial DSMIPv6 registration
The PDN GW relocation procedure described in this section can be used by the AAA/HSS to assign a new PDN GW to the UE at the first BU/BA exchange. The procedure, that is shown in Figure X.2.1, applies to both initial attachment over S2c and handover to a (trusted or untrusted) non-3GPP access based on S2c.
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Figure X.2-1: PDN GW relocation procedure for S2c
Here is a detailed description of the involved steps:

1) The UE enters the (trusted or untrusted) non-3GPP access, performs network access authentication and obtains a local IP address to be used as care-of address for DSMIPv6. This procedure is the same independently of whether the UE is doing an initial network attachment over S2c or is handing over to a non-3GPP access using DSMIPv6 for IP address preservation.

2) The UE establishes the DSMIPv6 SA with the initially discovered PDN GW. This implies a AAA exchange with the AAA/HSS. At this stage, based on operator’s policies and current network status, the AAA/HSS may trigger a PDN GW relocation piggybacking a relocation indication and the address of the target PDN GW in the AAA exchange.
3) The UE delivers the BU to the initially discovered PDN GW.

4) The PDN GW replies to the BU with a HA Switch message [28], including the address of the target PDN GW received from the AAA/HSS in step 2.
5) The UE replies to the HA Switch message with the deregistration BU, that is a Binding Update with lifetime set to zero.

6) After having deregistered from the initially discovered PDN GW, the UE repeats the registration process with the target PDN GW provided by the network in the HA Switch message.
<<< END OF THIRD CHANGE TO 23.402 >>>
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1. Access to the non-3GPP access and care-of address configuration:
Initial Attach Procedure in Trusted Non-3GPP IP Access with DSMIPv6, steps 1-3 (section 5.4.3.4.1); 3GPP Access to Trusted Non-3GPP IP Access Handover with DSMIPv6 over S2c, steps 1-5 (section 5.6.1.2.4)


6. MIPv6 Security Association Setup, HoA configuration and BU/BA exchange with the target PDN GW:
Initial Attach Procedure in Trusted Non-3GPP IP Access with DSMIPv6, steps 4-7 (section 5.4.3.4.1); 3GPP Access to Trusted Non-3GPP IP Access Handover with DSMIPv6 over S2c, steps 6-10 (section 5.6.1.2.4)
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