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1
Introduction
The concept and need for Equipment Identity checking was agreed some time ago.

However no details have been added to 23.401 (or 23.402). Already CT groups are working, and, they need more details in order to progress their work.

This document does not propose detailed signalling flows, instead it describes some higher level concepts that need to be agreed in order that CT groups do not have their time wasted.

2
Discussion

2.1
Home or visited network checking of IMEI?

Historically, the VPLMN has been responsible for checking the IMEI. This has some logic, because the equipment is not strictly linked to the subscription.

Hence it is suggested that the specifications support the VPLMN to check the IMEISV .

However, future network sharing arrangements and/or increase in MVNOs indicate that the “Home network” might increasingly become responsible for protecting their customers from the consequences of handset theft. There are multiple manifestations of MVNOs/network sharing arrangements and the standards should avoid restricting operator options in this area.


Hence it is suggested that BOTH the HSS and the PDN-GW are informed of the IMEISV.

2.2
Masses of devices, and, support for non-3GPP interoperation

SAE should be capable of supporting masses of devices, e.g. a radio module embedded in every piece of electronic equipment.
Given the existing utilisation mechanisms of the IMEI code space, the current IMEI code space might not be sufficient for this task.

In addition, multi mode (e.g. 3GPP-3GPP2) devices may have conflicting legacy requirements on encoding of the equipment identity space.

Hence it is suggested that the SAE signalling for “equipment identity” has significant flexibility built into it, while, (for legacy interworking) permitting the use of ‘unmodified’ IMEISVs.

2.3
Speed of ME equipment ID retrieval
To avoid adding additional signalling loops between the MME and UE, it is suggested that the GSM phase 2/GPRS mechanisms that causes the mobile to send its (encrypted) IMEISV in the “start ciphering acknowledgement” message are reused.
Standalone (and unencrypted) retrieval of the IMEISV should also be supported.

3
Proposal
It is proposed that the following updates are made to 23.401.

************************ start of first change *********************
5.3.6
ME identity check procedure

Editor's note:
This subclause will contain details on ME identity checking (e.g. IMEI checking).

The following principles are applied for Equipment Identity Checking:

a)
the 3GPP specifications permit the ME’s identity to be checked by the operator(s) of the MME, HSS and PDN-GW
b)
the 3GPP specifications permit different MEs to use different identity formats. The 3GPP IMEISV is one of these formats.

c)
it is possible to retrieve the ME identity as the by product of other UE-network signalling procedures.

d)
it is possible to retrieve the ME identity with a standalone signalling procedure.
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