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1. Overall Description:

SA2 is specifying the architecture for the Evolved Packet System. In order to progress the work, SA2 needs to choose the approach for securing Dual-Stack Mobile IPv6 (DSMIPv6) signaling messages between the UE and the PDN GW (S2c reference point). Two different solutions are available: IPsec, as specified in RFC4877, and the Authentication Protocol, as specified in RFC4285.

From an architecture perspective SA2 has concluded that there would be relevant benefits selecting IPsec as the solution to protect DSMIPv6 signaling in the Evolved Packet System. As specified by the IETF, the IPsec Security Association between the UE and the PDN GW would be dynamically established using IKEv2.

Before adopting this approach, and definitely ruling out RFC4285, SA2 would like to check whether SA3 would have any concerns with this choice. SA2 would also like to draw the attention of SA3 on the IESG note included at the beginning of RFC4285. This note states that the Authentication Protocol is not a candidate for any level of Internet Standard and its security properties have not been reviewed in the IETF.

2. Actions: 

ACTION: SA2 kindly requests SA3 to investigate whether there are any security issues, or other technical concerns in the scope of SA3, with the selection of IPsec, as specified in RFC4877, as the solution to protect DSMIPv6 signaling in the Evolved Packet System.
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