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This paper discusses the requirement for the need of securing of the Proxy Binding Update message. It then argues that a generic authentication and authorization is required for many other messages/protocols which can also be utilized to secure Proxy BU messages.
Discussion:

In number of places in 3GPP TS 23.402, the mechanism to secure proxy BU is mentioned as FFS. 

The Proxy Binding Update needs to be secured to eliminate the risk of DoS attack by which an attacker falsely updates the location of a UE. This can be avoided by authenticating the source of the Binding Update and authorize the binding update message.

The authentication of the source and authorization of the message functionality is required by number of other protocols (for e.g. PCRF, Charging etc) and also for securing the user plane packets between the gateways. The security of the messages and the user plane packets will depend on the Operator Policy and Roaming Agreements between the operators in the case of roaming interfaces.
We thus propose to remove the editor’s notes regarding the “security of Proxy Binding Update” to 3GPP TS 23.402.

Proposal:

**** Start of Change****

5.4.2.3.3
Initial Attach procedure with PMIPv6 for non-roaming

PMIPv6 [8] is used to setup a PMIPv6 tunnel between the trusted non-3GPP IP access and the PDN GW. In both roaming and non-roaming cases, S2a is present. It is assumed that Proxy Mobile Agent (PMA) exists in the trusted non-3GPP IP access.
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Figure 5.4.2.3.3-1: Initial attachment with Network based MM mechanism over S2a for non-roaming
1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are Non-3GPP access specific and are outside the scope of 3GPP;
2)
The EAP authentication procedure is initiated and performed involving the UE, Trusted Non-3GPP IP Access and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved. The PDN Gateway address is determined at this point as described in section 5.4.2.1.  The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the PMA in the trusted non-3GPP access. This may entail an additional name resolution step, issuing a request to a DNS Server;
3)
After successful authentication and authorization, the L3 attach procedure is triggered;

Editor's note:
The details of this step including selection of PMIP vs CMIP is FFS.
4)
PMA function of Trusted Non-3GPP IP Access sends Proxy Binding Update message to PDN GW;


5)
The selected PDN GW informs the 3GPP AAA Server of its address;
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.
6)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates IP address for the UE. The PDN GW then sends a proxy binding acknowledgement to the PMA function in Trusted Non-3GPP IP Access, including the IP address(s) allocated for the UE;
NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.
Editor's note:
It is FFS which entity stores the allocated PDN GW IP Address.

7)
The PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW;

8)
L3 attach procedure is completed. IP connectivity between the UE and the PDN GW is set for uplink and downlink directions.

Editor's note:
The details of this step is FFS
5.4.2.4.2

Initial Attach procedure with PMIPv6 for non-roaming
In the non-roaming case, PMIPv6 [8] is used to setup a PMIPv6 tunnel between the ePDG and the PDN GW. It is assumed that Proxy Mobility Agent (PMA) is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the PMA functionality on the ePDG.
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Figure 5.4.2.4.2-1: Initial attachment when Network based MM mechanism are used over S2b for non-Roaming

NOTE: 
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network.  This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2.. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN GW address is determined at this point as described in section 5.4.2.1  The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the ePDG.  This may entail an additional name resolution step, issuing a request to a DNS Server.

2)
The ePDG sends the Proxy Binding Update message to the PDN GW.  The proxy binding update message shall be secured.




3)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

4)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE.  The PDN GW then sends a proxy binding ack to the ePDG, including the IP address allocated for the UE.

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note:
It is FFS which entity stores the allocated PDN GW IP Address.

5)
After the BU is successful, the ePDG is authenticated by the UE.

6)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.

7)
IP connectivity from the UE to the PDN GW is now setup.  Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.

5.4.2.4.3
Initial Attach procedure with PMIPv6 for roaming case with home routed traffic anchored by visited Serving GW
In the case of home routed traffic in the roaming case with anchor in visited Serving GW, PMIPv6 [8] is used to setup PMIPv6 tunnels between the Serving GW and the PDN GW (i.e. S8b) and between the ePDG and the visited Serving GW (i.e. S2b) . It is assumed that Proxy Mobility Agent (PMA) is collocated with visited Serving GW for the PMIPv6 procedure between the Serving GW and the PDN GW and with the ePDG for the PMIPv6 procedure between the ePDG and the Serving GW. The IPsec Tunnel between UE and ePDG provides a virtual point-to-point link between the UE and the PMA functionality on the ePDG.
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Figure 5.4.2.4.3-1: Initial attachment when Network based MM mechanism are used over S2b for Home Routed Roaming with anchored by visited Serving GW

NOTE:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN Gateway address is determined at this point as described in section 5.4.2.1  The PDN GW information is returned as part of the reply from the 3GPP AAA Proxy to the ePDG.  This may entail an additional name resolution step, issuing a request to a DNS Server.

2)
The ePDG sends the Proxy Binding Update message to the Serving GW. The proxy binding update message shall be secured.

Editor's note:
How to select a visited Serving GW is FFS. If APN should be included in this step is FFS.


3)
The visited Serving GW processes the proxy binding update and creates a binding cache entry for the UE.  Then the visited Serving GW sends the Proxy Binding Update message to the PDN GW using its own address as the PMA address.  The proxy binding update message shall be secured. Note that the binding cache entry on the Serving GW does not yet have the UE's IP address information.  This information will be added to the binding cache entry after step 4.


Editor's note:
Whether the visited Serving GW should inform the visited 3GPP AAA server that it is serving the UE is FFS.  It is FFS which entity stores the allocated Serving GW IP Address.
4)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

5)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE. The PDN GW then sends a proxy binding ack to the Serving GW, including the IP address allocated for the UE.  Once the Serving GW processes the proxy Binding Ack, it stores the UE's IP address information in the binding cache entry.
NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note:
It is FFS which entity stores the allocated PDN GW IP Address.

6)
After the Proxy BU/Proxy BAck is successful, there is a PMIPv6 tunnel setup between the Serving GW and the PDN GW.
7)
The ePDG continues with the IKE_AUTH exchange.
8)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.  The IP address sent in the IKEv2 configuration payload is the same address that the ePDG received in the Proxy Binding Ack message.
9)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the visited Serving GW. The visited Serving GW then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the visited Serving GW. The visited Serving GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.
Editor's note:
How the Serving GW maps the two PMIPv6 tunnels, one from the ePDG to the Serving GW and one from the Serving GW to the PDN GW based on the UE's address is FFS.

5.4.2.6
Initial E-UTRAN Attach via IETF based S5 or S8b
This section is related to the case when the UE powers-on in the LTE network via IETF based S5 or S8b interface. Proxy Mobile IP is used on S5 or S8b interface. It is assumed that Proxy Mobility Agent (PMA) is collocated with the Serving GW for the PMIPv6 procedure between the Serving GW and the PDN GW.
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Figure 5.4.2.6-1: Initial E-UTRAN attach via IETF based S5 or S8b

Editor's Note:
The setup of bearers on S5 interface and interactions with the PCC architecture are FFS.
Step1) ~ 5):
The UE initiates the attachment procedure to the LTE system, the detailed procedure refers to the correspondent steps in TS 23.401 Clause 5.3.2.

6) 
As specified in TS 23.401 Clause 5.3.2, if there are active bearer contexts in the new MME for this particular UE (i.e. the UE re-attaches to the same MME without having properly detached before), the new MME deletes these bearer contexts by sending Delete Bearer Request messages to the Serving GW. The Serving GW acknowledge with Delete Bearer Response message.
Editor's note:
Whether additional message is needed between Serving GW and PDN GW is FFS.

7)
As specified in TS 23.401 Clause 5.3.2, if the MME has changed since the last detach, or if it is the very first attach, the MME sends an Update Location to the HSS.
8)
As specified in TS 23.401 Clause 5.3.2, the HSS sends Cancel Location to the old MME with Cancellation Type set to Update Procedure. The old MME acknowledges with Cancel Location Ack and removes the MM and bearer contexts.
9)
As specified in TS 23.401 Clause 5.3.2, if there are active bearer contexts in the old MME for this particular UE, the old MME deletes these bearer contexts by sending Delete Bearer Request messages to the Serving GW. The Serving GW returns Delete Bearer Response message to the MME.

Editor's note:
Whether an additional message is needed between Serving GW and PDN GW is FFS.
10)
As specified in TS 23.401 Clause 5.3.2, the HSS sends Insert Subscriber Data  message to the new MME. By receiving this message, if all checks (including subscription checking, TA validity, etc) are successful then the MME constructs a context for the UE and returns an Insert Subscriber Data Ack message to the HSS.
Editor' note:
It is FFS if the MN-NAI of the UE is also provided in Step 10.
11)
As specified in TS 23.401 Clause 5.3.2, the HSS acknowledges the Update Location message by sending an Update Location Ack to the MME. If the Update Location is rejected by the HSS, the MME rejects the Attach Request from the UE with an appropriate cause
12)
As specified in TS 23.401 Clause 5.3.2, The MME selects a Serving GW and sends a Create Default Bearer Request (IMSI, MME Context ID, MN-NAI,PDN GW address) message to the selected Serving GW.

Editor's note:
Whether additional parameters are needed is FFS.

Editor's Note:
PDN GW address and Serving GW address selection is as described in the clause "GW selection" in TS23.401

13)
The Serving GW sends Proxy Binding Update to the PDN GW.

Editor's note:
It is FFS whether the Proxy Binding Update suffices to provide equivalent functionality to the GTP "Create Bearer Request" message and if additional messages are needed.
14)
The PDN GW may perform authentication and authorization of the PMA in the Serving GW based on the information received from the AAA server. It is FFS when this step is used, e.g., the PDN GW may have received all needed information before this attachment. If the PMA is successfully authenticated and authorized, the PDN GW allocates a PDN address for the UE.

15)
The PDN GW may interact with the PCRF to get the default PCC rules for the UE in case PCRF is applied in the network. The detail is FFS.
Editor's note:
How the QoS is applied for the IETF based S5 or S8b interface is FFS.

16)
The PDN GW processes the binding update and creates a binding cache entry for the UE. The PDN GW sends Proxy Binding Acknowledgment to the Serving GW including the PDN address allocated for the UE.
17)
The PMIPv6 tunnel is set up between the Serving GW and the PDN GW.
18)
As specified in TS 23.401 Clause 5.3.2, The Serving GW returns a Create Default Bearer Response (PDN Address, Serving GW address for User Plane, Serving GW TEID for User Plane, Serving GW Context ID) message to the MME.
Editor's note:
Whether additional parameters are needed is FFS.
Step 19~22:
attach complete procedures. The detail steps could refer to the description in TS 23.401 Clause 5.3.2.
C.1.2
E-UTRAN to Trusted Non-3GPP IP Access with PMIPv6 Handover for the Non-Roaming Scenario
The steps involved in the handover from E-UTRAN to trusted non-3GPP IP access are depicted below for the case of non-roaming when PMIPv6 is used. It is assumed that while the UE is served by the E-UTRAN, a PMIPv6 tunnel is established between the S-GW and a PDN GW in the evolved packet core.
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Figure C.1.2-1: Handover from E-UTRAN to Trusted Non-3GPP IP Access with PMIPv6 on S2a and S5 interfaces
Editor's Note:
These flows do not show the setup of QoS in the non-3GPP IP access and interactions with the PCC architecture. These are FFS.

Editor's Note:
It is FFS how the QoS bearers on S5 interface are handed-over.

1)
The UE is connected in the E-UTRAN access and has a PMIPv6 tunnel on the S5 interface.

2)
The UE discovers the trusted non-3GPP IP access system and determines to transfer its current sessions (i.e. handover) from the currently used E-UTRAN access to the discovered trusted non-3GPP IP access system. The mechanisms that aid the UE to discover the trusted non-3GPP IP access system, are specified in section 5.3 (Network Discovery and Selection).
3)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are Non-3GPP access specific and are outside the scope of 3GPP.
4)
The EAP authentication procedure is initiated and performed involving the UE, Trusted Non-3GPP IP Access and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved. As part of the authentication procedure, the IP address of the PDN GW that needs to be used is conveyed to PMA in the trusted Non-3GPP IP Access.

Editor's Note:
It is FFS if the AAA Server interacts with the HSS to provide the IP address of the PDN GW serving the UE.

5)
After successful authentication and authorization, the L3 attach procedure is triggered.

6)
PMA function of Trusted Non-3GPP IP Access sends Proxy Binding Update message to PDN GW.


7)
The PDN GW processes the proxy binding update and modifies the  binding cache entry for the UE. The PDN GW confirms the IP address(es) for the UE sending a proxy binding acknowledgement to the PMA function in Trusted Non-3GPP IP Access, including the IP address(es) allocated for the UE.

Editor's note:
Whether the PDN GW should inform the 3GPP AAA server/HSS that it is serving the UE is FFS. It is FFS which entity stores the allocated PDN GW IP Address.

8)
The PMIP tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW.

9)
L3 attach procedure is completed. IP connectivity between the UE and the PDN GW is set for uplink and downlink directions. UE resumes data communication over the trusted non-3GPP IP access system.

Editor's Note:
The point at which resources in the E-UTRAN access are torn down is FFS.

C.1.3
3GPP Access (UTRAN) to Trusted Non-3GPP IP Access with PMIPv6 Handover for the Non-Roaming Scenario
The steps involved in the handover from a 3GPP access (UTRAN) to trusted non-3GPP IP access are depicted below for the case of non-roaming and when PMIPv6 is used.
It is assumed that S5 is GTP based.
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Figure C.3-1: Handover from 3GPP Access (UTRAN) to Trusted Non-3GPP IP Access over S2a with PMIPv6 for non-roaming
1)
The UE discovers the trusted non-3GPP IP access and decides to initiate handover from the currently used UTRAN access to the discovered trusted non-3GPP IP access system. The mechanism that aid the UE to discover trusted non-3GPP IP access, are specified in section on Network Discovery and Selection. At this point both uplink and downlink user data is transmitted via the following: Bearers between UE and source access network, GTP tunnel(s) between source 3GPP access network, Serving GW and PDN GW.
2)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are Non-3GPP access specific and are outside the scope of 3GPP.
3)
The EAP authentication procedure is initiated and performed involving the UE, Trusted Non-3GPP IP Access and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved. As part of the authentication procedure, the IP address of the PDN GW that needs to be used is conveyed to PMA in the trusted Non-3GPP IP Access.
Editor's Note:
It is FFS if the AAA Server interacts with the HSS to provide the IP address of the PDN GW serving the UE.

4)
After successful authentication and authorization, the L3 attach procedure is triggered.
5)
PMA function of Trusted Non-3GPP IP Access sends Proxy Binding Update message to PDN GW.

6)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates IP address for the UE. The PDN GW then sends a proxy binding acknowledgement to the PMA function in Trusted Non-3GPP IP Access, including the IP address(s) allocated for the UE. The IP address allocated is same as that was assigned to UE before over 3GPP access.
7)
The PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW.

8)
L3 attach procedure is completed. IP connectivity between the UE and the PDN GW is set for uplink and downlink direction over the trusted non-3GPP IP access.

9)
Resource clean up for the source 3GPP access is initiated by performing the necessary procedures based on the procedures specified in 3GPP TS 23.060. PDN GW should retain the IP connectivity for the UE.
5.4.2.3.3
Initial Attach procedure with PMIPv6 for non-roaming

PMIPv6 [8] is used to setup a PMIPv6 tunnel between the trusted non-3GPP IP access and the PDN GW. In both roaming and non-roaming cases, S2a is present. It is assumed that Proxy Mobile Agent (PMA) exists in the trusted non-3GPP IP access.
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Figure 5.4.2.3.3-1: Initial attachment with Network based MM mechanism over S2a for non-roaming
1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are Non-3GPP access specific and are outside the scope of 3GPP;
2)
The EAP authentication procedure is initiated and performed involving the UE, Trusted Non-3GPP IP Access and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved. The PDN Gateway address is determined at this point as described in section 5.4.2.1.  The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the PMA in the trusted non-3GPP access. This may entail an additional name resolution step, issuing a request to a DNS Server;
3)
After successful authentication and authorization, the L3 attach procedure is triggered;

Editor's note:
The details of this step including selection of PMIP vs CMIP is FFS.
4)
PMA function of Trusted Non-3GPP IP Access sends Proxy Binding Update message to PDN GW;


5)
The selected PDN GW informs the 3GPP AAA Server of its address;
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.
6)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates IP address for the UE. The PDN GW then sends a proxy binding acknowledgement to the PMA function in Trusted Non-3GPP IP Access, including the IP address(s) allocated for the UE;
NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.
Editor's note:
It is FFS which entity stores the allocated PDN GW IP Address.

7)
The PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW;

8)
L3 attach procedure is completed. IP connectivity between the UE and the PDN GW is set for uplink and downlink directions.

Editor's note:
The details of this step is FFS
5.4.2.4
Initial Attach on S2b

5.4.2.4.1
General
This section is related to the case when the UE powers-on in an untrusted network via S2b interface.
5.4.2.4.2

Initial Attach procedure with PMIPv6 for non-roaming
In the non-roaming case, PMIPv6 [8] is used to setup a PMIPv6 tunnel between the ePDG and the PDN GW. It is assumed that Proxy Mobility Agent (PMA) is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the PMA functionality on the ePDG.
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Figure 5.4.2.4.2-1: Initial attachment when Network based MM mechanism are used over S2b for non-Roaming

NOTE: 
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network.  This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2.. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN GW address is determined at this point as described in section 5.4.2.1  The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the ePDG.  This may entail an additional name resolution step, issuing a request to a DNS Server.

2)
The ePDG sends the Proxy Binding Update message to the PDN GW.  The proxy binding update message shall be secured.




3)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

4)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE.  The PDN GW then sends a proxy binding ack to the ePDG, including the IP address allocated for the UE.

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note:
It is FFS which entity stores the allocated PDN GW IP Address.

5)
After the BU is successful, the ePDG is authenticated by the UE.

6)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.

7)
IP connectivity from the UE to the PDN GW is now setup.  Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.

5.4.2.4.3
Initial Attach procedure with PMIPv6 for roaming case with home routed traffic anchored by visited Serving GW
In the case of home routed traffic in the roaming case with anchor in visited Serving GW, PMIPv6 [8] is used to setup PMIPv6 tunnels between the Serving GW and the PDN GW (i.e. S8b) and between the ePDG and the visited Serving GW (i.e. S2b) . It is assumed that Proxy Mobility Agent (PMA) is collocated with visited Serving GW for the PMIPv6 procedure between the Serving GW and the PDN GW and with the ePDG for the PMIPv6 procedure between the ePDG and the Serving GW. The IPsec Tunnel between UE and ePDG provides a virtual point-to-point link between the UE and the PMA functionality on the ePDG.
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Figure 5.4.2.4.3-1: Initial attachment when Network based MM mechanism are used over S2b for Home Routed Roaming with anchored by visited Serving GW

NOTE:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN Gateway address is determined at this point as described in section 5.4.2.1  The PDN GW information is returned as part of the reply from the 3GPP AAA Proxy to the ePDG.  This may entail an additional name resolution step, issuing a request to a DNS Server.

2)
The ePDG sends the Proxy Binding Update message to the Serving GW. The proxy binding update message shall be secured.

Editor's note:
How to select a visited Serving GW is FFS. If APN should be included in this step is FFS.


3)
The visited Serving GW processes the proxy binding update and creates a binding cache entry for the UE.  Then the visited Serving GW sends the Proxy Binding Update message to the PDN GW using its own address as the PMA address.  The proxy binding update message shall be secured. Note that the binding cache entry on the Serving GW does not yet have the UE's IP address information.  This information will be added to the binding cache entry after step 4.


Editor's note:
Whether the visited Serving GW should inform the visited 3GPP AAA server that it is serving the UE is FFS.  It is FFS which entity stores the allocated Serving GW IP Address.
4)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

5)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE. The PDN GW then sends a proxy binding ack to the Serving GW, including the IP address allocated for the UE.  Once the Serving GW processes the proxy Binding Ack, it stores the UE's IP address information in the binding cache entry.
NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note:
It is FFS which entity stores the allocated PDN GW IP Address.

6)
After the Proxy BU/Proxy BAck is successful, there is a PMIPv6 tunnel setup between the Serving GW and the PDN GW.
7)
The ePDG continues with the IKE_AUTH exchange.
8)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.  The IP address sent in the IKEv2 configuration payload is the same address that the ePDG received in the Proxy Binding Ack message.
9)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the visited Serving GW. The visited Serving GW then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the visited Serving GW. The visited Serving GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.
Editor's note:
How the Serving GW maps the two PMIPv6 tunnels, one from the ePDG to the Serving GW and one from the Serving GW to the PDN GW based on the UE's address is FFS.

5.4.2.6
Initial E-UTRAN Attach via IETF based S5 or S8b
This section is related to the case when the UE powers-on in the LTE network via IETF based S5 or S8b interface. Proxy Mobile IP is used on S5 or S8b interface. It is assumed that Proxy Mobility Agent (PMA) is collocated with the Serving GW for the PMIPv6 procedure between the Serving GW and the PDN GW.
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Figure 5.4.2.6-1: Initial E-UTRAN attach via IETF based S5 or S8b

Editor's Note:
The setup of bearers on S5 interface and interactions with the PCC architecture are FFS.
Step1) ~ 5):
The UE initiates the attachment procedure to the LTE system, the detailed procedure refers to the correspondent steps in TS 23.401 Clause 5.3.2.

6) 
As specified in TS 23.401 Clause 5.3.2, if there are active bearer contexts in the new MME for this particular UE (i.e. the UE re-attaches to the same MME without having properly detached before), the new MME deletes these bearer contexts by sending Delete Bearer Request messages to the Serving GW. The Serving GW acknowledge with Delete Bearer Response message.
Editor's note:
Whether additional message is needed between Serving GW and PDN GW is FFS.

7)
As specified in TS 23.401 Clause 5.3.2, if the MME has changed since the last detach, or if it is the very first attach, the MME sends an Update Location to the HSS.
8)
As specified in TS 23.401 Clause 5.3.2, the HSS sends Cancel Location to the old MME with Cancellation Type set to Update Procedure. The old MME acknowledges with Cancel Location Ack and removes the MM and bearer contexts.
9)
As specified in TS 23.401 Clause 5.3.2, if there are active bearer contexts in the old MME for this particular UE, the old MME deletes these bearer contexts by sending Delete Bearer Request messages to the Serving GW. The Serving GW returns Delete Bearer Response message to the MME.

Editor's note:
Whether an additional message is needed between Serving GW and PDN GW is FFS.
10)
As specified in TS 23.401 Clause 5.3.2, the HSS sends Insert Subscriber Data  message to the new MME. By receiving this message, if all checks (including subscription checking, TA validity, etc) are successful then the MME constructs a context for the UE and returns an Insert Subscriber Data Ack message to the HSS.
Editor' note:
It is FFS if the MN-NAI of the UE is also provided in Step 10.
11)
As specified in TS 23.401 Clause 5.3.2, the HSS acknowledges the Update Location message by sending an Update Location Ack to the MME. If the Update Location is rejected by the HSS, the MME rejects the Attach Request from the UE with an appropriate cause
12)
As specified in TS 23.401 Clause 5.3.2, The MME selects a Serving GW and sends a Create Default Bearer Request (IMSI, MME Context ID, MN-NAI,PDN GW address) message to the selected Serving GW.

Editor's note:
Whether additional parameters are needed is FFS.

Editor's Note:
PDN GW address and Serving GW address selection is as described in the clause "GW selection" in TS23.401

13)
The Serving GW sends Proxy Binding Update to the PDN GW.

Editor's note:
It is FFS whether the Proxy Binding Update suffices to provide equivalent functionality to the GTP "Create Bearer Request" message and if additional messages are needed.
14)
The PDN GW may perform authentication and authorization of the PMA in the Serving GW based on the information received from the AAA server. It is FFS when this step is used, e.g., the PDN GW may have received all needed information before this attachment. If the PMA is successfully authenticated and authorized, the PDN GW allocates a PDN address for the UE.

15)
The PDN GW may interact with the PCRF to get the default PCC rules for the UE in case PCRF is applied in the network. The detail is FFS.
Editor's note:
How the QoS is applied for the IETF based S5 or S8b interface is FFS.

16)
The PDN GW processes the binding update and creates a binding cache entry for the UE. The PDN GW sends Proxy Binding Acknowledgment to the Serving GW including the PDN address allocated for the UE.
17)
The PMIPv6 tunnel is set up between the Serving GW and the PDN GW.
18)
As specified in TS 23.401 Clause 5.3.2, The Serving GW returns a Create Default Bearer Response (PDN Address, Serving GW address for User Plane, Serving GW TEID for User Plane, Serving GW Context ID) message to the MME.
Editor's note:
Whether additional parameters are needed is FFS.
Step 19~22:
attach complete procedures. The detail steps could refer to the description in TS 23.401 Clause 5.3.2.
C.1
Handovers involving S2a interface

C.1.1
Trusted Non-3GPP IP Access to E-UTRAN with PMIPv6 Handover for the Non-Roaming Scenario
The steps involved in the handover from a trusted non-3GPPIP access to E-UTRAN are depicted below for the case of non-roaming and when PMIPv6 is used. It is assumed that while the UE is served by the trusted non-3GPP IP access, a PMIPv6 tunnel is established between the non-3GPP access network and a PDN GW in the evolved packet core.
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Figure C.1.1-1: Handover from Trusted Non-3GPP IP Access to E-UTRAN with PMIPv6 on S2a and S5 interfaces
Editor's Note:
These flows do not show the setup of bearers on S5 interface and interactions with the PCC architecture. These are FFS.

Editor's Note:
It is FFS how the multiple-SDFs are handed-over and whether additional SAE dedicated bearers need to be setup.

NOTE:
The flow here assumes that this is an initial attach of the UE and no bearers for the UE exists in UTRAN.

The steps involved in the handover are discussed below.

1)
The UE uses a trusted non-3GPP access system and is being served by PDN GW.

2)
The UE discovers the E-UTRAN access system and determines to transfer its current sessions (i.e. handover) from the currently used non-3GPP access system to the discovered E-UTRAN access system. The mechanisms that aid the UE to discover the E-UTRAN access system, are specified in section 5.3 (Network Discovery and Selection).

3)
The UE sends an Attach Request which is routed by E-UTRAN to an MME instance in the EPS as specified in TS 23.401.
4)
The MME contacts the HSS and authenticates the UE. As part of the authentication procedure, the IP address of the PDN GW that needs to be used is conveyed to the MME.

5)
After successful authentication, the MME performs location update procedure with HSS as specified in TS 23.401.

Editor's Note:
It is FFS if the HSS interacts with AAA server to provide the IP address of the PDN GW serving the UE.

6)
The MME selects a serving GW as described in TS 23.401 and sends a Create Default Bearer Request (IMSI, MME Context ID) message to the selected Serving GW. It also includes the IP address of the PDN GW which was provided by the HSS.

7)
Based on Create Default Bearer Request from the MME, the Serving GW initiates the PMIPv6 registration procedure towards the PDN GW by sending a Proxy Binding Update according to [8].

Editor's note:
It is FFS whether the Proxy Binding Update suffices to provide equivalent functionality to the GTP "Create Bearer Request" message and if additional messages are required.
8)
The PDN GW responds with a Proxy Binding Ack and updates its mobility binding which effectively switches the PMIPv6 tunnel from the non-3GPP access network to the Serving GW. In the proxy Binding Ack, the PDN GW replies with the same IP address or prefix that was assigned to the UE earlier. A PMIPv6 tunnel exists now between PDN GW and Serving GW.

Editor's Note:
The flows for bearer setup on S5 and interaction with PCRF are FFS.

9)
The Serving GW returns a Create Default Bearer Response message to the MME as specified in TS 23.401. This message also includes the IP address of the UE. This message also serves as an indication to the MME that the binding has been successful.

10)
The MME sends an Attach Accept message to UE through E-UTRAN as specified in TS 23.401.

11)
Radio-bearer and S1-U bearer is setup as specified in TS 23.401.

12)
UE resumes data communication over E-UTRAN.
Editor's Note:
The point at which resources in the trusted non-3GPP access are torn down is FFS.

C.1.2
E-UTRAN to Trusted Non-3GPP IP Access with PMIPv6 Handover for the Non-Roaming Scenario
The steps involved in the handover from E-UTRAN to trusted non-3GPP IP access are depicted below for the case of non-roaming when PMIPv6 is used. It is assumed that while the UE is served by the E-UTRAN, a PMIPv6 tunnel is established between the S-GW and a PDN GW in the evolved packet core.
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Figure C.1.2-1: Handover from E-UTRAN to Trusted Non-3GPP IP Access with PMIPv6 on S2a and S5 interfaces
Editor's Note:
These flows do not show the setup of QoS in the non-3GPP IP access and interactions with the PCC architecture. These are FFS.

Editor's Note:
It is FFS how the QoS bearers on S5 interface are handed-over.

1)
The UE is connected in the E-UTRAN access and has a PMIPv6 tunnel on the S5 interface.

2)
The UE discovers the trusted non-3GPP IP access system and determines to transfer its current sessions (i.e. handover) from the currently used E-UTRAN access to the discovered trusted non-3GPP IP access system. The mechanisms that aid the UE to discover the trusted non-3GPP IP access system, are specified in section 5.3 (Network Discovery and Selection).
3)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are Non-3GPP access specific and are outside the scope of 3GPP.
4)
The EAP authentication procedure is initiated and performed involving the UE, Trusted Non-3GPP IP Access and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved. As part of the authentication procedure, the IP address of the PDN GW that needs to be used is conveyed to PMA in the trusted Non-3GPP IP Access.

Editor's Note:
It is FFS if the AAA Server interacts with the HSS to provide the IP address of the PDN GW serving the UE.

5)
After successful authentication and authorization, the L3 attach procedure is triggered.

6)
PMA function of Trusted Non-3GPP IP Access sends Proxy Binding Update message to PDN GW.


7)
The PDN GW processes the proxy binding update and modifies the  binding cache entry for the UE. The PDN GW confirms the IP address(es) for the UE sending a proxy binding acknowledgement to the PMA function in Trusted Non-3GPP IP Access, including the IP address(es) allocated for the UE.

Editor's note:
Whether the PDN GW should inform the 3GPP AAA server/HSS that it is serving the UE is FFS. It is FFS which entity stores the allocated PDN GW IP Address.

8)
The PMIP tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW.

9)
L3 attach procedure is completed. IP connectivity between the UE and the PDN GW is set for uplink and downlink directions. UE resumes data communication over the trusted non-3GPP IP access system.

Editor's Note:
The point at which resources in the E-UTRAN access are torn down is FFS.

C.1.3
3GPP Access (UTRAN) to Trusted Non-3GPP IP Access with PMIPv6 Handover for the Non-Roaming Scenario
The steps involved in the handover from a 3GPP access (UTRAN) to trusted non-3GPP IP access are depicted below for the case of non-roaming and when PMIPv6 is used.
It is assumed that S5 is GTP based.
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Figure C.3-1: Handover from 3GPP Access (UTRAN) to Trusted Non-3GPP IP Access over S2a with PMIPv6 for non-roaming
1)
The UE discovers the trusted non-3GPP IP access and decides to initiate handover from the currently used UTRAN access to the discovered trusted non-3GPP IP access system. The mechanism that aid the UE to discover trusted non-3GPP IP access, are specified in section on Network Discovery and Selection. At this point both uplink and downlink user data is transmitted via the following: Bearers between UE and source access network, GTP tunnel(s) between source 3GPP access network, Serving GW and PDN GW.
2)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are Non-3GPP access specific and are outside the scope of 3GPP.
3)
The EAP authentication procedure is initiated and performed involving the UE, Trusted Non-3GPP IP Access and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved. As part of the authentication procedure, the IP address of the PDN GW that needs to be used is conveyed to PMA in the trusted Non-3GPP IP Access.
Editor's Note:
It is FFS if the AAA Server interacts with the HSS to provide the IP address of the PDN GW serving the UE.

4)
After successful authentication and authorization, the L3 attach procedure is triggered.
5)
PMA function of Trusted Non-3GPP IP Access sends Proxy Binding Update message to PDN GW.

6)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates IP address for the UE. The PDN GW then sends a proxy binding acknowledgement to the PMA function in Trusted Non-3GPP IP Access, including the IP address(s) allocated for the UE. The IP address allocated is same as that was assigned to UE before over 3GPP access.
7)
The PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW.

8)
L3 attach procedure is completed. IP connectivity between the UE and the PDN GW is set for uplink and downlink direction over the trusted non-3GPP IP access.

9)
Resource clean up for the source 3GPP access is initiated by performing the necessary procedures based on the procedures specified in 3GPP TS 23.060. PDN GW should retain the IP connectivity for the UE.
*** End of Change***
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