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Abstract of the contribution:

This contribution discusses a possible way to optimize the inter 3gpp handover procedure to reduce the latency caused by authentication.
Discussion

In current inter 3GPP handover procedure, the authentication procedure is always needed when the UE attaches to the new system. While the SA3 has agreed that the authentication procedure can be omitted during inter 3GPP handover procedure, it is said as the following: 
To reduce the handover latency, the UE is allowed to access the network via security context transfer. 

Security context is the information on the current state of a UE in the serving system required to re-establish the security association in the target system. Security context includes 
1. Agreed security algorithms between the UE and the serving network, 

2. Agreed/derived encryption and/or integrity protection keys and key identifiers.

3. Security association related information like key lifetime, sequence number, count values etc.

4. The temporary identity issued by the serving network 

Context transfer between 3GPP IP access system and non 3GPP IP access system is more difficult than intra 3GPP systems, because this requires a new reference point between these two access systems. The security context is stored in MME in 3GPP; the position of its place in non 3GPP IP access system is dependent on the type of the non 3GPP IP access system, e.g. in WiMax, it’s stored in the ASN-AGW. If the security context needs to transfer between 3GPP and WiMax, then a new interface between MME and ASN-AGW is needed, which is not preferable.

We notice that the 3GPP IP access system and the non 3GPP IP access system share the same HSS, and also, the information to form the security context is provided by HSS. If the security context is also stored in the HSS when it is camped in the old system, then it can be transferred to the new system from the HSS during handover. See Figure 1:
When UE attaches to the EPC through E-UTRAN, the MME determines that the UE has the ability to access to non 3GPP IP access, and according to its subscriber information, the UE is allowed to do so, the MME computes the MSK for non 3GPP IP access which may occur later. The MME send the MSK and other security information, e.g. the algorithm being selected for authentication, to the HSS, and the MME indicate the UE that the MSK needs to be computed also in UE. How the MSK is derived from the KSAME or IK/CK is left for FFS.

The part below the dashed line of the figure 1 is the handover procedure. The UE initiates handover to non 3GPP IP access, and the non 3GPP IP access system initiate the EAP authentication procedure by asking for the identity of the UE. The non 3GPP IP access system sends the EAP identity to the 3GPP AAA Server, this triggers the 3GPP AAA server to retrieve the authentication vector (or shared key) for the UE. If the UE is attached to 3GPP system, the HSS is aware of this. And if the HSS decides that there’s no necessary to authenticate this UE in the new non 3GPP IP access system, it sends the security context to the AAA (e.g. the MSK), and indicate that no authentication is needed. After get the security context, the 3GPP AAA Server sends the EAP success to the UE. Handover process is executed without authentication.
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Figure 1: Handover from SAE/LTE to non 3GPP IP access

Proposal
It is proposed that the security context is stored in the HSS and transferred to the target system during inter 3GPP handover.
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