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Abstract of the contribution:

This contribution suggests indicating UE to trigger IKEv2 procedure during access authentication procedure if the access network UE using is regarded as untrusted.
1. Introduction
In TS23.402, the S2 interface is divided into two classes: trusted non-3GPP access and untrusted non-3GPP access. And IKEv2 procedure should be executed between UE and ePDG for untrusted non-3GPP access. This paper presents a method to indicate UE to trigger IKEv2 procedure during access authentication procedure if the access network UE using is regarded as untrusted.
2. Discussion
In S2-072566, it discusses that EPS operator can determine the non-3GPP access network is trusted or not based on some criteria, such as the topology of the access network, the RAT type connected with the access network, the business agreements and so on. Besides that, in TS23402, it is described that the PDN GW address will be returned as part of the reply from the 3GPP AAA Server during access authentication for the trusted non-3GPP access and during IKEv2 tunnel establishment procedure for the untrusted non-3GPP access respectively. From the two points above, it is reasonable that AAA server of HPLMN EPS operator or AAA proxy of VPLMN EPS operator is responsible for judging non 3GPP IP access network UE using trusted or not during access authentication procedure and determining whether to return PDN GW information during access authentication.

Therefore, the attach procedure can be performed as following:

Step 1: The initial Non-3GPP access specific L2 procedures are performed. These procedures are Non-3GPP access specific and are outside the scope of 3GPP;
Step 2: The EAP authentication procedure is initiated and performed involving the UE, Access Network and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved. The PDN Gateway address is determined whether to be returned or not according to the access network information AAA server/proxy obtain. For the untrusted access network, AAA server/proxy may indicate UE to trigger IKEv2 procedure during the access authentication procedure; While for trusted access network, PDN GW address is returned;
Step 3: For untrusted access network, IKEv2 is triggered;

Step 4: MIP registration procedure is performed. 
The general attach procedure is illustrated in Figure 1.
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Obviously, the dynamic judging mechanism doesn’t introduce any new procedure since it is executed along with the access authentication procedure. Moreover, this mechanism is quite flexible since the EPS operator can change corresponding configuration on 3GPP AAA server when the trust principle is changed. 

3. Proposal
The following changes are proposed to 23.402 V1.0.0:
Start of First Change

5.4.1
Access Authentication

Non-3GPP access authentication defines the process that is used for Access Control i.e. to permit or deny a subscriber to attach to and use the resources of a non-3GPP IP access which is interworked with the SAE core network and Trust Judging i.e. to judge the non 3GPP access network UE using trusted or not to decide whether to return PDN GW address or not and indicate UE to trigger IKEv2 procedure in case the non-3GPP access network is untrusted. Non-3GPP access authentication signalling is executed between the UE and the 3GPP AAA server/HSS. The authentication signalling may pass through AAA proxies.
If 3GPP based access authentication is required, it is executed across a Wa*/Ta* reference point as depicted in the SAE architecture diagram. Following principles shall apply in this case -
-
Transport of authentication signalling shall be independent of the non-3GPP IP Access technology.

-
Access authentication signalling shall be based on IETF protocols, for e.g., Extensible Authentication Protocol (EAP) as specified in RFC 3748 [11].

-
Access authentication signalling procedures shall be based on the I-WLAN Access Authentication procedures described in TS 33.234 [7].
End of First Change
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