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This paper discusses security issues for MIPv4 FA mode and proposes appropriate changes to TS23.302.
1.  Introduction

This paper discusses MIPv4 FA mode in terms of security and proposes appropriate clarifications and changes to corresponding section of TS23.402.
2. Discussion
Mobile IPv4 FA mode as defined in RFC3344 does not provide good replay protection mechanisms between the MN and the FA. To rectify this issue the IETF has developed RFC3012 which allows the FA and MN to exchange challenge/response type messages as part of the Mobile IP signalling.
Mobile IPv4 as defined in RFC3344 requires that all MIPv4 Registration Request (RRQ) messages are signed with an MN-HA authentication extension which requires a key to be shared between the MN and the HA. RFC3012 extends this mechanism to allow the MN to include an MN-AAA authentication extension instead of MN-HA authentication extension when it does not have a shared key with the HA. The MN-AAA authentication extension, according to RFC3012, is calculated based on the shared key between the MN and the AAA system and thus can be used when communicated with any dynamically allocated HAs. The Ha simply sends the MN-AAA authenticator to the AAA system which authenticates the MN and returns the MN-HA key to be used.
3. Proposal

The following changes are proposed to TS23.402 specification
*** Start of 1st change ***

5.4.2.3.2
Initial Attach procedure with MIPv4 FACoA Mode for non-roaming

In the non-roaming case, MIPv4 [13] is used to setup a MIP tunnel between the Trusted non-3GPP IP Access and the PDN GW.  It is assumed that a Foreign Agent (FA) is located in the Trusted non-3GPP IP Access.  
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Figure 5.4.2.3.2-1. Initial attachment when MIPv4 FACoA mode MM mechanism is used over S2a for non-Roaming

1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are outside the scope of 3GPP.
2)
The Non-3GPP access specific authentication procedure is performed. The authentication procedure between UE and Trusted non-3GPP IP Access is outside the scope of 3GPP.
Editor’s note:   The event that triggers Authentication and Authorization between Non-3GPP IP Access and AAA/HSS depends on the specific type of non-3GPP access system. 

3)
The UE may send an Agent Solicitation (AS) [13] message.

4)
The FA in the Trusted Non-3GPP IP Access sends a Foreign Agent Advertisement (FAA) [13] message to the UE. The FAA message includes the Care-of Address (CoA) of the Foreign Agent function in the FA and the Challenge extension [RFC3012]
5)
The UE sends a Registration Request (RRQ) [13] message to the FA. Reverse Tunnelling shall be requested. This ensures that all traffic will go through the PDN GW. The RRQ message shall include the NAI-Extension [14] and the Challenge extension [RFC3012]. If the UE already has a security association with the PDNGW it includes the MN-HA Authentication extension as per [RFC3344]. Otherwise the MN-AAA Authentication extension [RFC3012] is included instead.
Editor’s note: It is FFS how the UE and the FA are informed of the allocated PDN GW IP address.

6)
The FA processes the message according to [13] and forwards a corresponding RRQ message to the PDN GW. 

7)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW's address. The AAA Access-Request also contains the MN-HA SPI for requesting an MN-HA key, and the timestamp value from the Identification field of the RRQ.

8)   The AAA authenticates the UE via the MN-AAA Authentication extension. The AAA calculates the MN-HA key. The AAA sends a AAA Response including the MN-HA-Shared key (IK).  
Editor’s note: It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

Editor's Note: This step may be unnecessary as the UE will generally have learned its HA address (e.g., in the MIPv4 Registration Reply) and use this in subsequent mobility messages.
8)
The PDN GW allocates an IP address for the UE and sends a Registration Reply (RRP) [13] to the FA, including the IP address allocated for the UE.
Editor’s note: Whether the PDN GW should authenticate the Registration Request message is FFS. It is FFS which entity stores the allocated PDN GW IP Address.

9)
The FA processes the RRP according to [13] and sends a corresponding RRP message to the UE.

10)
IP connectivity from the UE to the PDN GW is now setup. A MIP tunnel is established between the FA in the Trusted Non-3GPP IP Access and the PDN GW.
*** End of 1st change ***






























3GPP

SA WG2 TD


_1243324025.vsd
UE


Trusted Non-3GPP IP Access


PDN GW


2


3


4


5


6


8


HSS/AAA


MIPv4 Agent Solicitation


MIPv4 Registration Reply
(home address)


Authentication


Authentication and Authorization


1


Non-3GPP Specific procedures


MIP Tunnel


9


MIPv4 Foreign Agent Advertisement
(care-of-address)


MIPv4 Registration Request
(UE ID = NAI, reverse tunnel request)


10


MIPv4 Registration Request
(UE ID = NAI, 
reverse tunnel request)


MIPv4 Registration Reply
(home address)


7


AAA-Request


AAA-Response


11



_1241252997.vsd
UE


Trusted Non-3GPP IP Access


PDN GW


2


3


4


5


6


8


HSS/AAA


MIPv4 Agent Solicitation


MIPv4 Registration Reply
(home address)


Authentication


Authentication and Authorization


1


Non-3GPP Specific procedures


MIP Tunnel


9


MIPv4 Foreign Agent Advertisement
(care-of-address)


MIPv4 Registration Request
(UE ID = NAI, reverse tunnel request)


10


MIPv4 Registration Request
(UE ID = NAI, 
reverse tunnel request)


MIPv4 Registration Reply
(home address)


7


Update PDN GW Address



