SA WG2 Temporary Document

Page 5
-


3GPP TSG SA WG2 Architecture — S2#58
S2-072314
25 - 29 June 2007

Orlando, USA
Source:
Telecom Italia, QUALCOMM Europe, Marvell
Title:
DSMIPv6 security over the S2c reference point
Document for:
Approval
Agenda Item:
8.4.2
Work Item / Release:
SAE / Rel-8
Abstract of the contribution:

This contribution compares the two solutions available for protecting DSMIPv6 signalling exchanged between UE and PDN GW over the S2c reference point. Based on the analysis it is concluded that the usage of IPsec (RFC4877) has some notable advantages with respect to the Authentication Protocol (RFC4285) and should be selected as the DSMIPv6 security solution for the Evolved Packet System.
1. Introduction

In TS 23.402 the security model to be used with DSMIPv6 over the S2c interface has been left FFS for a number of meetings. Two different approaches are available: IPsec, as specified in RFC4877 [1], and the so called Authentication Protocol, as specified in RFC4285 [2].
It is now time to take a decision on this issue in order to make relevant progress with a number of procedures in TS 23.402, like non-3GPP network attachment and 3GPP-non-3GPP handover. In fact, as already highlighted in TS 23.402, depending on the selected DSMIPv6 security model, some message flows designed for the S2c interface may need to be reworked. 

This contribution compares the available approaches and proposes, as a way forward, the selection of IPsec as the security solution for DSMIPv6 in the EPS, ruling out RFC4285. Since this choice is motivated based on various architectural considerations, and not just security implications, it is the understanding of the authors that this decision should be taken in SA2, and then double checked with SA3, rather than being completely delegated to SA3.
2. Discussion

2.1 Solutions to secure MIPv6 signalling

There are two different ways of securing Mobile IPv6 (or Dual-Stack Mobile IPv6) signalling: one is based on IPsec (RFC4877) and the other on a MIPv6-specific Authentication Protocol (RFC4285).

IPsec-based MIPv6 architecture

In Mobile IPv6 the Mobile Node and the Home Agent must share a security association in order to protect Binding Updates and Binding Acknowledgments. RFC 3775 mandates the usage of IPsec in order to protect Mobile IPv6 signaling: ESP (Encapsulated Security Payload) is the recommended protocol for that purpose.  While ESP provides a means of both encryption and integrity protection, the use of encryption for MIPv6 signaling is optional.
Since in the network of a mobile operator it would not be feasible to statically pre-configure IPsec Security Associations between any MN and the assigned HA, there is the need for a solution to dynamically set-up the SAs between MNs and HAs. The approach selected by the IETF to cope with that issue is based on the usage of IKEv2 (see Figure 1): the HA authenticates the MN relying on a backend AAA server; the authentication process in based on an EAP exchange, that is transported over IKEv2 on the MN-HA path and on a AAA protocol on the HA-AAA path. MN’s authentication can be based on any EAP method, including EAP-SIM or EAP-AKA for SIM/USIM-based authentication. At the successful completion of the EAP authentication, the HA receives from the AAA server the keying material needed to complete the IKEv2 exchange and establishes the child SAs for protecting MIPv6 signalling.

The solution is very similar to the PDG tunnel establishment mechanism for I-WLAN. This implies that the usage of IPsec for Mobile IPv6 signaling may not require any additional functionality in the UE, as the UE may already support EAP, IKEv2 and IPsec based on I-WLAN specification. Moreover, as the encryption of MIPv6 signaling is optional, the usage of IPsec for this purpose cannot be considered a heavy computational procedure for the UE, and to have a negligible impact on power consumption in the UE.
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Figure 1 – IPsec-based MIPv6 architecture

RFC4285-based MIPv6 architecture
An alternative solution (RFC4285) is based on a MIPv6-specific mobility message authentication option that is added to MIPv6 signaling messages. The solution is very similar to what has been previously defined for Mobile IPv4: the MN and the HA share a security association that is not based on IPsec but on a shared key. Such a Security Association consists of a mobility Security Parameter Index (SPI), a shared key, an authentication algorithm, and the replay protection mechanism in use. Basically the MN and the HA share a key that is used to authenticate binding messages through an option named MN-HA Mobility Message Authentication Option.

As for IPsec, there is a need to define a way to dynamically set-up the security association between MN and HA. This is accomplished relying on another key shared between the MN and the AAA server of the home domain (see Figure 2). 
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Figure 2 – RFC4285-based MIPv6 architecture
The initial Binding Update sent by the MN includes a MN-AAA Mobility Message Authentication Option and is forwarded by the HA to the AAA server via a Diameter or RADIUS exchange; the AAA server authenticates the Binding Update based on the key shared with the MN and sends to the HA the output of the authentication step. Moreover, a direct Security Association between the MN and the HA can then be set-up leveraging the Security Association shared by the MN and the AAA server (see for example the mechanism described in [3]). In that way, subsequent BU/BA exchanges can be protected using the MN-HA Mobility Message Authentication Option, with not need to get in touch with the backend AAA server all the times.

2.2 Comparison between IPsec-based and RFC4285-based MIPv6

In the following the solutions for securing MIPv6 signalling presented in the previous section are compared against various criteria, with the objective to identify the best approach for the Evolved Packet System. 

Resources needed on the PDN GW

If IPsec is used to secure MIPv6 signalling, before being able to register with the PDN GW the UE has to undertake an IKEv2 exchange to establish the IPsec SA with the PDN GW. In order to minimize the handover latency, that should be done advance, before the actual movement takes place. This implies the PDN GW has to maintain IPsec SAs for all the UEs employing host-based mobility, even though some of them may not face any 3GPP-non-3GPP mobility event. This may cause an increase of the memory and processing resources requested on the PDN GW. Nonetheless, it should ne noted that:
· the PDN GW will have anyway a lot of state for the UE and the IPsec SA may not be the heaviest one;

· the risk of establishing IPsec SAs that will never be used can be minimized implementing proper network triggers to set-up the IPsec SA immediately before moving to a non-3GPP access or when a non-3GPP access connected to the EPS is actually available in the area visited by the UE;
· there is on-going work in IETF to completely solve the issue [4] [5]. The idea is that, in order to increase scalability, the UE could establish the IPsec SA with the PDN GW, loose the state on the PDN GW after the expiration of a certain inactivity timeout, and then trigger a procedure for fast resumption of the state when needed.
Signalling overhead over the air interface

If RFC4285 is used, the Mobile IPv6 bootstrapping procedure and the initial registration are as depicted in Figure 2. The assumption is that there is a shared key between the UE and the AAA server and that key is used to derive a Security Association between the UE and the PDN GW. As a result, only two messages are exchanged over the air interface (i.e. BU/BA with the authentication extensions specified in RFC4285).
Instead, the message exchange to bootstrap Mobile IPv6 operation if IPsec is used to protect MIPv6 signalling is defined in [6]. Assuming that UE authentication in IKEv2 is based on EAP-AKA, before getting to the final BU/BA exchange, the UE and the PDN GW have to exchange at least six IKEv2 messages (three round trips): two messages are related to the IKE_SA_INIT procedure, four messages are used for EAP-AKA authentication and the last two messages are used for Home Address configuration. In addition to those, the UE may need to perform an additional EAP Identity exchange if an identity different from the one provided as IDi in the IKEv2 exchange is used. This IKEv2 message exchange clearly represents an extra overhead with respect to RFC4285, but it may have a limited impact on performance, since it occurs only at the initial phase, while, as shown in Figure 1, subsequent registrations take only two messages (i.e. BU/BA), as with RFC4285.
Additional IKEv2 messages may be needed for dead peer detection (one round trip) and to refresh the keys used to authenticate MIPv6 signalling (two round trips). This happens in the following cases:

· if no cryptographically protected messages have been received on the IKE_SA, or any of its CHILD_SAs, at the expiration of a connection timeout, the UE and the PDN GW have to perform a liveness check in order to prevent sending messages to a dead peer. This is achieved delivering an empty INFORMATIONAL message that requires an acknowledgement;

· at the expiration of the lifetime of the IKE_SA, or any of the CHILD_SAs, the UE and PDN GW has to perform rekeying, which involves two round trips, one for creating the new SA and another for removing the old one. Differently from IKEv1, in IKEv2 each end of the SA is responsible for enforcing its own lifetime policy on the SA and rekeying the SA when necessary.

The overhead generated by these message exchanges can be minimized by properly setting the connection timeout and the SA lifetime on both the UE and the PDN GW:

· if the connection timeout is set higher than the BU lifetime, the dead peer detection procedure never takes place. This is because the receipt of cryptographically protected BU and BA ensures liveness of the IKE_SA and all of its CHILD_SA before the expiration of the connection timeout;

· by just increasing the SA lifetime on IKE peers, the frequency of rekeying can be kept very low, with the effect of reducing the impact of that procedure on the efficiency of the air interface.
Anyway, it should be noted that rekeying is an additional feature supported by IPsec. The solution based on RFC4285 does not provide any rekeying functionality, but that comes at the cost of well known security weaknesses, as well explained in the following. So, the lack of support for rekeying in RFC4285 should be regarded more as a drawback, rather done an advantage for the signalling saved over the air interface.
Support for idle mode UEs

A general problem with any host-based mobility solution is that the UE has to periodically retransmit certain signalling messages to refresh the mobility state on the network side, that otherwise would be automatically released at the expiration of the correspondent lifetime. If the visited access supports dormant mode and the UE is in idle state, for performing those retransmissions the UE must necessarily switch to active state. Therefore, if those events are triggered too frequently, the UE may be forced to spend most of the time in active state even though it is not involved in any communication. This should be obviously avoided, since it would negatively impact the battery life.

This issue affects MIPv6 independently of the solution used to protect signalling messages. Nonetheless, while with RFC4285 the only event that can trigger a switch to active state is the delivery of a refresh BU (i.e. a BU sent to refresh the binding cache entry on the PDN GW), with IPsec and IKEv2 that may happen also in case of dead peer detection and/or rekeying. Anyway, it is easy to show that the frequency of unwanted idle to active transitions due to those extra events can be made negligible by properly configuring the UE and the PDN GW. As an example, this can be achieved in the following way:

· as already explained while talking about the overhead over the air interface, if the connection timeout is set higher than the BU lifetime, the dead peer detection procedure never takes place;

· SA rekeying should be carried out when the UE delivers a refresh BU, so that both the events are handled with a single idle to active transition.
Therefore, by properly configuring the UE and the PDN GW, MIPv6 with IPsec and MIPv6 with RFC4285 can guarantee the same performance from the point of view of support for idle mode UEs.
Handover latency

In case the 3GPP access is considered the home link from a MIPv6 perspective, the usage of RFC4285 within the EPS may negatively impact the handover latency, as the security association establishment is performed when the first Binding Update is sent. As previously explained, this requires a round trip with the AAA server for the first handover, which increases the handover latency. The usage of IPsec  completely solves this issue, since the establishment of the MN-HA Security Association, being decoupled from the BU/BA exchange, can be carried out in advance, before the movement takes place.
Interworking with non-3GPP access systems
As described in section 2.1, bootstrapping MIPv6 with RFC4285 requires that the UE and the AAA server of the home domain share a key, to be used to authenticate the UE with the AAA infrastructure and achieve proper authorization of the mobility service based on the user’s service profile. For obvious security reasons, that key cannot be statically configured on the UE and the AAA server. Instead, it should be dynamically derived, in order to guarantee key freshness.

Dynamic UE-AAA key derivation can be achieved leveraging the authentication phase carried out by the UE to gain network access (as specified by WiMAX Forum for Rel1.0 of mobile WiMAX), but that approach requires that the protocol used for network access authentication has the capability to export keys on the UE and the home AAA server. For example, that feature is supported by several EAP methods, like EAP-AKA and EAP-SIM. Nonetheless, not all the non-3GPP accesses that can be connected to the EPS, and are likely to require host-based mobility, have such capability. In particular, dynamic key derivation may not be supported in domestic/public WiFi hotspots, where user authentication is usually based either on web mechanisms (e.g. automatic redirection to a login page) or on very simple L2 checks (e.g. a WEP key pre-configured on the UE NIC and the WiFi access point).
Therefore the usage of RFC4285 may limit the applicability of host-based mobility to a subset of the non-3GPP systems of potential interest for the Evolved Packet System. Instead, the usage of IPsec and IKEv2, as specified by RFC4877, does not have this limitation, since the establishment of the SA between the UE and the PDN GW is completely decoupled from network access authentication.
A possible workaround for RFC4285 would be the usage of the ePDG whenever the UE attaches to a non-3GPP access that does not support key derivation. Nonetheless, that solution has the following drawbacks:

· it forces operators to deploy ePDGs even in scenarios where it would not be strictly necessary, with a potential impact on network cost and complexity;
· it may negatively impact the handover latency, since, before gaining connectivity in the non-3GPP access, the UE has to discover the ePDG and establish an IPsec tunnel with it;

· in order to efficiently handle UE movements in the visited non-3GPP access (i.e. changes of IP subnet), the ePDG has to support mobility on the IPsec tunnel towards the UE (e.g. using MOBIKE), which someway duplicates a functionality that is already available on the PDN GW.

Support for additional features
The usage of IPsec and IKEv2 for securing MIPv6 signalling allows the PDN GW to authenticate the UE based on SIM/USIM. Moreover, once established, the IPsec SA between the UE and the PDN GW can be used also to cipher all the data traffic exchanged by the UE through the PDN GW, with no need to deploy an ePDG. This is potentially useful for PDN access over the S2c reference point, which represents an interesting solution for connecting to a certain PDN from access systems that do not support PMIPv6 (e.g. domestic/public WiFi hotspots).
The availability of an IPsec SA between UE and PDN GW also enables the usage of MIPv6 Route Optimization based on the Return Routability procedure, since it allows ciphering of Home Test Init (HoTI) and Home Test (HoT) messages on the UE-PDN GW path. Although the usage of Route Optimization is not foreseen in the current architecture, that might be useful to evolve the system in the longer term.
Security

The security mechanism specified in RFC4285 is not a standard solution in IETF. This is clarified in the following note from the IESG that is included in that RFC:
IESG Note

   This RFC is not a candidate for any level of Internet Standard.  RFC

   3775 and 3776 define Mobile IPv6 and its security mechanism.  This

   document presents an alternate security mechanism for Mobile IPv6

   used in 3GPP2 networks.

   The security properties of this mechanism have not been reviewed in

   the IETF.  Conducting this review proved difficult because the

   standards-track security mechanism for Mobile IPv6 is tightly

   integrated into the protocol; extensions to Mobile IPv6 and the core

   documents make assumptions about the properties of the security model

   without explicitly stating what assumptions are being made.  There is

   no documented service model.  Thus it is difficult to replace the

   security mechanism and see if the current protocol and future

   extensions meet appropriate security requirements both under the

   original and new security mechanisms.  If a service model for Mobile

   IPv6 security is ever formally defined and reviewed, a mechanism

   similar to this one could be produced and fully reviewed.

   Section 1.1 of this document provides an applicability statement for

   this RFC.  The IESG recommends against the usage of this

   specification outside of environments that meet the conditions of

   that applicability statement.  In addition the IESG recommends those

   considering deploying or implementing this specification conduct a

   sufficient security review to meet the conditions of the environments

   in which this RFC will be used.

Several Internet Drafts, such as [7], have documented the weaknesses of RFC4285. Without going into the details of those analyses, the drawbacks identified include
· no algorithm agility, as the solution does not provide a mean to negotiate the authentication algorithm to be used;

· no possibility of protected identity exchange, causing privacy concerns;

· no cryptographic key separation, as the MN-AAA key is used for both BU authentication and child keys derivation;

· weak replay protection mechanism.

3. Proposal
Based on the previous discussion, it is possible to conclude that:

· the usage of IPsec and IKEv2 for securing MIPv6 signalling decouples MIPv6 bootstrapping from network access authentication, which is a relevant advantage from architectural point of view, since it allows to bootstrap MIPv6 protocol operations from any non-3GPP access system, supporting or not supporting key derivation;

· IPsec guarantees a lower handover latency, since the MIPv6 Security Association (SA) between the UE and the PDN GW can be established in advance, before the movement takes place;

· IPsec is the standard solution selected by the IETF for securing MIPv6. Instead, RFC4285 is not a standard solution in IETF and has several well known security weaknesses;

· IPsec enables additional features of potential interest for operators (e.g. the PDN GW can authenticate the UE based on SIM/USIM);

· the commonly mentioned limitations of IPsec and IKEv2 when used in wireless networks, like the larger state requested on the network side, the additional signalling over the air interface and the sub-optimal support for dormant mode, can be largely mitigated by proper configuration of UE and PDN GW. Moreover, it should be noted that most of those issues could be completely solved employing solutions that are work in progress in IETF;

· the main, and only, advantage of the mechanism defined in RFC4285 compared to IPsec and IKEv2 is that it requires fewer roundtrips for establishing the MIPv6 SA. However, this advantage should be carefully evaluated since it applies only during the establishment of the SA, i.e. very rarely. Moreover, as explained above, the single round-trip needed to establish the MIPv6 SA based on RFC4285 in on the critical path of handover, and therefore increases the handover latency experienced by the user.
It is therefore proposed that the solution based on IPsec and IKEv2, as documented in RFC4877, is selected as the security solution for DSMIPv6 over the S2c interface, since it provides a number of architectural advantages with respect to RFC4285, allows stronger security and guarantees more flexibility in view of the future evolution of the Evolved Packet System.
Annex A proposes some text to capture this assumption in TS 23.402.
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5.1.1.3
Protocol options for S2c

The following protocol shall be supported on S2c:

-
DSMIPv6, with IPsec and IKEv2 used to secure mobility signaling, as specified in RFC4877 [18]
Editor’s note:  Support for MIPv4 CCoA mode is considered for further study.

The figure below illustrates the control plane for Mobility Management (MM) and the user plane.
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Figure 5.1.1.3-1. Protocols for MM control and user planes of S2c for the DSMIPv6 option

Legend:

-
According to terms defined in MIPv6 RFC3775 [14], the functional entities terminating both the control and user planes are denoted MN (Mobile Node) in the UE, and HA (Home Agent) in the Gateway.

-
The MM control plane stack is MIPv6 RFC3775 [14] with Dual Stack Extensions [10] over IPv6. IPv6 packets may be encapsulated in IPv4 when an IPv4 transport network is employed.

-
The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network.

-
The tunnelling layer implements IP encapsulation applicable for MIPv6 as defined in RFC3775 [14]. In some cases the tunnelling layer may be transparent.

<<< END OF SECOND CHANGE TO 23.402 >>>
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