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This paper defines the call flows for handover between 3GPP (EUTRA) and non-3GPP Access Systems over the S2a and S5 (PMIP6) reference points. Since S2a reference point allows both PMIP6 and CMIP4 operations, we address the CMIP4 over S2a case in this document. The PMIP6 case is defined in a separate document.

Introduction
The TS 23.402 includes specification for interworking non-3GPP access systems and SAE systems over S2 interfaces. An important aspect of the interworking specification is the description of the handover to and from SAE systems. In this contribution we propose call flows for handover scenarios using the S2a (CMIP4) and S5 (PMIP6) reference points.

Proposal

The following is proposed to be added to the TR 23.402:

**** Start of 1st set of changes ****

5.6.1.3 Non-3GPP CMIP4 over S2a to 3GPP Handover with PMIP6 over S5 in Non-Roaming Scenario
In this scenario, the session starts in non-3GPP access system using CMIP4 over S2a in a non roaming scenario. Subsequently, the session hands over to the 3GPP EUTRAN that uses PMIP6 over S5.
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Figure 5.6.1.5-1. Non-3GPP S2a (CMIP4 FA-CoA) to 3GPP handover w/ PMIP6 based S5
1) The UE performs access authentication and authorization in the non-3GPP access system. The access authenticator is located in the non-3GPP system (e.g. ASN-GW). The HAAA server in the SAE network authenticates and authorizes the UE for access in the non-3GPP system. The HAAA server sends PDN-GW information to the authenticator in the non-3GPP access system.

2) The Foreign Agent in the non-3GPP access system sends an Agent Advertisement as per RFC 3344. The Agent Advertisement contains FA-CoA. [Note that FA challenge (RFC 3012) is not used in some non-3GPP access systems.].

3) The UE sends CMIP4 RRQ to the Foreign Agent in the non-3GPP network. The .RRQ contains FA-CoA that was sent in step 2, MN-HA AE. If the PDN-GW address is not known to the UE, it sets the HA filed to ALL_ZERO_ONES_ADDRESS. For dynamic HoA assignment, the HoA field in the RRQ is set to 0.0.0.0. The RRQ includes the NAI extension that contains the user’s ID in user@realm format.

4) Upon receiving the RRQ from the UE, the Foreign Agent in the non-3GPP access system processes the RRQ. [Note: in some non-3GPP access systems, the AAA validation is not performed. The PDN-GW assignment happens at step 1,].

5) The Foreign Agent relays the RRQ to the assigned PDN-GW at this step. In some non-3GPP access systems, the Foreign Agent sends the RRQ to the assigned PDN-GW (obtained at step 4) regardless of the value in the Home Agent field in the RRQ. The existence of FA-HA AE in this message is optional. Whether PDN-GW supports CMIP4 registration revocation is FFS.

6) Upon receiving the RRQ, the PDN-GW validates FA-HA AE (if present) and MN-HA AE via AAA transaction. Note: It is FFS what AAA attributes is used [Note: non-3GPP access systems use their own set of vendor specific RADIUS attributes.].

7) The PDN-GW responds back to the FA/UE with CMIP4 RRP. The RRP conations the assigned Home Address (IPv4) and other required fields as dictated by RFC 3344.

8) The UE gets non-3GPP access service using its IPv4 address.

9) The UE decides to attach to the 3GPP access system (EUTRAN). The attachment procedure is as described in section 5.3.2 in TS 23.401.

10) Optional Authentication and Authorization with the HSS takes place. The HSS sends the currently assigned PDN-GW information to the MME. Additionally APN and NAI information is also sent to the MME at this point.

11) The MME sends Create Bearer Request message to the SSAE-GW. In this message the MME passes the MME context ID and the APN to be used and the address of the PDN-GW address to the SSAE-GW. The message also contains information of the UE’s identification to be used for registering with the PDN-GW (e.g. NAI). The SSAE-GW selection procedure is as per TS23.401.

12) The SSAE-GW acts as the Mobile Access Gateway (MAG) and sends a Proxy BU to the selected PDN-GW to register a new pCoA (Proxy CoA) which is the address of the MAG/SSAE-GW). The PBU should be protected by the pre-established IPsec SA between the SSAE-GW and the PDN-GW. It is FFS whether authentication protocol based PMIP6 operation over the S5 interface is allowed. The PBU contains the MN Identifier extension, PDN Descriptor (FFS: new MO?) among other mandatory fields. Note that the PBU contains the IPv4 Home Address option.

13) Upon receiving the PBU from the SSAE-GW, the PDN-GW ensures the validity of the SSAE-GW’s security association. The PDN-GW also detects that the UE is moving from non-3GPP access to 3GPP access. If this necessitates further authorization by the HAAA/HSS the PDN-GW may perform AAA transactions. The PDN-GW also downloads PCC rules that might have been updated due to change of RAT-type.

14) Upon successfully processing the PBU, the PDN-GW responds back to the SSAE-GW with a PBA. The PBA contains the assigned HoA in the IPv4 Home Address option which is the same IPv4 HoA the UE was using in non-3GPP access systems.

15) S1-U bearer, Radio bearer, and Attach Completion happen in the EUTRAN. The UE receives the same IPv4 address i.e. HoA that it was using in non-3GPP access systems.

16) The UE continues with the IP services using the IPv4 address over 3GPP access as usual.

5.6.1.4 3GPP PMIP6 over S5 to non-3GPP w/ CMIP4 over S2a Handover in Non-Roaming Scenario
In this scenario, the session starts in 3GPP access system using PMIP6 over S5. The session hands over to non-3GPP access system that uses CMIP4 over S2a.
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Figure 5.6.1.6-1. 3GPP S5 with PMIP6 to non-3GPP CMIP4 FA-CoA over S2a Handover
1) The UE initiates attachment procedures to the 3GPP access system (EUTRAN). The attachment procedure is as described in section 5.3.2 in TS 23.401. Authentication and Authorization with the HSS takes place. The HSS sends the PDN-GW information to the MME. Additionally APN and NAI information is also sent to the MME at this point.

2) The MME sends Create Bearer Request message to the SSAE-GW. In this message the MME passes the MME context ID and the APN to be used and the address of the PDN-GW to the SSAE-GW. The message also contains information of the UE’s identification to be used for registering with the PDN-GW (e.g. NAI). The SSAE-GW selection procedure is as per TS23.401. 

3) The SSAE-GW acts as the Mobile Access Gateway (MAG) and sends a Proxy BU to the selected PDN-GW to register the pCoA (Proxy CoA) which is the address of the MAG/SSAE-GW) and obtain an IPv4 address for the UE. The PBU should be protected by the pre-established IPsec SA between the SSAE-GW and the PDN-GW. It is FFS whether authentication protocol based PMIP6 operation over the S5 interface is allowed. The PBU contains the MN Identifier extension, PDN Descriptor (FFS: new MO?) among other mandatory fields. Note that the PBU contains the IPv4 Home Address option. Upon receiving the PBU from the SSAE-GW, the PDN-GW ensures the validity of the SSAE-GW’s security association. If this necessitates further authorization by the HAAA/HSS the PDN-GW may perform AAA transactions. The PDN-GW also downloads PCC rules.

4) Upon successfully processing the PBU, the PDN-GW responds back to the SSAE-GW with a PBA. The PBA contains the assigned IPv4 HoA in the IPv4 Home Address option.

5) S1-U bearer, Radio bearer, and Attach Completion happen in EUTRAN. The UE receives the IPv4 address that was assigned by the PDN-GW at step 4.

6) The UE gets 3GPP access service using its IPv4 address.

7) The UE decides to attach to the non-3GPP access system. 

8) The UE performs access authentication and authorization in the non-3GPP access system. The access authenticator is located in the non-3GPP system. The HAAA server in the SAE network authenticates and authorizes the UE for access in the non-3GPP system. The HAAA server sends PDN-GW information (the same PDN-GW that is serving the UE) to the authenticator in the non-3GPP access system.

9) The Foreign Agent in the non-3GPP access system sends an Agent Advertisement as per RFC 3344. The Agent Advertisement also contains FA-CoA. [Note that the FA challenge (RFC 3012) is not used in some non-3GPP access systems.].

10) The UE sends CMIP4 RRQ to the Foreign Agent in the non-3GPP network. The .RRQ contains FA-CoA that was sent in step 9, MN-HA AE. If the PDN-GW address is not known (most likely scenario) to the UE, it sets the HA filed to ALL_ZERO_ONES_ADDRESS. The HoA field is set to the IPv4 address that the UE is using. The RRQ includes the NAI extension that contains the user’s ID in user@realm format.

11) Upon receiving the RRQ from the UE, the Foreign Agent in the non-3GPP access system processes the RRQ. [Note: in some non-3GPP access systems, the AAA validation is not performed. The PDN-GW assignment happens at step 8 in these systems],

12) The Foreign Agent relays the RRQ to the assigned PDN-GW at this step. The Foreign Agent sends the RRQ to the assigned PDN-GW (at step 11) regardless of the value in the Home Agent field in the RRQ. The existence of FA-HA AE in this message is optional. Whether PDN-GW supports CMIP4 registration revocation is FFS.

13) At this point the PDN-GW detects that the UE has moved from 3GPP access to non-3GPP access.

14) Upon receiving the RRQ, the PDN-GW validates FA-HA AE (if present) and MN-HA AE via AAA transaction. [Note: It is FFS what AAA attributes is used (non-3GPP access systems use their own set of vendor specific RADIUS attributes)].

15) The PDN-GW responds back to the FA/UE with CMIP4 RRP. The RRP conations the assigned Home Address (IPv4) and other required fields as dictated by RFC 3344.

16) The UE continues with the IP services using the IPv4 HoA over non-3GPP access as usual.

**** End of 1st set of changes ****
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