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1. Introduction
This contribution discusses the principles of how the APN should be utilized and handled in the Attach and Default bearer establishment procedures taking into account the related integrity and confidentiality aspects. 

A corresponding text proposal to TS 23.401 is also made
2. Discussion
2.1 Role and Origin of APN

The MME uses the APN information for directing the UE's connection towards a suitable PDN GW.  The MME can receive the APN information from two sources:
· From the HSS as part of the subscriber profile. 

· From the UE based e.g. on the user service selection

· The UE may also provide the so-called Protocol Configuration Options (PCO). The PCO contain further information for the PDN GW on the usage of external protocols 

2.2. Integrity of APN:

Each APN is associated with some specific characteristics, e.g. specific charging principles. Data transmitted via one APN may be more expensive than the same data transmitted via some other APN. Therefore it is crucial that the APN information based on which the connection is established is authentic. 
If the APN is retrieved from HSS, the integrity of the information can be assumed. If the APN is received from the UE, the operator should be able to verify that the APN information is indeed coming from the subscriber, i.e. the APN shall be integrity protected. The same integrity requirement applies also to the PCO.
As the APN is part of the NAS signalling, this implies that NAS signalling security is established before the UE transmits the APN over the air.

2.3 Confidentiality of APN:

The APN to connect to may, in some cases, be considered as private information, since it can reveal information related to the accessed service. To ensure the appropriate level of privacy, the APN (and PCO) should be encrypted when sent over the air. As the APN is part of NAS signalling, this implies, similarly to Section 2.2, that NAS signalling security is established before the UE transmits the APN over the air.

3. Proposal
It is proposed that the following principles are agreed for handling of the APN at LTE Attach and Default bearer establishment:

· The APN may be sent over the air by the UE only after NAS signalling security is established

· If default bearer establishment is executed contextually to the Attach procedure, the MME gets to know the APN from the Subscriber Data received from HSS

It is proposed to update the LTE Attach signalling flow description as indicated in Annex A of this contribution

Annex A

************ Start – First Modification in 23.401 ************* 

5.3.2
Attach procedure
[FIGURE NOT SHOWN HERE]

1)
The UE initiates the Attach procedure by the transmission an Attach Request (IMSI or S‑TMSI and old TAI, Selected Network) message to the eNodeB. IMSI shall be included if the UE does not have a valid S‑TMSI available. If the UE has a valid S-TMSI, S-TMSI and the old TAI associated with S-TMSI shall be included. Selected Network indicates the network that is selected.

Note: APN information can not be included byUE to the Attach Request message, as the APN may be sent over the air only after NAS signalling security is established. If default bearer establishment is executed contextually to the Attach procedure, the MME gets to know the APN from the Subscriber Data received from HSS

2)
The eNodeB derives the MME from the S-TMSI and from the indicated Selected Network. If no MME can be derived the eNodeB selects an MME as described in clause "MME selection function". The eNodeB forwards the Attach Request message together with an indication of the Cell Global Identity of the cell from where it received the message to the new MME.
************ End – First Modification in 23.401 ************* 






















































































































