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Abstract of the contribution:

This contribution proposes mechanisms to achieve gateway selection for hand-off procedures from non-3GPP networks in the case where the gateway has already been determined and must now be located in order for the hand-off procedure to succeed.
Discussion

As discussed in [S2-07xxxx], there are cases in which a HA (PDN Gateway) has already been selected for a UE and this infomration must be determined in order for operations to proceed on S2.  This document proposes high-level interactions with the 3GPP AAA Server to assure that this HA location may be determined.  

This document does not consider the problem of initial HA (PDN Gateway) selection per se.  That problem is considered FFS.  It suffices for this proposal to claim 

(a) that initial HA (PDN Gateway) selection will be made and

(b) that the entity makes this determination will have a reference point to the 3GPP AAA infrastructure.  

In support of (b), please note that reference points to the 3GPP AAA Server exist in the non-roaming case from the PDN Gateway  (S6c), from the ePDG (Wm*), from untrusted non-3GPP access systems (Wa*) and from trusted non-3GPP access systems (Ta*).  In the roaming case, the serving gateway shares a reference point to the 3GPP AAA Proxy (S6d) as do the ePDG (Wm*), untrusted non-3GPP access systems (Wa*), and trusted non-3GPP access systems (Ta*).

The protocol choice at a high level should be AAA (for example [1] or [2]) for these interfaces, but the specifics are left to Stage 3.  

It is however clear from existing and emerging standards from the IETF that it is quite feasible to communicate the HA location to and from the AAA infrastructure.  In [3] a set of RADIUS attributes with Diameter AVP assignments are presented for configuring a MN with mobility parameters, including the HA address.  These same attributes could be used in to support non-3GPP access procedures.  The case where the HA is dynamically assigned or located, where Diameter supports MIPv4, is discussed in [4].  Here a Home-Agent-MIP-Request encapsulates a Registration Request message and routes it to the assigned Home Agent.

The changes in the Proposal section of this document include:

1. Updating the description of the AAA interfaces to include obtaining configuration information.

2. Including a reference to Diameter.

3. Ensuring that the HA (PDN Gateway) when it is assigned is registered with the 3GPP AAA Server (or Proxy).

4. Noting that the HA (PDN Gateway) destination is selected by means of a request to the 3GPP AAA Server (or Proxy).
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Proposal

NOTE:  CHANGES TO PROCEDURES SHOULD ALSO ENTAIL CHANGES TO THE CORRESPONDING FIGURE.  THIS HAS NOT YET BEEN DONE.

The following changes are to be made to 23.402:

To section 4.5.1 change:

S6c:
It is the reference point between SAE Gateway in HPLMN and 3GPP AAA server for mobility related authentication and information exchange if needed.  

S6d:
It is the reference point between SAE Gateway in VPLMN and 3GPP AAA Proxy for mobility related authentication and information exchange if needed.  
S7:
It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement Point (PCEF). The allocation of the PCEF is FFS. 
S8b:
It is the roaming interface in case of roaming with home routed traffic. It provides the user plane with related control between SAE Gateways in the VPLMN and HPLMN.
S9: 
Indicates the roaming variant of the S7 reference point for the enforcement in the VPLMN of dynamic control policies from the HPLMN.
SGi: 
It is the reference point between the SAE Gateway and the packet data network. Packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. for provision of IMS services. This reference point corresponds to Gi and Wi functionalities and supports any 3GPP and non-3GPP access systems.
Wa*:
It connects the Untrusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization, mobility related parameters and charging-related information in a secure manner. Differences compared to Wa as defined in Fehler! Verweisquelle konnte nicht gefunden werden. are FFS.  

Ta*:
It connects the Trusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization, mobility related parameters and charging-related information in a secure manner. 

Wd*:
It connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server. Differences compared to Wd as defined in Fehler! Verweisquelle konnte nicht gefunden werden. are FFS.

Wm*:
This reference point is located between 3GPP AAA Server/Proxy and ePDG and is used for AAA signaling (transport of mobility parameters, tunnel authentication and authorization data). Differences compared to Wm as defined in Fehler! Verweisquelle konnte nicht gefunden werden. are FFS.

Wn*:
This is the reference point between the  Untrusted Non-3GPP IP Access and the ePDG. Traffic on this interface for a UE initiated tunnel has to be forced towards ePDG. The existence of an entity corresponding to WAG in I-WLAN and its impact on Wn* is FFS.

To section 5.4.2 add:

5.4.2
SAE-GW Selection and IP address allocation

<This section specifies selection of SAE-GW for PDN access and allocation of IP address applied when connecting non-3GPP accesses to the SAE core. >
When SAE GW selection is performed, the result is communicated to the 3GPP AAA Server.  This allows this information to be accessed subsequently from the 3GPP AAA Server or 3GPP AAA Proxy in support of procedures requiring this information.

Editor’s note: Initial attach will be covered in this section.

Initial network attach and network selection procedures are carried out as described in section “Network Discovery and Selection”.
5.4.2.1 
Initial Attach on S2a
To section 5.4.2.1.2 change:

<modify the figure to include the new step 7 'Address Assignment Request' and 8 'Address Assignment Answer' from the PDN SAE GW tothe HSS/AAA server>

Figure 5.4.2.1.2-1. Initial attachment when MIPv4 FA mode MM mechanism is used over S2a for non-Roaming

1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are outside the scope of 3GPP.
2)
The Non-3GPP access specific authentication procedure is performed. The authentication procedure between UE and Trusted non-3GPP IP Access is outside the scope of 3GPP.
Editor’s note:   The event that triggers Authentication and Authorization between Non-3GPP IP Access and AAA/HSS depends on the specific type of non-3GPP access system. How PDN SAE GW is resolved is FFS.
3)
The UE may send an Agent Solicitation (AS) [13] message.

4)
The FA in the Trusted Non-3GPP IP Access sends a Foreign Agent Advertisement (FAA) [13] message to the UE. The FAA message includes the Care-of Address (CoA) of the Foreign Agent function in the FA.

5)
The UE sends a Registration Request (RRQ) [13] message to the FA. Reverse Tunnelling shall be requested. This ensures that all traffic will go through the PDN SAE GW. The RRQ message shall include the NAI-Extension [14].

Editor’s note: It is FFS how the UE is informed of the allocated PDN SAE GW IP address.

6)
The FA processes the message according to [13] and forwards a corresponding RRQ message to the PDN SAE GW. 
7)
The PDN SAE GW informs the 3GPP AAA Server that is serving the UE the address of the selected PDN SAE GW.

8)
The 3GPP AAA Server responds, acknowledging the request from the PDN SAE GW.
9)
The PDN SAE GW allocates an IP address for the UE and sends a Registration Reply (RRP) [13] to the FA, including the IP address allocated for the UE.
Editor’s note: Whether the SAE PDA GW should authenticate the Registration Request message is FFS. It is FFS which entity stores the allocated PDN SAE GW IP Address.

10)
The FA processes the RRP according to [13] and sends a corresponding RRP message to the UE.

11)
IP connectivity from the UE to the PDN SAE GW is now setup. A MIP tunnel is established between the FA in the Trusted Non-3GPP IP Access and the PDN SAE GW.
To section 5.4.2.1.3 change:

<add in the new step 5 'Address Assignment Request' and 6 'Address Assignment Answer from the PDN SAE GW to the AAA/HSS and the reverse>

Figure 5.4.2.1.3-1. Initial attachment with Network based MM mechanism over S2a for non-roaming
1)
The initial Non-3GPP access specific  L2 procedures are performed. These procedures are Non-3GPP access specific and are outside the scope of 3GPP;
2)
The EAP authentication procedure is initiated and performed involving the UE, Trusted Non-3GPP IP Access and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved;

3)
After successful authentication and authorization, the L3 attach procedure is triggered;

Editor’s note: How PDN SAE GW is resolved is FFS.

Editor’s note: The details of this step including selection of PMIP vs CMIP is FFS. 

4)
PMA function of Trusted Non-3GPP IP Access sends Proxy Binding Update message to PDN SAE GW;

Editor’s note: How the Proxy Binding Update message is secured is FFS.
5)
The PDN SAE GW informs the 3GPP AAA Server that is serving the UE of the address of the selected PDN SAE GW.

6)
The 3GPP AAA Server responds, acknowledging the request from the PDN SAE GW.

7)
The PDN SAE GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN SAE GW allocates IP address for the UE. The PDN SAE GW then sends a proxy binding acknowledgement to the PMA function in Trusted Non-3GPP IP Access, including the IP address(s) allocated for the UE;
NOTE: 
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.
Editor’s note: It is FFS which entity stores the allocated PDN SAE GW IP Address.

8)
The PMIP tunnel is set up between the Trusted Non-3GPP IP Access and the PDN SAE GW;

9)
L3 attach procedure is completed. IP connectivity between the UE and the PDN SAE GW is set for uplink and downlink directions;

Editor’s note: The details of this step is FFS
To section 5.4.2.2.2 change:

<modify the procedure flow to include the new inform AAA request step 3 (PDN SAE GW to HSS/AAA) 'Address Assignment Request' and answer, step 4, in the reverse direction 'Address Assignment Answer' >

Figure 5.4.2.2.2-1. Initial attachment when Network based MM mechanism are used over S2b for non-Roaming

NOTE: 
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network.  This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel with may be discovered via DNS query or can be statically configured. The exact mechanism is left FFS. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 Fehler! Verweisquelle konnte nicht gefunden werden..

2)
The ePDG sends the Proxy Binding Update message to the PDN SAE GW.  The proxy binding update message shall be secured. 


Editor’s note: How APN is resolved to a PDN SAE GW is FFS.  If APN should be included in this step is FFS.


Editor’s note: How the Proxy Binding Update message is secured is FFS.
3)
The PDN SAE GW informs the 3GPP AAA Server that is serving the UE of the address of the selected PDN SAE GW.

4)
The 3GPP AAA Server responds, acknowledging the request from the PDN SAE GW.

5)
The PDN SAE GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN SAE GW allocates an IP address for the UE.  The PDN SAE GW then sends a proxy binding ack to the ePDG, including the IP address allocated for the UE.


NOTE: If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.


Editor’s note: It is FFS which entity stores the allocated PDN SAE GW IP Address.

6) After the BU is successful, the ePDG is authenticated by the UE.
To section 5.4.2.2.3 change:

<note: add to the figure the new added step 4 'Address Assignment Request' and 5 'Address Assignment Answer, from PDN SAE GW to the HSS/AAA and back>

Figure 5.4.2.2.3-1. Initial attachment when Network based MM mechanism are used over S2b for Home Routed Roaming with anchored by visited Serving SAE GW

NOTE: 
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel with may be discovered via DNS query or can be statically configured. The exact mechanism is left FFS. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7].

2)
The ePDG sends the Proxy Binding Update message to the Serving SAE GW. The proxy binding update message shall be secured.

Editor’s note: How to select a visited Serving SAE GW is FFS. If APN should be included in this step is FFS.

Editor’s note: How the Proxy Binding Update message is secured is FFS.
3)
The visited Serving SAE GW processes the proxy binding update and creates a binding cache entry for the UE.  Then the visited Serving SAE GW sends the Proxy Binding Update message to the PDN SAE GW using its own address as the PMA address.  The proxy binding update message shall be secured. Note that the binding cache entry on the Service SAE GW does not yet have the UE’s IP address information.  This information will be added to the binding cache entry after step 4.

Editor’s note: How APN is resolved to a PDN SAE GW is FFS. If APN should be included in this step is FFS.
Editor’s note: How the Proxy Binding Update message is secured is FFS.
Editor’s note:.  It is FFS which entity stores the allocated Serving SAE GW IP Address.
4)
The PDN SAE GW informs the 3GPP AAA Server that is serving the UE of the address of PDN SAE GW (selected in step 3.)
5)
The 3GPP AAA Server responds, acknowledging the request from the PDN SAE GW.

6)      The PDN SAE GW processes the proxy binding update and creates a binding cache entry for the UE. .  The PDN SAE GW allocates an IP address for the UE. The PDN SAE GW then sends a proxy binding ack to the Serving SAE GW, including the IP address allocated for the UE.  Once the Serving SAE GW processes the proxy Binding Ack, it stores the UE’s IP address information in the binding cache entry.

NOTE: If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor’s note: It is FFS which entity stores the allocated PDN SAE GW IP Address.

7)
After the Proxy BU/Proxy BAck is successful, there is a PMIPv6 tunnel setup between the Service SAE GW and the PDN SAE GW.
8)
The ePDG continues with the IKE_AUTH exchange.
9)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.  The IP address sent in the IKEv2 configuration payload is the same address that the ePDG received in the Proxy Binding Ack message.
10)
IP connectivity from the UE to the PDN SAE GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the visited Serving SAE GW. The visited Serving SAE GW then tunnels the packet to the PDN SAE GW. From the PDN SAE GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN SAE GW. The PDN SAE GW tunnels the packet based on the binding cache entry to the visited Serving SAE GW. The visited Serving SAE GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.
Editor’s note: How the Serving SAE GW maps the two PMIP tunnels, one from the ePDG to the Serving SAE GW and one from the serving SAE GW to the PDN SAE GW based on the UE’s address is FFS.
To section 5.4.2.2.4 change:

<modify the figure to add a new step 6 'Address Assignment Request' and step 7 'Address Assignment Request', from the SAE GW to the HSS/AAA and back again>
Figure 5.4.2.2.4-1. Initial attachment when Host based MM mechanism are used over S2b for non-Roaming

The UE is authenticated and authorised to access the Untrusted Non-3GPP Access network, After the authentication, UE is configured with Local IP Address from the access network domain. Local IP Address is used as Source IP address to initiate Tunnel Establishment Procedure using IKEv2 [9].

1)
The IKEv2 tunnel establishment procedure is started.. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 Fehler! Verweisquelle konnte nicht gefunden werden..


Editor’s note: The IP address discovery of the ePDG is FFS.


Editor’s note: How APN is resolved to a PDN AGW is FFS. If APN is involved in PDN AGW selection is FFS.


Editor’s note: If a relation between ePDG discovery and PDN AGW discovery is required is FFS. 

2)
The ePDG sends the final IKEv2 message with the assigned IP address in IKEv2 Configuration payloads.

3)
IPsec Tunnel between the UE and ePDG is now setup.

4)
The security association is established between UE and PDN AGW to secure the Binding Update messages between UE and PDN GW.


Editor’s note: Protocols for Security Association Setup and PDN AGW IP Address Configuration is FFS.

4)
The UE sends the Binding Update message to the PDN AGW.  The Binding Update is as specified in Fehler! Verweisquelle konnte nicht gefunden werden.

Editor’s note: It is FFS how the UE is informed of the allocated PDN AGW IP address.
5)
The PDN AGW processes the binding update and creates a binding cache entry for the UE.  The PDN AGW allocates an IP address for the UE.  The PDN AGW then sends a binding ack to the UE, ‘including the IP address allocated for the UE.

NOTE: If UE requested for both IPv4 and IPv6 addresses, both IPv4 and IPv6 addresses are allocated. In the case only IP address of either IPv4 or IPv6 is requested, then IP address of only the requested IP version is allocated.

6)
The SAE GW informs the 3GPP AAA Server that is serving the UE of the adress of the PDN SAE GW selected in step 4.

7)
The 3GPP AAA Server responds, acknowledging the request from the SAE GW.

8)
The IP Connectivity is now setup. 


Editor’s note: It is FFS, if AAA Server/HSS are updated of the service provided by the UE.

5.4.2.3 
Initial Attach on S2c

To section 5.4.2.3.1 change

3)
The PDN SAEGW processes the binding update. During the processing the PDN SAEGW performs authentication and authorization of the user based on the information received from SAE AAA infrastructure, and allocates an IP address or IP addresses for the UE. 

NOTE:
The communication between the PDN SAEGW and the SAE AAA infrastructure during this step is optional, e.g., the PDN SAEGW may have received all needed information for authentication and authorization in step 1.

NOTE: 
The PDN SAEGW allocates only the type(s) of IP address (IPv6 and/or IPv4) that were explicitly requested by the UE.  The PDN SAE GW informs the 3GPP AAA Server of the address of the selected PDN SAE GW.
Editor’s note: The details of IP address allocation is FFS.

Editor’s note  It is FFS which entity stores the allocated PDN SAE GW IP Address.

4)
The PDN SAEGW sends the MIP Binding Ack to the UE, including the IP address allocated for the UE as specified in [10]. 
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