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This document provides a brief overview of certain cable network deployment scenarios. This contribution does not address the full breadth of cable clients and deployment scenarios contained in the related work item, but a key deployment aspect of the work item. Potential IMS enhancement alternatives to support the described deployment scenario are also identified. 

Cable Deployment Scenarios
Cable deployments with minimal client configuration:
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Note: The models are analogous in architecture and security considerations

Successful and expanding cable network deployment models include client types that are purchased by the customer at a variety of retail outlets. These clients are configured with credentials from the manufacturer that demonstrate the product integrity. The client credentials do not, however, link the product to any specific cable operator or subscription. The customer takes the product home and attaches it to the cable network. The client is able to discover the cable network and configuration server to request a subscription, service configuration and service activation. The cable network authenticates the credentials to verify the integrity of the product, then, based upon operator policy, pushes subscription and service configuration to the client. The subscription is activated and the client can then request service to the network. A single authentication architecture is used to push a service subscription to the client and allow the client to register to the network. This results in meaningful operational efficiencies and reduction in operational costs. Notice that the network operator did not need to visit the customers premise to complete the client configuration and subscription activation, and the customer did not need to purchase a product pre-configured by the operator. Any cable operator could have pushed the subscription to the cable qualified product. This deployment model is illustrated in the above diagram
Key operational requirements of this deployment scenario include:
· The customer should expect to be able to bring the product home and receive service by simply attaching the product to the cable network.

· The manufacturer includes credentials in the product that indicate the integrity of the product as qualified per cable specifications.
· The customer should be able to purchase a client without operator pre-configuration. Cable operators can verify the authenticity of the client using manufacturer supplied credentials. This frees the network operator from the expense of pre-configuring products prior to subscription activation. Products travel directly from manufacturer to a retail outlet to the customer without the cable operator needing to intervene. 
· The network operator should be able to push a full service profile to the customer’s product and activate the user’s subscription for the client over the cable network. Subscription and service profile data can be created and activated on an as-needed basis when customers request service.

· The cable operator should be able to further manage and update the client service profile over the lifetime of the subscription. 

· The authentication architecture enables operators to both push a service profile to the user and complete network registration. This maintains the efficiencies of current deployment models.

· In addition, the client configuration process and service activation process must accommodate a customer installed NAT between the client and cable operator network. 
Additional cable deployments:

Note that other deployment models also exist for cable networks, including pre-configured clients with service profiles supplied to customer directly by the cable operator. This deployment model is not the subject of this discussion paper. 

Alternatives for Cable Deployment Models with Minimal Configuration
Three alternatives are discussed for configuring and activating cable clients with minimal configuration as described in the deployment scenario above:
1. Enhance the IMS to support the deployment scenario

2. Use a separate SIP infrastructure to support the deployment scenario

3. Use a non-SIP based infrastructure to support the deployment scenario

Enhancing the IMS for Cable Deployments:
The IMS architecture requires a client to register before it can receive any service. The registration process allows the network to authenticate the client (and vice-versa) and track how to reach the client (e.g., for an incoming session). The registration process is initiated when a client sends a registration request to the IMS network via the P-CSCF. This insecure request is verified by the P-CSCF (as a valid SIP REGISTER), marked as an unauthenticated message and forwarded to the IMS core. A decision is then made to accept or reject the request based on the presence or absence of data subscription. If accepted, the core authenticates the client using a challenge. Successful authentication results in registration and service. The authentication process requires pre-configuration of credentials on the client and provisioning of information in the Service Provider's network. 

In support of the minimal client configuration use case described above, CableLabs has identified and specified enhancements to the IMS that could be used to support dynamic configuration without requiring pre-configuration. The enhancements closely follow the IMS registration model and only require minor changes to support filtering rules and routing procedures for the configuration request. A client without pre-configured credentials sends a configuration request via the P-CSCF. This insecure request is verified (SIP SUBSCRIBE for configuration), marked as unauthenticated and forwarded to the IMS core. A decision is made to accept or reject the request based on service provider policy. If accepted, the IMS core can provide information regarding configuration. 

Following the IMS registration model is beneficial for the security architecture. The IMS network elements (P-CSCF, I-CSCF, S-CSCF) need to address threats (e.g. Denial of Service attacks, impersonations) introduced by the registration process, which includes receipt and transmission of an insecure registration request, described previously. To mitigate the threats, these network elements need to implement measures such as message filtering, throttling and protocol verification. These mitigation techniques will also address the unauthenticated configuration request because the threats are the same. Consequently, the enhancements do not introduce any security threats that do not already exist in, and are not already addressed by, the existing IMS. The result of these enhancements is increased functionality without increasing the security threats or deployment complexity.
It should also be noted that R7 enhancements to the IMS support communication through customer installed NAT devices that reside between the client and the cable network. 

In summary, CableLabs has identified enhancements to the IMS to support dynamic configuration. The enhancements reuse procedures defined for the current IMS registration model and do not impose any major architectural, implementation or security requirements.
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Using a Separate SIP Infrastructure to Support the Deployment Scenario
A second alternative is to use an additional SIP infrastructure (independent of the IMS) to support dynamic configuration. Any infrastructure in addition to the IMS requires additional network elements. It also required new processes and interfaces; for e.g. the clients required a new discovery procedure to identify the alternative infrastructure, network elements required interfaces with the IMS to synchronize data. This infrastructure also needed to address clients behind NAT and Firewall devices, and the associated security threats (e.g. Denial of Service attacks). In other words, this alternative infrastructure would need to implement much of the existing IMS functionality, adding cost and deployment complexity.

Using a non-SIP-based Configuration Mechanism
A third alternative was a non-SIP-based configuration mechanism. Such a mechanism implied an alternative and additional infrastructure and all the associated drawbacks listed in the earlier option. Further, unless the client could utilize existing stacks, potentially XCAP, this implied an additional protocol stack on the client. The use of XCAP alone has drawbacks including a) inability to notify updates to the client (currently handled by SIP), and b) additional pre-configuration on the client to identify the data to retrieve. It should also be noted that using a non-SIP based configuration mechanism for configuration and then a SIP based mechanism for network registration is less efficient than current cable deployments which use a single authentication architecture for both purposes. 
Summary

The cable deployment model described above is successful and expanding in cable networks. To continue support for this deployment model in the PacketCable 2.0 architecture, CableLabs has identified enhancements to the IMS to support dynamic configuration. CableLabs has also identified two alternatives to the enhancing the IMS infrastructure, including using a separate SIP infrastructure and a non-SIP based infrastructure. CableLabs welcomes comments and questions on the deployment model presented and the potential alternative solutions. CableLabs will incorporate SA2 feedback in future CRs meant to provide architectural solutions to the deployment model presented. 
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