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Introduction

This contribution proposes changes to TS 23.203 to introduce a notification about Service Data Flow Detection from PCEF to PCRF. The PCRF may apply such notifications to calculate the appropriate bandwidth for a QoS class or IP CAN bearer, in particular if predefined PCC rules without AF interaction are applied. Furthermore, such Notifications may also be useful to allow the PCRF to notify the AF about the loss and recovery of a bearer for types of IP CAN bearers that do not feature appropriate IP CAN bearer signalling, for instance interactive GPRS PDP contexts or a WLAN bearer.
Discussion

Derivation of Authorized QoS per QoS class or IP CAN bearer at the PCEF
The PCC functionality includes the provisioning of an authorized QoS per IP CAN bearer, or per QoS aggregate.

In a simple mode of operation, operators may want to use predefined PCC rules (either configured at PCEF and activated by the PCRF, or configured at the PCEF) for services, where no application function supporting the Rx interface is available.

Typically, predefined PCC rules for all such allowed services of a user are provisioned at IP CAN session establishment. However, providing IP CAN bearers with QoS for all these services for the entire duration of an IP CAN session may be prohibitively expensive. For instance, a high QoS IP CAN bearer might be required for the entire duration of the IP CAN session, and IP CAN bearers providing the sum of the bandwidths of all PCC rules would be required to allow the simultaneous usage of all services.

A notification about the detection of service data flows would be applied when the PCEF detects the beginning and end of a traffic of a service data flow. Such a notification allows the PCRF to adjust the authorized QoS for the duration of the activity of services matching such predefined PCC rules. This functionality is useful both for network-initiated and UE-initiated bearer setup:

+ For the network-initiated bearer setup, the PCRF may provision a higher aggregate QoS, thus potentially triggering the set-up or modification of an IP CAN bearer by the GW.

+ For the UE-initiated bearer setup, the PCRF may authorize the requested QoS for a short period after requested IP CAN bearer establishment or modification, and monitor if service flows requiring the higher QoS indeed become active. Otherwise, the PCRF may again downgrade the authorized QoS.
AF notifications about loss and recovery of bearer

The SBLP functionality includes a notification of the AF about the service flows affected by the loss or recovery of a bearer. 
The PCC functionality aims to include the SBLP functionality, and broaden the applicability to any type of IP CAN. However, many types of IP CAN do not feature IP CAN bearer level signalling about the loss or recovery of a bearer, for instance I-WLAN.

Even for GPRS, the functionality is limited to higher QoS classes, if it based on GTP signalling: the GGSN is only notified about the loss or recovery of a PDP context with a real-time QoS class (i.e. UMTS traffic class streaming and conversational).
For bidirectional or uplink continuous service flows, a similar functionality can be provided by monitoring if the continuous service flow is interrupted. The notification about service data flow detection would enable the PCRF to notify the AF.
Implementation Considerations
PCC functionality already includes a reporting functionality towards the charging subsystem. Thus, the PCEF is aware if service flows, as described by PCC rules are active at a given point in time, i.e. if matching IP packets are transported. The PCEF can therefore easily notify the PCRF in the same way if service data flow detection begins or ends.
However, to avoid unnecessary Gx signalling load, notifications about service data flow detection should be an option to be enabled or disabled on a per PCC rule basis. For instance, the PCRF may only request the notification for service flows where an AF has requested corresponding notifications, or for service flows corresponding to predefined PCC rules.

Proposed Changes to TS 23.203
1st change

6.2.1.1
Input for PCC decisions

The PCRF shall accept input for PCC decision-making from the PCEF, SPR and if the AF is involved, from the AF, as well as the PCRF may use its own pre-defined information. These different nodes should provide as much information as possible to the PCRF. At the same time, the information below describes examples of the information provided. Depending on the particular scenario all the information may not be available or is already provided to the PCRF.

The PCEF may provide the following information:

-
Subscriber Identifier;

-
IP address of the UE;

-
IP-CAN bearer attributes; 

-
Request type (initial, modification, etc.);

-
Type of IP-CAN;

-
Location of the subscriber;

-
A PDN identifier;

-
IP-CAN bearer establishment mode.
-
Notification about the detection of service data flow(s).
NOTE:
Depending on the type of IP-CAN, the limited update rate for the location information at the PCEF may lead to a UE moving outside the area indicated in the detailed location information without notifying the PCEF.

The SPR may provide the following information for a subscriber, connecting to a specific PDN:

-
Subscriber's allowed services, i.e. list of Service IDs;

-
Information on subscriber's allowed QoS;

-
Subscriber's charging related information;

-
Subscriber category.

The AF, if involved, may provide the following application session related information, e.g. based on SIP and SDP:

-
Subscriber Identifier;

-
IP address of the UE;

-
Media Type;

-
Media Format, e.g. media format sub-field of the media announcement and all other parameter information (a= lines) associated with the media format;

-
Bandwidth;

-
Flow description, e.g. source and destination IP address and port numbers and the protocol;

-
AF Application Identifier;

-
AF Communication Service Identifier (e.g. IMS Communication Service Identifier), UE provided via AF;

-
AF Application Event Identifier;

-
AF Record Information;

-
Flow status (for gating decision);

-
Priority indicator, which may be used by the PCRF to guarantee service for an application session of a higher relative priority.

Editor's note:
Use of a priority indicator may result in conflicts that the PCRF or other PCC function may need to resolve.

In addition, the pre-defined information in the PCRF may contain additional rules based on charging policies in the network, whether the subscriber is in its home network or roaming, depending on the IP-CAN bearer attributes.  

The QoS Class Identifier (see section 6.3.1) in the PCC rule is derived by the PCRF from AF or SPR interaction if available. The input can be SDP information or other available application information, in line with operator policy. 
2nd change

6.2.2.2
Service data flow detection

This section refers to the detection process that identifies the packets belonging to a service data flow:

-
Each PCC rule contains a service data flow template, which defines the data for the service data flow detection;

-
Each service data flow template may contain any number of service data flow filters;

-
Service data flow filters are unidirectional, so that the detection is applied independently for the downlink and uplink directions.

NOTE 1:
A service data flow template may include service data flow filters for one direction, or for both directions.
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Figure 6.3: Relationship of service data flow, packet flow, service data flow template and service data flow filter

Service data flow filters identifying the service data flow may:

-
be a pattern for matching the IP 5 tuple (source IP address, destination IP address, source port number, destination port number, protocol ID of the protocol above IP). In the pattern:

-
a value left unspecified in a filter matches any value of the corresponding information in a packet;

-
an IP address may be combined with a prefix mask;

-
port numbers may be specified as port ranges.

-
extend the packet inspection beyond the IP 5 tuple and look further into the packet and/or define other operations (e.g. maintaining state). Such service data flow filters must be predefined in the PCEF.

NOTE 2:
Such filters may be used to support filtering with respect to a service data flow based on the transport and application protocols used above IP. This shall be possible for HTTP and WAP. This includes the ability to differentiate between TCP, Wireless-TCP according to WAP 2.0, WDP, etc, in addition to differentiation at the application level. Filtering for further application protocols and services may also be supported.

For downlink traffic, the downlink parts of all the service data flow templates associated with the IP-CAN session for the destination address are candidates for matching in the detection process.
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Figure 6.4: The service data flow template role in detecting the downlink part of a service data flow and mapping to IP-CAN bearers

For uplink traffic, the uplink parts of all the service data flow templates associated with the IP-CAN bearer (details according to clause A), are candidates for matching in the detection process.
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Figure 6.5: The service data flow template role in detecting the uplink part of a service data flow

The PCEF shall discard a packet in case there is no service data flow filter of the same direction (i.e. of the IP-CAN session for the downlink or of the IP-CAN bearer for the uplink) detecting the packet.

NOTE 3:
To avoid the PCEF discarding packets due to no matching service data flow template, the operator may apply open PCC rules (with wild-carded service data flow filters) to allow for the passage of packets that do not match any other candidate service data flow template.

Service data flow filters shall be applied in the order of their precedence.
If the notification of the service data flow detection is enabled, either by a request of the PCRF within the corresponding PCC rule, or by configuration within a predefined PCC rule within the PCEF, the PCEF shall notify the PCRF when it begins and ends to detect the service data flow.

3rd change

6.3.1
General

Editor's note-i:
To be filled with relevant information from section 5.2 of TS 23.125.

The Policy and charging control rule (PCC rule) comprises the information that is required to enable the user plane detection of, the policy control and proper charging for a service data flow. The packets detected by applying the service data flow template of a PCC rule are designated a service data flow.

Two different types of PCC rules exist: Dynamic rules and predefined rules. The dynamic PCC rules are provisioned by the PCRF via the Gx reference point, while the predefined PCC rules are directly provisioned into the PCEF and only referenced by the PCRF. 

NOTE:
The procedure for provisioning predefined PCC rules is out of scope for this TS.

Note:
There may be another type of predefined rules that are not explicitly known in the PCRF and not under the control of the PCRF. The operator may define such predefined PCC rules, to be activated by the PCEF on one IP-CAN bearer within the IP-CAN session. 

There are defined procedures for activation, modification and deactivation of PCC rules (as described in clause 6.3.2). The PCRF may activate, modify and deactivate a PCC rule at any time, over the Gx reference point. However, the modification procedure is applicable to dynamic PCC rules only.

The operator defines the PCC rules.

Table 6.3 lists the information contained in a PCC rule, including the information name, the description and whether the PCRF may modify this information in a dynamic PCC rule which is active in the PCEF. The Category field indicates if a certain piece of information is mandatory or not for the construction of a PCC rule, i.e. if it is possible to construct a PCC rule without it.

Table 6.3 The PCC rule information

	Information name
	Description
	Category
	PCRF permitted to modify for a dynamic PCC rule in the PCEF

	Rule identifier
	Uniquely identifies the PCC rule, within an IP-CAN session.

It is used between PCRF and PCEF for referencing PCC rules.
	Mandatory
	no

	Service data flow detection
	This section defines the method for detecting packets belonging to a service data flow.
	
	

	Precedence
	Determines the order, in which the service data flow templates are applied at service data flow detection.
	Mandatory
	yes

	Service data flow template
	A list of service data flow filters for the detection of the service data flow.
	Mandatory
	yes

	Flow Detection Notification Request
	The PCRF indicates if it wishes to be notified if the PCEF begins and ends to detect a stream of packets matching the service data flow filters within the PCC rule
	
	yes

	Charging
	This section defines identities and instructions for charging and accounting that is required for an access point where flow based charging is configured 
	
	

	Charging key
	The charging system (OCS or OFCS) uses the charging key to determine the tariff to apply for the service data flow.
	
	yes

	Service identifier
	The identity of the service or service component the service data flow in a rule relates to.
	
	yes

	Charging method
	Indicates the required charging method for the PCC rule.

Values: online, offline or neither.
	Mandatory
	no

	Measurement method
	Indicates whether the service data flow data volume, duration, combined volume/duration or event shall be measured.

This is applicable for reporting, if the charging method is online or offline.

Note: Event based charging is only applicable to pre-defined PCC rules.
	
	yes

	Application Function Record Information
	An identifier, provided from the AF, correlating the measurement for the Charging key/Service identifier values in this PCC rule with application level reports.
	
	no

	Service identifier level reporting
	Indicates that separate usage reports shall be generated for this Service identifier.

Values: mandated or not required
	
	Yes

	Policy control
	This section defines how the PCEF shall appy policy control for the service data flow.
	
	

	Gate status
	The gate status indicates whether the service data flow, detected by the service data flow template, may pass (Gate is open) or shall be discarded (Gate is closed) at the PCEF.
	
	Yes

	QoS class identifier 
	The authorized QoS class for the service data flow
	
	Yes

	UL-bitrate
	The uplink bit-rate authorized for the service data flow
	
	Yes

	DL-bitrate
	The downlink bit-rate authorized for the service data flow
	
	Yes


The PCC Rule identifier shall be unique for a PCC rule within an IP-CAN session. A dynamically provided PCC rule that has the same Rule identifier value as a predefined PCC rule shall replace the predefined rule within the same IP-CAN session.

The PCC Service data flow template may comprise any number of Service data flow filters. A Service data flow filter contains information for matching user plane packets. A Service data flow filter, provided from the PCRF, contains information elements for matching against the IP 5-tuple. The Service data flow template filtering information within an activated PCC rule is applied at the PCEF to identify the packets belonging to a particular service data flow.

NOTE 2:
Predefined PCC rules may include service data flow filters, which support extended capabilities, including enhanced capabilities to identify events associated with application protocols.

The PCC Flow Detection Notification Request is used to indicate that the PCRF shall be notified when the PCEF begins and ends to forward a stream of packets matching the service data flow filters within the PCC rule.

The PCC Precedence defines in what order the activated PCC rules within the same IP-CAN session shall be applied at the PCEF for service data flow detection. When a dynamic PCC rule and a predefined PCC rule have the same precedence, the dynamic PCC rule takes precedence.

NOTE 3:
The operator shall ensure that overlap between the predefined PCC rules can be resolved based on precedence of each predefined PCC rule in the PCEF. The PCRF shall ensure that overlap between the dynamically allocated PCC rules can be resolved based on precedence of each dynamically allocated PCC rule.

For downlink packets all the service data flow templates, activated for the IP-CAN session shall be applied for service data flow detection and for the mapping to the correct IP-CAN bearer. For uplink packets the service data flow templates activated on their IP-CAN bearer shall be applied for service data flow detection.

The PCC Charging key is the reference to the tariff for the service data flow. Any number of PCC Rules may share the same charging key value. The charging key values for each service shall be operator configurable.

Note:
Assigning the same Charging key for several service data flows implies that the charging does not require the credit management to be handled separately.

The PCC Service identifier identifies the  service. PCC Rules may share the same service identifier value. The service identifier provides the most detailed identification, specified for flow based charging, of a service data flow.

Editor's note:
The mapping/relation of PCC service identifier and service identifiers used on the AF level (e.g. IMS communication service identifier) is FFS.

The PCC Charging method indicates whether online charging, offline charging, or both are required or the service data flow is not subject to any end user charging. If the PCC charging method identifies that the service data flow is not subject to any end user charging, a PCC Charging key shall not be included in the PCC rule for that service data flow, along with other charging related parameters.

The PCC Measurement method indicates what measurements apply for charging for PCC rule.

The PCC Service Identifier Level Reporting indicates whether the PCEF shall generate reports per Service Identifier. The PCEF shall accumulate the measurements from all PCC rules with the same combination of Charging key/Service identifier values in a single report.

The PCC Application function record information identifies an instance of service usage. A subsequently generated usage report, generated as a result of the PCC rule, may include the Application function record information, if available. The Application Function Record Information may contain the AF Charging Identifier and/or the Flow identifiers. The report is however not restricted to include only usage related to the Application function record information reported, as the report accumulates the usage for all PCC rules with the same combination of Charging key/Service identifier values.  If exclusive charging information related to the Application function record information is required, the PCRF shall provide a service identifier, not used by any other PCC rule of the IP-CAN session at this point in time, for the AF session.

NOTE 4:
For example, the PCRF may be configured to maintain a range of service identifier values for each service which require exclusive per instance charging information. Whenever a separate counting or credit management for an AF session is required, the PCRF shall select a value, which is not used at this point in time, within that range. The uniqueness of the service identifier in the PCEF ensures a separate accounting/credit management while the AF record information identifies the instance of the service.

The PCC Gate indicates whether the PCEF shall let a packet matching the PCC Service data flow template, pass through (gate is open) the PCEF or the PCEF shall discard (gate is closed) the packet.

NOTE 5:
A packet, matching a PCC Rule with an open gate, may be discarded due to credit management reasons.

The QoS Class Identifier indicates the authorized QoS class for the service data flow.

The UL-bitrate indicates the authorized bitrate for the uplink component of the service data flow. The interpretation of the bitrate depends on the QoS class and the IP-CAN.

The DL-bitrate indicates the authorized bitrate for the downlink component of the service data flow. The interpretation of the bitrate depends on the QoS class and the IP-CAN.
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