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1
Introduction

The current text of TS23.167 v.7.0.0 Annex A.6.2 that covers GPRS support for PS emergency session in case of a UICC-less terminal is incomplete and informative. The related text in sub-clause 6.3 of TR 23.867 v.7.1.0 [1] is to support PS emergency session from UICC-less terminals by changing and adapting the existing GMM attach procedures of both the terminal and the network. That text is also informative and is no longer maintained. Further it was first introduced in 2003 in Tdoc S2-034306 [2] (see attached). 
This contribution draws on the stated principles of [2], i.e. reducing complexities, re-using existing procedures, and mirroring the CS domain support of UICC-less CS emergency call. It proposes an improved way to support PS emergency session establishment for a UICC-less terminal in UMTS by re-use of the Service Request procedure rather than complicating the GMM Attach procedure.
Note: 
Throughout this contribution when the term "UICC-less" is used, it also extends to the case of invalid UICC.

2
Discussion

The work done by SA2 on GPRS changes to allow UICC-less terminals support of PS emergency calls dates back to 2003 when the Work Item on PS emergency calls was first introduced for Rel-5. The main Tdoc that proposed a solution for this issue was S2-034306, [2]. In proposing to adapt the GMM Attach procedure, [2]'s stated the objectives were "to reduce complexity and re-use existing procedures". A further objective was to also mirror the CS side as much as possible. Samsung shares and supports these objectives and herein presents an alternative proposal that better meets those objectives than one adapting the GMM Attach procedure.
· The GMM protocol machine, just like its CS counterpart the MM protocol machine, was never designed to work without a valid UICC. Adapting the GMM Attach procedure would incur changes in the core GMM protocol machine. Our analysis indicates that such changes will be quite extensive covering many GMM protocol states, resulting in many changes to TS 24.008 and requiring significant implementation changes. These changes will be required for both the terminal and the network. 
· The Service Request procedure, just like its CS counterpart the CM Service Request procedure, is loosely linked to the GMM protocol machine. In fact, depending on implementation, the Service Request procedure could be seen as logically decoupled from the GMM machine, in that one of the main reasons the Service Request was introduced in UMTS R99 was to provide a way to link in (on the PS side) connect management without involving the core mobility management functions.

· The GMM protocol machine is tuned to function in different Network Modes of Operations. For example in NMO I, even when a terminal just wants to make a CS call that terminal must do a combined Attach. The currently documented proposal in [1], introduced by [2] has not fully considered what a UICC-less terminal in NMO I would have to do even if that UICC-less terminal only wants to make a CS emergency call. We believe that more exceptions to the GMM protocol machine will have to be introduced if the GMM Attach procedure is adapted for PS emergency sessions for UICC-less terminals. Re-using the Service Request procedure on the other hand takes the Network Mode of Operation completely out of the equation.

· For emergency calls, the suggestion exists that no security procedures should (or need) to be run. This is to assist the speedy establishment of the emergency call. Certainly for a UICC-less mobile no security procedure is even possible. So the suggestion that an Attach procedure should be used which culminates in the provision of a P-TMSI in Attach Accept to the UICC-less mobile will contradict the long standing principle of not sending P-TMSI unprotected over the radio interface. Thus Exceptions will have to be made to the GMM protocol machines. These exceptions will further complicate the specifications and the implementations of the PS emergency call feature. On the other hand, the use of the Service Request procedure to facilitate the PS emergency call without undertaking security procedures, while still requiring exceptions, will by far be less complicated.

· The solution in subclause 6.3 of [1], in main introduced by [2] requires a two step approach. First the GMM Attach procedure needs to be adapted, then secondly the PDP Context procedures need to adapted. The proposal herein re-using the Service Request, would allow the creation of the PDP context to support the UICC-less PS emergency session in a single step. Sufficient parameters can be piggy backed onto the Service Request to allow an emergency PDP context to be created and provided to the mobile. Further, the changes to Session Management documented in [1] and [2] where explicit PDP Context activation by the UICC-less terminal must be performed separately, could still be used by way of an alternative. Another alternative would be that the Network knowing that the Service Request was explicitly for a PS emergency session, could on its own create a default emergency PDP context and return that information to the terminal in Service Accept – i.e. the re-used Service Request need not provide PDP context parameters.
· In having first the GMM procedure and then the Session Management procedure there are 2 sets of signalling before the IM subsystem can start its emergency call. Re-use of the Service Request procedure could be coupled with parallel creation of a PDP context for emergency use to shorten the time the IM subsystem has to wait before the INVITE for the PS emergency call can be sent.

· [2] correctly argues that "It is an ‘application’ within the UE that recognizes the number entered by the end user and determines that the call is intended for an emergency center." That application already today has the "plumbing" in place for the CS emergency call in the case of a UICC-less terminal. That "plumbing" does not involve the MM protocol machine but still gets to the Access Stratum functions. However, the solution document in [1], introduced by [2], requires additional and different "plumbing" to get down to the Access Stratum and via the GMM protocol machine. Re-using the Service Request would allow much of the "plumbing" from application down to the Access Stratum functions to be re-used. This should be obvious in that the Service Request is meant to mirror the CM Service Request. The intention of reusing existing "plumbing" is further hinted at in current version of TS 23.167, Annex A.6.2.
The main drawback of re-using the Service Request for UICC-less terminals to support PS emergency session is that the Service Request procedure does not exist for A/Gb mode. However, it should be noted that:
1. For UE in A/Gb mode, there will always be CS support. An A/Gb mode terminal without a UICC or a valid UICC must already support CS emergency call. As emergency calls will definitely be supported, the regulatory requirements to provide the user the means to originate an emergency call are met. What is more, it is an age old accepted argument that a voice call in the CS domain is more readily supported and robust than one in the PS domain.
2. As argued in [2], when the human user makes an emergency call, it is an application that decides on whether to choose CS or PS domain to originate that emergency call. It is readily accepted that CS domain will remain the domain of choice for a legacy system like A/Gb, and there appears no reason for that to change. The application therefore needs no change to ensure that a UICC-less terminal when in A/Gb mode only makes CS emergency call.
3. It has been argued on many occasions that there can be networks of A/Gb mode that only provide PS service, but this argument is only theoretically true. Samsung is not aware of the existence of any commercial PS only networks of A/Gb mode. Terminals that are CS and PS capable will always place preference to making an emergency call over the CS domain, refer [3], subclause 10.1.2 which says "A CS and IMS capable UE attempting an emergency call should give priority to the CS Domain".
4. For a PS only terminal in A/Gb mode, there are sufficient specified disclaimers for voice calls even for the case where a UICC is present, let alone for the case of a UICC-less terminal. 
5. There are moves for “basing” SAE/LTE procedures on existing NAS which will mean SAE/LTE procedures will be closer to Iu mode procedures than to A/Gb. As such streamlined emergency calling in PS domain would be desirable and this could more easily be applicable to LTE/SAE
Thus we believe that the drawback of not having Service Request in A/Gb mode should pose no difficulty for this proposal.
2.1
Other Alternative

New message EMERGENCY_ATTACH

Whilst designing in new protocol signalling messages should not be taken hastily or wantonly, a new message to facilitate PS access to support PS emergency session that does not interfere with the existing GMM state machine is more desirable than having to adapt and modify existing GSM protocol machine and procedures. To that end a new message such as EMERGENCY_ATTACH that signifies the nature of the requested access on the PS domain as an alternative could also be considered.

3
Proposals
We propose that SA2 re-considers the added unnecessary complexities in both the network side and the terminal side in changing and adapting the GMM Attach procedures to allow support of PS emergency sessions for UICC-less terminals. We further propose that SA2 considers that the Service Request procedure be used instead or as an alternative for Iu mode as: 
a)
it mirrors the CS domain more closely
b)
it leaves the GMM machine untouched on both terminal and network side
c)
the session management would be less involved and so require less changes
d)
re-use of existing terminal application(s) and implementations to allow for UICC-less CS emergency

calls can be maximised.
4.
References:

	[1]
	TR 23.867, v.7.1.0

	[2]
	S2-034306

	[3]
	TS 22.101, v.7.5.0


Note: [2] is attached here for convenience.
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Background



Review of subclause 4.2.1 of TR 23.867 (UICC-less emergency calls) from a detailed protocol perspective has caused questions and concerns:



· What is the definition and criteria for a ‘UICC not valid’ described?



· The ‘random digits based on IMEI’ should be elaborated or clarified.



· Will SA3 elaborate on the security aspects for UICC-less emergency calls, or is it intended that CN1 would finish the details based on SA2 requirements?



· Are the additional messages to contact HSS and perform a ‘dummy’ authentication needed for emergency calls where a major aspect is fast access from the end user to the emergency center?



· May the approach allowing existing procedures to be used cause ‘holes’ in the state machine leading to access to other services both within the terminal and the SGSN, compared to a new dedicated procedure?



The proposed procedure has a goal to reduce complexity and re-use existing procedures. The UICC-less procedure exists in CS today, and the procedure details for the successful procedure as well as the error situations are known both to the terminal and the network. It is often difficult to determine whether one alternative is less complex than others. As the proposed procedure introduces new terms, additional security aspects and HSS impact, it seems that the complexity level increase compared to using IMEI for identification of the terminal as done today.



In additions, as the GPRS procedure anyway is impacted, it is proposed that a clean and simple procedure is a better approach.



Discussion


The following proposal is an alternative to the ‘pseudo IMSI’ approach currently included in TR 23.867.



For emergency calls in CS today, a particular type of setup is used. It is an ‘application’ within the UE that recognizes the number entered by the end user and determines that the call is intended for an emergency center. This setup has no B-number; the type of setup as such indicates an emergency call. The network will request the identity from the UE by the normal L3 procedure and the UE will respond with IMSI or TMSI. The network has then a unique identification of the calling user. In a UICC-less case, the UE will provide the IMEI as the identity of the calling user.



In a scenario where the terminal may use the CS or the PS domain for placing emergency calls, the following is assumed:



The ‘application’ within the UE recognizes as today the number entered by the end user and determines that the call is intended for an emergency center. The access method will then be selected (PS or CS domain). In case of CS domain, the procedure above is used. In case of PS domain, the GPRS attach procedure and PDP context activation procedure (as described in subclause 6.2) is used. In a UICC-less case, the UE will provide the network with an IMEI instead of an IMSI/P-TMSI. The network has then, by the IMEI, a unique identification of the calling users terminal. 



(This means that the network may request the identity from the UE by the normal L3 procedure in the same way for CS and for PS, i.e. the network may request IMSI, TMSI/P-TMSI or IMEI in a uniform manner.)



The L3 signaling must allow the IMEI to be sent as identity in the attach request message. This enhancement will not cause any architectural problem, as the length if the IMSI and the length of the IMEI are the same (15 digits).



For the SIP signaling, the private user identity is proposed created by the ME based on non-availability of ISIM/UICC, the emergency MCC/MNC and possibly the IMEI.



The procedure for attach when UICC is available is:
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A number of steps are not found relevant for a UICC-less terminal.



2. Identification request towards old SGSN is not relevant, as no old SGSN is available



3. Identity request is not necessary, providing that the IMEI is used as identity.



4. Authentication is not meaningful, as the authentication data belongs to the HSS – (U)SIM relation and no UICC/(U)SIM is available.



5. IMEI check can be questioned (but may by needed in some situations or requested by some operators), and in any case request for IMEI in the air interface is unnecessary as IMEI already is provided to the SGSN.



6. Deletion of PDP context(s) is not necessary as no contexts can be valid if the UICC is not present.



7a-7h These steps are not possible or necessary, as no HLR can be determined and no mobility management is meaningful.



8a-8h These steps are not possible or necessary, as no HLR can be determined and no mobility management and establishment of Gs interface is meaningful.



11 TMSI reallocation is not relevant.



From this, it is evident that the information available in the terminal when the UICC is not inserted leads to so many limitations that the normal attach procedure is not feasible.  



Proposal



The following is proposed:




Changing subclause 4.2.1 in TS 23.867 to add optiona for aligning CS and PS access.



Introducing a flow in subclause 6.3 in TS 23.867 for UICC less emergency calls using IMEI.



****************** FIRST CHANGE ***************************************



4.2.1
Emergency Calls in absence of UICC



The following two subchapters describe two different options on how Emergency calls can be performed in absence of a UICC.  The intention is to evaluate the two options and recommend one solution.



4.2.1.1
Emergency Calls in absence of UICC – simulated IMSI


When the UICC is not present or the UICC is not valid, the ME shall provide functionality of a UICC in order for the ME to obtain access to the GPRS system for emergency services, with the following default capability: 



- 
Be able to generate an Emergency identity containing two primary fields as follows and the capability to enable the authentication and security procedures.



-
One field, including a pre-defined tag (emergency PLMN identity (unique MCC + MNC); editors note: MCC = 901, MNC = 008 have already been defined for use for emergency calls in GSM networks [4]) to identify the identity as being an Emergency identity. 



-
A second field, that includes an identity generated from the IMEI (Editor’s note: for example, the least significant 9 digits of the IMEI excluding the spare digit).
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Figure 4.1 Format of IMEI






Figure 4.2 Example construction of emergency identity



On receiving an attach request with the emergency identity, based on the emergency PLMN id the network routes the necessary information to a HSS entity of the local operator that will provide the functionality of a home network for this user. The HSS functionality should allow the other network elements to handle the UICC-less emergency call no different from the case of a normal call. 



The HSS/AuC can provide pre-defined authentication vectors for the ME, matching the functionality of the normal UICC-HSS pair and allow security procedures to be mimicked for the call as in the normal call establishment case. Security procedures can then be initiated at the network and mobile through use of pre-defined security key sets for integrity and ciphering. The pre-defined vectors are used by the SGSN and are static vectors in the ME and ciphering is started using the normal security procedures between the SGSN, RNC and ME.


After successful attach, the mobile shall continue with emergency session establishment.



The above method relies on the principle that using a simulated IMSI; the existing GPRS procedures can be reused without any major system impacts (including the UE). Additionally, the Mobile IMS application part should not be aware of the presence or absence of UICC. It should use the generated IMSI like the case of ISIM-less access and generate the appropriate IMPI/IMPU.


4.2.1.1
Emergency Calls in absence of UICC – use of IMEI



When the UICC is not present or the UICC is not valid, the ME shall identify itself by the IMEI in the same way as for set up of emergency calls over the CS domain. 



Note 1:
A UICC that is not valid is a UICC that in spite of being inserted is blocked for use, e.g. due to attempted accessed by a wrong pin-code or lack of roaming agreements.



As neither authentication nor ciphering functionality can be performed there is no need to communicate with any HSS. After successful attach, the mobile shall continue with emergency session establishment.  For a detailed GPRS call procedure, see chapter 6.3.



The above ensures that the existing GPRS procedures can be used without any major system impacts (including the UE).



The emergency call application determines whether the CS emergency call or the IMS emergency call shall be used. Whether the identity used for the call is IMSI or IMEI, depends on the availability of the UICC. For the network, a similar behavior is used as for emergency calls over the CS or the PS/IMS domain.


Editor's Note: The following aspects of the UICC-less case are for further study (they apply for both options):








a. 


b. 


1.
How can it be ensured that a UICC-less ME does not gain access to other services than the Emergency session access towards an EC?



2.
What kind of security considerations, if any, need to be taken into account for GPRS access in case of emergency access and what are the implications on the UICC-less access?



3.
How are location services provided in case of UICC-less access?



****************** SECOND CHANGE ***************************************



6.3

General Packet Radio Service (GPRS) for UICC-less case






The following procedure is valid if IMEI is used instead of the IMSI to identify the calling subscriber.
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1)
In A/Gb mode, the MS initiates the attach procedure by the transmission of an Attach Request (IMEI, Classmark, Attach Type , DRX Parameters) message to the SGSN. IMEI shall be included, as the MS does not have a valid IMSI or P‑TMSI available. Classmark contains the MS's GPRS multislot capabilities and supported GPRS ciphering algorithms in addition to the existing classmark parameters defined in GSM 04.08. Attach Type indicates which type of attach is to be performed, i.e. GPRS attach only. DRX Parameters indicates whether the MS uses discontinuous reception or not. If the MS uses discontinuous reception, then DRX Parameters also indicate when the MS is in a non-sleep mode able to receive paging requests and channel assignments.




For Iu mode, the MS initiates the attach procedure by the transmission of an Attach Request (IMEI, Core Network Classmark, Attach Type, Follow On Request, DRX Parameters) message to the SGSN. IMEI shall be included, as the MS does not have a valid P‑TMSI available. Core Network Classmark is described in clause "MS Network Capability". The MS shall set "Follow On Request" if there is pending uplink traffic (signalling or user data). The SGSN may use, as an implementation option, the follow on request indication to release or keep the Iu connection after the completion of the GPRS Attach procedure. Attach Type indicates which type of attach is to be performed, i.e. GPRS attach only. DRX Parameters indicates whether or not the MS uses discontinuous reception and the DRX cycle length.



2)
The equipment checking functions are defined in the clause "Identity Check Procedures". Equipment checking is optional.



3)
The SGSN selects Radio Priority SMS, and sends an Attach Accept (P‑TMSI, P‑TMSI Signature, Radio Priority SMS) message to the MS.



4)
The MS acknowledges the received P-TMSI by returning an Attach Complete message to the SGSN.



5)
The MS sends an Activate PDP Context Request (NSAPI, TI, PDP Type, PDP Address, Access Point Name, QoS Requested, PDP Configuration Options) message to the SGSN. The MS shall use PDP Address to indicate whether it requires the use of a static PDP address or whether it requires the use of a dynamic PDP address. The MS shall leave PDP Address empty to request a dynamic PDP address. The MS may use Access Point Name to select a reference point to a certain packet data network and/or to select a service. Access Point Name is a logical name referring to the packet data network and/or to a service that the subscriber wishes to connect to. QoS Requested indicates the desired QoS profile. PDP Configuration Options may be used to transfer optional PDP parameters and/or request to the GGSN (see GSM 29.060 [26] and 24.229 [75]). PDP Configuration Options is sent transparently through the SGSN. The MS shall use the globally dedicated emergency Access Point Name, if the PDP context is for emergency use.



6)
In A/Gb mode and if BSS trace is activated, the SGSN shall send an Invoke Trace (Trace Reference, Trace Type, Trigger Id, OMC Identity) message to the BSS. Trace Reference, and Trace Type are copied from the trace information received from the HLR or OMC.



7)
The SGSN validates the Activate PDP Context Request using PDP Type (optional), PDP Address (optional), and Access Point Name (optional) provided by the MS and the PDP context subscription records. The validation criteria, the APN selection criteria, and the mapping from APN to a GGSN are described in annex A.




If no GGSN address can be derived or if the SGSN has determined that the Activate PDP Context Request is not valid according to the rules described in annex A, the SGSN rejects the PDP context activation request.




If a GGSN address can be derived, the SGSN creates a TEID for the requested PDP context. If the MS requests a dynamic address, the SGSN lets a GGSN allocate the dynamic address. The SGSN may restrict the requested QoS attributes given its capabilities and the current load.




The SGSN sends a Create PDP Context Request (PDP Type, PDP Address, Access Point Name, QoS Negotiated, TEID, NSAPI, MSISDN, Selection Mode, Charging Characteristics, Trace Reference, Trace Type, Trigger Id, OMC Identity, PDP Configuration Options) message to the affected GGSN. Access Point Name shall be the APN Network Identifier of the APN selected according to the procedure described in Annex A. PDP Address shall be empty if a dynamic address is requested. The GGSN may use Access Point Name to find a packet data network and optionally to activate a service for this APN. Selection Mode indicates whether a subscribed APN was selected, or whether a non-subscribed APN sent by an MS or a non-subscribed APN chosen by the SGSN was selected. Selection Mode is set according to non-subscribed APN. The GGSN may use Selection Mode when deciding whether to accept or reject the PDP context activation. For example, if an APN requires subscription, the GGSN is configured to accept only the PDP context activation that requests a subscribed APN as indicated by the SGSN with Selection Mode. The dedicated emergency APN does not require any subscription. Charging Characteristics indicates which kind of charging the PDP context is liable for. The charging characteristics on the GPRS subscription and individually subscribed APNs as well as the way the SGSN handles Charging Characteristics and chooses to send them or not to the GGSN is defined in 3GPP TS 32.215 [70]. The SGSN shall include Trace Reference, Trace Type, Trigger Id, and OMC Identity if GGSN trace is activated. The SGSN shall copy Trace Reference, Trace Type, and OMC Identity from the trace information received from the HLR or OMC.




The GGSN creates a new entry in its PDP context table and generates a Charging Id. The new entry allows the GGSN to route PDP PDUs between the SGSN and the packet data network, and to start charging. The way the GGSN handles Charging Characteristics that it may have received from the SGSN is defined in 3GPP TS 32.215 [70]. The GGSN may restrict QoS Negotiated given its capabilities and the current load. The GGSN then returns a Create PDP Context Response (TEID, PDP Address, PDP Configuration Options, QoS Negotiated, Charging Id, Prohibit Payload Compression, Cause) message to the SGSN. The Prohibit Payload Compression indicates that the SGSN should negotiate no data compression for this PDP context.  PDP Address is included if the GGSN allocated a PDP address. If the GGSN has been configured by the operator to use External PDN Address Allocation for the requested APN, PDP Address shall be set to 0.0.0.0, indicating that the PDP address shall be negotiated by the MS with the external PDN after completion of the PDP Context Activation procedure. The GGSN shall relay, modify and monitor these negotiations as long as the PDP context is in ACTIVE state, and use the GGSN-Initiated PDP Context Modification procedure to transfer the currently used PDP address to the SGSN and the MS. PDP Configuration Options contain optional PDP parameters that the GGSN may transfer to the MS. These optional PDP parameters may be requested by the MS in the Activate PDP Context Request message, or may be sent unsolicited by the GGSN. PDP Configuration Options is sent transparently through the SGSN. The Create PDP Context messages are sent over the backbone network.




If QoS Negotiated received from the SGSN is incompatible with the PDP context being activated, the GGSN rejects the Create PDP Context Request message. The GGSN operator configures the compatible QoS profiles. 



8)
In Iu mode, RAB setup is done by the RAB Assignment procedure, see subclause "RAB Assignment Procedure".



9)
In Iu mode and if BSS trace is activated, the SGSN shall send an Invoke Trace (Trace Reference, Trace Type, Trigger Id, OMC Identity) message to the RAN. Trace Reference, and Trace Type are copied from the trace information received from the HLR or OMC.



10)
In A/Gb mode, BSS packet flow context procedures may be executed. These procedures are defined in clause "BSS Context".



11)
In case the QoS attributes have been downgraded in step 10 for A/Gb mode or in step 8 for Iu mode, the SGSN may inform the GGSN about the downgraded QoS attributes by sending an Update PDP Context Request to the affected GGSN. The GGSN confirms the new QoS attributes by sending an Update PDP Context Response to the SGSN.



12)
The SGSN inserts the NSAPI along with the GGSN address in its PDP context. If the MS has requested a dynamic address, the PDP address received from the GGSN is inserted in the PDP context. The SGSN selects Radio Priority and Packet Flow Id based on QoS Negotiated, and returns an Activate PDP Context Accept (PDP Type, PDP Address, TI, QoS Negotiated, Radio Priority, Packet Flow Id, PDP Configuration Options) message to the MS. PDP Configuration Options may be used to transfer optional PDP parameters to the UE (see GSM 29.060 [26] and 24.229 [75]). PDP Configuration Options is sent transparently through the SGSN. The SGSN is now able to route PDP PDUs between the GGSN and the MS, and to start charging.
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