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Abstract of the contribution:

Provide the option for the PCRF to communicate the subscribed QoS class indices and their associated bitrate limits over the Gx reference point.

Clarify the mechanism for IP-CAN bearer QoS enforcement.

1. Introduction

This contribution studies the possible sources for QoS subscription per QoS Class Index and proposes the PCC Handling of such limits.

2. Discussion
2.1. Subscription data

For GPRS, a certain user has the overall QoS restrictions for the access to a certain APN defined in the HLR subscription record. According to 23.060 "An MS may have one or two subscription records with the same PDP type and the same APN: one with a static PDP address, one with a dynamic PDP address." Thus, the HLR is not suitable for a differentiation in what bitrate limits apply for each QoS class identifier.

For PCC, the Gx reference point uses the QoS class identifier as the concept for communicating the authorization of the QoS for service data flows. Thus, the Gx reference point is suitable for providing subscribed QoS class identifiers and their associated bitrate limits for an IP-CAN session. 
The PCEF controls the QoS granted for individual bearers and shall ensure that the subscribed bitrate limits are enforced. The PCEF obligations are different for MBR and GBR values.

2.2. MBR handling

For MBR, the subscribed MBR is the upper limit to the data rate that may occur for a QoS class identifier. This is the only MBR limit that the PCEF need to take into account. Any MBR value specified in a PCC rule is informational and conveys the information that the flow may be policed to comply with the MBR value.
In network control mode the PCEF triggers setup of bearers at activation of PCC rules containing new QoS class identifiers. To avoid frequent bearer modifications, of e.g. interactive IP-CAN bearers, the PCEF may use a higher MBR value for the bearer than the MBR supplied on the PCC rule (MBR for the Service Data Flow). The MBR of the IP-CAN bearer may be set to the subscribed MBR of the QoS class identifiers thus avoiding modification of the MBR at addition of another PCC rule to the same IP-CAN bearer. The PCEF may also leave the bearer MBR unchanged when a PCC rule is removed.
2.2. GBR handling

For GBR, the subscribed GBR is the upper limit to the data rate that may be guaranteed for a QoS class identifier. Reserving the subscribed GBR would be a waste of resources, unless used by a service data flow. However a GBR value provided in a PCC rule is a demand for the specified bitrate. Thus, the PCEF shall provide at least the sum of the GBR values, provided in the PCC rules, for the QoS class identifier. Should the sum exceed the subscribed GBR, the PCEF should reject one or more PCC rules.
3. Summary and proposal
It is proposed to include the following changes in the TS 23.203.
*** 1st change *****

6.2.1
Policy Control and Charging Rules Function (PCRF)

The PCRF encompasses policy control decision and flow based charging control functionalities.

Editor's note:
This functional entity encompass the harmonization of the PDF and CRF release 6 logical entities.

The PCRF provides network control regarding the service data flow detection, gating, QoS and flow based charging (except credit management) towards the PCEF. 
The PCRF should for an IP-CAN session derive, from operator policy and SPR data, the list of permitted QoS class identifiers and associated bitrate limits and keep the PCEF informed throughout the IP-CAN session.
The PCRF shall apply the security procedures, as required by the operator, before accepting service information from the AF.

The PCRF shall decide how a certain service data flow shall be treated in the PCEF, and ensure that the PCEF user plane traffic mapping and treatment is in accordance with the user's subscription profile.

Editor's note:
For GPRS, it shall be possible to support policy control on a per PDP context basis.

The PCRF may check that the service information provided by the AF is consistent with both the operator defined policy rules and the related subscription information as received from the SPR during IP-CAN session establishment before storing the service information. The service information shall be used to derive the QoS for the service. The PCRF may reject the request received from the AF when the service information is not consistent with either the related subscription information or the operator defined policy rules and as a result the PCRF shall indicate that this service information is not covered by the subscription information or may indicate, in the response to the AF, the service information that can be accepted by the PCRF. In the absence of other policy control mechanisms outside the scope of PCC, it is recommended that the PCRF include this information in the response.

Editor's Note:
For Go it was defined that the controller provides the authorized QoS to the PEP. In PCC it is FFS what the gain and benefits would be to change this concept such that the PCRF receives the requested QoS. Then the PCRF checks it against the authorized QoS and hence may downgrade the requested QoS from the PCEF when it exceeds the authorized QoS.

The PCRF authorizes QoS resources. The PCRF uses the service information received from the AF (e.g. SDP information or other available application information) and/or the subscription information received from the SPR to calculate the proper QoS authorization (QoS class identifier, bitrate). The PCRF may also take account the requested QoS received from the PCEF via Gx interface.

The PCRF may use the subscription information as basis for the policy and charging control decisions. The subscription information may apply for both session based and non-session based services.

Editors' note:
The subscription specific information for each service may contain e.g. max QoS class and max bit rate for each APN the subscriber has access permission to and a corresponding charging key.

*** 2nd change *****

6.2.2
Policy and Charging Enforcement Function (PCEF)

6.2.2.1
General

The PCEF encompasses service data flow detection, policy enforcement and flow based charging functionalities.

Editor's note:
This functional entity encompass the harmonization of the PEP and TPF release 6 logical entities.

This functional entity is located at the Gateway (e.g. GGSN in the GPRS case, and PDG in the WLAN case). It provides service data flow detection, user plane traffic handling, triggering control plane session management (where the IP-CAN permits), QoS handling, and service data flow measurement as well as online and offline charging interactions.

A PCEF shall ensure that an IP packet, which is discarded at the PCEF as a result from policy enforcement or flow based charging, is neither reported for offline charging nor cause credit consumption for online charging.

NOTE 1:
For certain cases e.g. suspected fraud an operator shall be able to block the service data flow but still be able to account for any packets associated with any blocked service data flow.

The PCEF is enforcing the Policy Control as indicated by the PCRF in two different ways:

-
Gate enforcement. The PCEF shall allow a service data flow, which is subject to policy control, to pass through the PCEF if and only if the corresponding gate is open;

-
QoS enforcement:

-
PCC rule QoS enforcement. The PCEF shall enforce the authorized QoS of a service data flow according to the active PCC rule (e.g. to enforce uplink DSCP marking).

-
IP-CAN bearer QoS enforcement. The PCEF controls the QoS that is provided for the IP-CAN bearer(s). The policy enforcement function ensures that the allocated bearer resources are within the bounds specified in the list of permitted QoS class identifiers and associated bitrate limits, received from the PCRF. The sum of the authorized GBR for the service data flows with a specific QoS class identifier provides the lower limit for the GBR that the PCEF must reserve for the QoS class identifier. The PCEF shall limit the sum of the authorized GBR for PCC rules not to exceed the subscribed GBR for the QoS class identifier.
The MBR limit for the QoS class identifier provides the upper limit for the actual MBR, regardless what MBR values are authorized for the service data flows.
The authorized QoS information is mapped by the PCEF to IP-CAN specific QoS attributes. 
NOTE 2:
IP-CAN specific mechanisms may limit the bitrates that can be provided from a single IP-CAN bearer.
The PCEF is enforcing the charging control in the following way:

-
For a service data flow (defined by an active PCC rule) that is subject to charging control, the PCEF shall allow the service data flow to pass through the PCEF if and only if there is a corresponding active PCC rule with and, for online charging, the OCS has authorized credit for the charging key. The PCEF may let a service data flow pass through the PCEF during the course of the credit re-authorization procedure.

For a service data flow (defined by an active PCC rule) that is subject to both Policy Control and Charging Control, the PCEF shall allow the service data flow to pass through the PCEF if and only if the right conditions from both policy control and charging control happen. I.e. the corresponding gate is open and in case of online charging the OCS has authorized credit for its charging key. 
For a service data flow (defined by an active PCC rule) that is subject to policy control only and not charging control, the PCEF shall allow the service data flow to pass through the PCEF if and only if the conditions for policy control are met.

A PCEF may be served by one or more PCRF nodes. The PCEF shall contact the appropriate PCRF based on the packet data network (PDN) connected to, together with, a UE identity information (if available, and which may be IP-CAN specific). It shall be possible to ensure that the same PCRF is contacted for a specific UE irrespective of the IP-CAN used.

The PCEF shall, on request from the PCRF, modify a PCC rule, using the equivalent PCEF behaviour as the removal of the old and the installation of the new (modified) PCC rule. The PCEF shall modify a PCC rule as an atomic operation. The PCEF shall not modify a predefined PCC rule on request from the PCRF.

Editor´s note:
It is FFS whether PCC rules need to be installed and activated as separate procedures.

The PCEF should support predefined PCC rules.

For online charging, the PCEF shall manage credit as defined in clause 6.1.3.

The operator may apply different PCC rules depending on different PLMN. The PCEF shall be able to provide identifier of serving network to the PCRF, which may be used by the PCRF in order to select the PCC rule to be applied.

The operator may configure whether Policy and Charging Control is to be applied based on different access point.

The PCEF shall gather and report IP-CAN bearer usage information according to clause 6.1.2.

At IP-CAN session establishment the PCEF shall initiate the IP-CAN Session Establishment procedure, as defined in clause 7.2. If no PCC rule was activated for the IP-CAN session the PCEF shall reject the IP-CAN session establishment.

If there is no PCC rule active for a successfully established IP-CAN session at any later point in time, e.g., through a PCRF initiated IP-CAN session modification, the PCEF shall initiate an IP-CAN session termination procedure, as defined in clause 7.3.2.

If there is no PCC rule active for a successfully established IP-CAN bearer at any later point in time, e.g., through a PCRF initiated IP-CAN session modification, the PCEF shall initiate an IP-CAN bearer termination procedure, as defined in clause 7.4.1.

If the IP-CAN session is modified, e.g. by changing the characteristics for an IP-CAN bearer, the PCEF shall first use the event trigger to determine whether to request the PCC rules for the modified IP-CAN session from the PCRF; afterwards, the PCEF shall use the re-authorisation triggers, if available, in order to determine whether to require re-authorisation for the PCC rules that were either unaffected or modified. If the PCEF receives an unsolicited update of the PCC rules from the PCRF (IP-CAN session modification, clause 7.4.2), the PCC rules shall be installed, modified or removed as indicated by the PCRF.

If network initiated procedures for IP-CAN bearer establishment apply this also includes provisioning the UE with uplink traffic mapping information. See Annex A for details.

If another IP-CAN session is established by the same user, this is treated independently from the existing IP-CAN session.

*** 3rd change *****

7.2
IP-CAN Session Establishment

This clause describes the signalling flow for IP-CAN Session establishment and IP address assignment to the UE. The AF is not involved.
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Figure 7.1: IP-CAN Session Establishment

1.
The GW(PCEF) receives a request for IP-CAN Bearer establishment. The GW(PCEF) accepts the request and assigns an IP address for the user. 

2.
The PCEF determines that the PCC authorization is required, requests the authorization of allowed service(s) and PCC Rules information. The PCEF includes the following information; IP-CAN type and, if available, the IP-CAN bearer establishment modes supported.

3.
If the PCRF does not have the subscriber's subscription related information, it sends a request to the SPR in order to receive the information related to the IP-CAN session. The PCRF provides the subscriber ID and, if applicable, the PDN identifier to the SPR.

4.
The PCRF stores the subscription related information containing the information about the allowed service(s) and PCC Rules information.

5.
The PCRF makes the authorization and policy decision.

6.
The PCRF sends the decision(s), including the chosen IP-CAN bearer establishment mode, to the PCEF. The GW(PCEF) enforces the decision. The PCRF should provide the permitted QoS class identifiers and their associated bitrate limits.
7.
If online charging is applicable, and at least one PCC rule was activated, the PCEF shall request credit from the OCS for any charging key of the activated PCC rules, and provide relevant input information for the OCS decision.

8.
If online charging is applicable the OCS provides the credit information to the PCEF and may provide re-authorisation triggers for each of the credits. 
9.
If network control applies the GW may initiate the establishment of additional IP-CAN bearers. See Annex A for details.

10.
If at least one PCC rule was successfully activated and when online charging is applicable credit for it was not denied, the GW(PCEF) acknowledges the IP-CAN Bearer Establishment Request. 

*** 4th change *****

7.4.2
IP-CAN Session Modification; PCRF initiated

This clause describes the signalling flow for the IP-CAN Session modification initiated by the PCRF. The AF may be involved. An example of the scenario is initiation and authorization of a session-based service for which an IP-CAN Session is modified. IP-CAN Session handling and handling of PCC rules for non-session based services, and also general handling of PCC rules that are not subject to AF-interaction is also applicable here.
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Figure 7.5: IP-CAN Session Modification; PCRF initiated

1.
Optionally, the AF provides service information to the PCRF due to AF session signalling.

Editor’s Note: Optionally, without AF interaction, a trigger event in the PCRF may cause the PCRF to determine that the PCC rules require updating at the PCEF, e.g. change to configured policy. 

2.
The PCRF makes the authorization and policy decision.

3.
The PCRF sends the decision(s) to the PCEF. The PCRF should provide any changes to the permitted QoS class identifiers and their associated bitrates.
4.
The PCEF enforces the decision. 

5.
If online charging is applicable, the PCEF shall request credit from and/or returns the remaining credit to the OCS.

6.
If online charging is applicable, the OCS provides the credit information to the PCEF, and/or acknowledges the credit report

Editor’s Note: The sequence of resource authorization and OCS interaction is FFS.
7.
The GW(PCEF) may send an IP-CAN Bearer establishment, modification or termination request. 
An IP-CAN bearer modification is sent by the GW(PCEF) if the QoS of the IP-CAN bearer exceeds the authorized QoS provided by the PCRF in step 3. 
An IP-CAN bearer termination request is sent by the GW(PCEF) if all PCC rules for an IP-CAN bearer have been removed.

8.
The GW(PCEF) receives the response for the IP-CAN Bearer modification or termination request.
9.
The PCEF sends ACK (accept or reject of the PCC decision(s)) to the PCRF.

10.
The PCRF stores the service information and responds with an Acknowledgement to the AF.

*** End of changes ***
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