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Background

From SA2's ad hoc in Seattle we sent an LS in S2H050397 to SA 3. 

Students of the SAE timeplan will recognise that SA 3 have a key role in the future work on SAE, and hence, that delays in their work should be avoided.

Consequently (as both a Vodafone delegate and the rapporteur) I encouraged Vodafone's SA 3 vice-chair to initiate discussion on the SA 3 email reflector of the SA 2 LS. The key aspect of this discussion was to permit SA 3 to raise early any "questions for clarification" on the LS. 

The result of this aspect of the email discussion is given below.

Vodafone suggest that SA 2 respond to the questions listed below by generating an additional LS on this subject to SA 3.

SA 3 email summary

From: 
Howard, Peter, VF-Group  

Sent:
04 November 2005 14:34

To:
'benoist.sebire@nokia.com'; 'frank.mademann@siemens.com'

Subject:
Questions for clarification regarding LSs to SA3 about LTE/SAE security

Dear Benoist, dear Frank,

I was the contact point in the recent LS sent to SA2, RAN2 and RAN3 about LTE/SAE security. I email you as contact points in the corresponding reply LSs:

http://www.3gpp.org/ftp/tsg_ran/WG3_Iu/TSGR3_48bis/docs/R3-051159.zip
http://www.3gpp.org/ftp/tsg_sa/WG2_Arch/Ad-hoc_meetings/2005-10_Seattle/Docs/S2H050397.zip
These LSs will be discussed at the next SA3 meeting, 15-18 November. However, in order to ensure that our replies are as useful as possible we have had a short email discussion on the SA3 mailing list to try to identity any questions for clarification about the LSs. It is hoped that such questions could be answered at your meetings next week and provided in time for the SA3 meeting the following week. 

Most of the email discussion was about the pros and cons of different security solutions rather than questions for clarification about the LSs. Hopefully this is a good sign that we will have productive discussions at our meeting, 15-18 November. With regard to the questions for clarification, I identified the following points from the email discussion:

1) It was asked that more information is provided about the drawbacks from a RAN architecture perspective if SA3 insists that all access security is terminated "above eNode B".

2) In UMTS, ciphering for RRC signalling is done at RLC level. It was asked whether this ciphering will be moved to the RRC layer for LTE, if RRC confidentiality is required.

3) In future we will probably have multiple access technologies for mobile terminals. It was asked how important SA2 sees access technology independence for services. If access technology independence is important it suggests that additional security must be done at the service layer which may, some might argue, reduce the dependency on having a strong level of access layer security.

These points are based on my own personal interpretation of the email discussion. Please note that this email does not constitute a formal reply from SA3. However, if you can try to answer these points at your meetings next week then it should help SA3 draft replies to your LSs.

Best regards,

Peter Howard

Vodafone
3GPP
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