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****** FIRST MODIFIED SECTION ********
5.1
Overview

The following functions are provided by the network for service data flow based charging. This applies to both online and offline charging unless otherwise specified:

-
Identification of the service data flows that need to be charged individually (e.g. at different rates);

· Provision and control of charging rules on service data flow level;

· In the GPRS case: Provision and control of charging rules on a per PDP context basis; 
-
Reporting of service data flow level byte counts (for volume based charging) and service data flow durations (for time based charging);

· Event indication according to on-line charging procedures (e.g. sending AAA Accounting Stop) and, optionally, following this particular event, taking appropriate actions on service data flow(s) according to the termination action.

· Event indication and event monitoring by the TPF and following this particular event, taking the appropriate on-line charging actions.

· In addition FBC Policy Functions may be achieved by activating/deactivating charging rules according to the policies of the operator.
5.2
Charging rules

Charging rules contain information that allow for filtering of traffic to identify the packets belonging to a particular service data flow, and allow for defining how the service data flow is to be charged. The following apply to charging rules:
-
The charging rules for bearer charging are defined by the operator.

-
These charging rules are made available to the Traffic Plane function for both offline and online charging.

-
Multiple charging rules are supported simultaneously per user.

-
Filtering information within a charging rule is applied through filtering functionality at the Traffic Plane Function to identify the packets belonging to a particular service data flow.

-
Charging rules with dynamically provisioned filtering information (i.e. made available to the Traffic Plane Function) are supported in order to cover IP service scenarios where the filtering information is dynamically negotiated (e.g. negotiated on the application level (e.g. IMS)).

-
Pre-defined charging rules stored in the TPF are supported. The charging rule identifiers of the pre-defined charging rules shall be different from the charging rule identifiers allocated by the CRF.
-
Elements of charging rules may be statically configured at the Traffic Plane Function, or dynamically provisioned.

Note-i:
The mechanism to support use of elements statically pre-defined in the TPF (e.g. filter information) is for stage 3 development.

Note-ii:
The stage 3 development may also evaluate providing an optimisation to support dynamic provisioning of an entire charging rule pre-defined in the TPF.

-
Pre-defined filters that are part of the pre-defined charging rules may support extended capabilities, including enhanced capabilities to identify packets associated with application protocols.

-
There may be overlap between the service data flow filter information of charging rules that are applicable. Overlap can occur between:

-
multiple pre-defined charging rules in the TPF;

-
multiple charging rules from the CRF;

-
charging rules pre-defined in the TPF and rules from the Service Data Flow Based Charging Rules Function, which can overlay the pre-defined rules in the TPF.

The precedence identified with each charging rule shall resolve all overlap between the charging rules. When overlap occurs between a dynamically allocated charging rule and a pre-defined charging rule at the TPF, and they both share the same precedence, then the dynamically allocated charging rule shall be used.
Note:
It’s operators’ responsibity to ensure that overlap between the pre-defined charging rules can be resolved based on precedence of each pre-defined charging rule in the TPF. It’s CRF’s responsibity to ensure that overlap between the dynamically allocated charging rules can be resolved based on precedence of each dynamically allocated charging rule.
-
Charging rules contain information on:

-
How a particular service data flow is to be charged: online, offline or neither;

-
In case of offline charging whether to record volume- or time-based charging information or both;

-
Charging key;

-
Service data flow filter(s);

-
Precedence (used at the TPF to determine the order in which charging rules shall be applied to a service data flow);

-
Charging rule identifier (used between CRF and TPF for referencing charging rules);

-
Application Function Record Information.

-
Event triggers and/or CCF/OCS addresses are associated with all charging rules for a user and IP network connection.
-
The charging rule identifiers allocated by the CRF shall be unique for a CRF/TPF instance.
-
The Application Function Record information (e.g. ICID and flow ID(s)) is included in the charging rule, and in subsequently generated charging information generated as a result of the rule, if it is provided by an Application Function and the rule filters are based on the Application Function provided information. It should be noted that, in order to associate a single Application Function Record with specific counts/credits, it is necessary that new counts/credits be generated for the user by the TPF each time the AF generates new Application Function Record information.
-
Once the charging rule is determined it is applied to the service data flow at the Traffic Plane Function and packets are counted and categorised per the rule set in the charging rule.

-
Separate charging rules can be provided for downlink and uplink.

-
Charging rules can be configured for both user initiated and network initiated flows.

-
Charging rules can change and be overridden, e.g. for a previously established PDP context in the GPRS case, based on specific events (e.g. IM domain events or GPRS domain events, credit control events).

-
Different charging rules can be applied for different users.
-
The same charging rule can be applied for multiple users.
-
Different charging rules can be applied based on the location of the user (e.g. based on identity of the roamed to network).

· Charging rule assignment can occur at bearer service establishment, modification and termination. For GPRS, charging rule assignment can occur at PDP context activation, modification and deactivation.

· For GPRS at PDP context activation, modification and deactivation a CRF may decide to align the set of charging rules for any other active PDP context. The CRF considers in such a case this as an Internal Trigger Event as described in 7.3 for the interaction with the TPF.
-
For GPRS, the charging rules can be dependent on the APN used.

****** END OF CHANGE *******

****** NEXT MODIFIED SECTION ********

5.3
Service data flow filters and counting

This section refers to the filtering that identifies the service data flows that need to be charged individually (e.g. at different rates). Basic example: look for packets of one service, e.g. to and from a server A.

-
Separate filtering and counting can be applied for downlink and uplink. The service data flow filters are specified separately for the uplink and downlink direction.
Note:
A charging rule may provide information for a service data flow for one direction, or for both directions.

-
Different granularity for service data flow filters identifying the service data flow is possible e.g.

-
Filters based on the IP 5 tuple (source IP address, destination IP address, source port number, destination port number, protocol ID of the protocol above IP). Port numbers and protocol ID may be wildcarded. IP addresses may be wildcarded or masked by a prefix mask.
-
Special filters which look further into the packet, or require other complex operation (e.g. maintaining state) may be pre-defined in the TPF and invoked by the CRF using standardised means. Such filters may be used to support filtering with respect to a service data flow based on the transport and application protocols used above IP. This shall be possible for HTTP and WAP. This includes the ability to differentiate between TCP, Wireless-TCP according to WAP 2.0, WDP, etc, in addition to differentiation at the application level. Filtering for further application protocols and services may also be supported.

-
In the case of GPRS, the traffic plane function supports simultaneous independent filtering on service data flows associated with each individual active PDP context; that is, primary and secondary PDP contexts, of one APN.
-
In case of no applicable filters for a service data flow for that particular bearer (PDP context in the case of GPRS), the TPF shall discard the packets for this service data flow. To avoid the TPF automatically discarding packets due to no applicable charging rules, the operator may define generic charging rules (with wild-carded packet filters) to allow for default charging for the packets that don’t match any other charging rule.
-
The service data flow filters and counting are applied by the TPF (the GGSN in the case of GPRS).
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Figure 5.1 – Relationship of service data flow, packet flow and service data flow filter

****** END OF CHANGE *******

****** NEXT MODIFIED SECTION ********

5.4
Reporting

This refers to the differentiated charging information being reported to the charging functions. Basic example: those 20 packets were in rating category A, include this in your global charging information.

-
The Traffic Plane function shall report bearer charging information for online charging;

-
The Traffic Plane function shall report bearer charging information for offline charging;

-
Charging information is reported based on the application of the bearer charging rules in the TPF (service data flow related charging information), and in the case of GPRS, as specified in [3] (per PDP context);

-
The Traffic Plane function shall report triggered Events of an existing charging rule for both offline and on-line charging;

-
The Traffic Plane function shall report triggered re-authorisation of existing charging rules for on-line charging;

-
It shall be possible to report charging information showing usage for each user for each charging rule, e.g. a report may contain multiple containers, each container associated with a charging key;

-
It shall be possible to associate per PDP context charging information with the corresponding service data flow based charging information. 

****** END OF CHANGE *******

****** NEXT MODIFIED SECTION ********

6.2.4
Traffic Plane Function

The Traffic Plane Function shall be capable of differentiating user data traffic belonging to different service data flows for the purpose of collecting offline charging data and performing online credit control.
The Traffic Plane Function shall support pre-defined charging rules, and pre-defined filters. See subclause 5.3 for further filtering and counting requirements.

In the case of online charging, the Traffic Plane Function shall not allow traffic unless network resource usage has been granted by the OCS.

For online charging, the Traffic Plane Function shall be capable of managing a pool of credit used for some or all of the service data flows of a user. The Traffic Plane Function shall also be capable of managing the credit of each individual service data flow of the user.

A TPF may be served by one or more CRF nodes. The appropriate CRF is contacted based on UE identity information.
Editor’s note:
The specific identity information used to identify the appropriate CRF is FFS.

For GPRS, it shall be possible to provide flow based charging functions for different service data flows even if they are carried in the same PDP Context. For GPRS, the traffic Plane Function is a logical function allocated to the GGSN.
Editor’s Note:
The effects of this co-location to the interfaces still needs to be studied e.g. Gy, Gz, Gi. Gi radius extensions for charging purposes are not precluded.

For GPRS, the TPF/GGSN applies charging rules on a per PDP context basis.
For each PDP context, the TPF shall accept information during bearer establishment and modification relating to:

-
The user and terminal (e.g. MSISDN, IMEISV)

-
Bearer characteristics (e.g. QoS negotiated, APN, IM CN Subsystem signaling flag)

-
Network related information (e.g. MCC and MNC)

The TPF may use this information in the OCS request/reporting or request for charging rules.

For each PDP context, there shall be a separate OCS request/CCF reporting, so this allows the OCS and offline charging system to apply different rating depending on the PDP context.

The Traffic Plane Function shall identify packets that are charged according to service data flow based charging. The Traffic Plane Function shall report the data volume(s) charged according to service data flow based charging. In case of GPRS, the Traffic Plane Function shall report the service data flow based charging data for each charging rule on a per PDP context basis.

At initial bearer establishment the Traffic Plane Function shall request charging rules applicable for this bearer from the charging rules function. As part of the request, the Traffic Plane Function provides the relevant information to the charging rules function. The Traffic Plane Function shall use the charging rules received in the response from the charging rules function. In addition, the Traffic Plane Function shall use any applicable pre-defined static charging rules. Pre-defined charging rules may apply for all users or may be dynamically activated by the CRF for a specific bearer of a single user.

If the bearer is modified by changing the bearer characteristics, the TPF shall first use the event triggers to determine whether to request the charging rules for the new bearer characteristics from the charging rules function. Afterwards, the TPF shall use the re-authorisation triggers in order to determine whether to require re-authorisation for the charging rules that were either unaffected or modified. 
If the Traffic Plane Function receives an unsolicited update of the charging rules from the charging rules function, the new charging rules shall be used.

If another bearer is established by the same user (e.g. for GPRS a secondary PDP context), the same procedures shall be applied by the Traffic Plane Function as described for the initial bearer. For a bearer (e.g. in GPRS, a secondary PDP context), the TPF shall only apply the charging rules that are activated/associated with this bearer. Hence a charging rule is installed, modified and removed on a per PDP context basis. If multiple PDP contexts are active for a UE the CRF may decide that a charging rule is to be activated/associated with more than one PDP context.
The Traffic Plane Function shall evaluate received packets against the service data flow filters in the order according to the precedence for the charging rules. When a packet is matched against a SDF filter, the packet matching process for that packet is complete, and the charging rule for that SDF filter shall be applied. If there is no match against any SDF filter established for that bearer the packet shall be discarded.
****** END OF CHANGE *******
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