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****** FIRST MODIFIED SECTION ******

5.9
Routing Enforcement and Policy Enforcement in Scenario 3
5.9.1
Purpose for routing enforcement and policy enforcement
In order to ensure operator policies, e.g. QoS, Charging can be applied to user traffic, scenario 3 requires routing enforcement and policy enforcement to be implemented in the 3GPP-WLAN interworking system.
5.9.2
Routing Enforcement in the WLAN AN

Routing enforcement shall be used to ensure that all packets sent to/from the WLAN UE for 3G PS based service are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). However, this routing enforcement shall not prevent a WLAN AN from routing non 3G PS based service traffic to another network (e.g. the Internet) other than a PLMN, when provision of such services (e.g. direct Internet access from the WLAN) is agreed between the  WLAN and the PLMN.

When subscription limits a WLAN UE to exclusively access only 3GPP PS based service, the PLMN can indicate to the WLAN AN routing enforcement to ensure that all packets sent to/from the WLAN UE are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case).
If a WLAN UE user subscription allows a Scenario 3 user to access a Scenario 2 type of service (e.g. direct internet access), the WLAN AN should be capable of routing packets directly to the external packet data network.
Routing enforcement in the WLAN AN shall ensure that packets sent between a PDG and a WLAN UE are routed to the right entity in the interworking VPLMN (roaming case) or HPLMN (no roaming case). 

Routing enforcement should not prevent the WLAN AN from supporting scenario 2 WLAN UE or a scenario3 capable WLAN UE opting for a scenario2 type of direct internet access, and non 3G interworking WLAN terminals. 

Routing enforcement should have minimal impact on the WLAN AN.
****** NEXT MODIFIED SECTION ******

6.2.2
3GPP AAA Proxy

The 3GPP AAA Proxy represents a proxying and filtering function that  resides in the Visited 3GPP Network.  The 3GPP AAA Proxy functions include:

-
Relaying the AAA information between WLAN and the 3GPP AAA Server. 

-
Enforcing policies derived from roaming agreements between 3GPP operators and between WLAN operator and 3GPP operator

-
Reporting per-user charging/accounting information to the VPLMN CCF/CGw for roaming users

-
Service termination (O&M initiated termination from visited network operator)

-
Protocol conversion when the Wa and Wd reference points do not use the same protocol

For Scenario 3 only:

-
Receiving authorization information related to subscriber requests for W-APNs in the Home or Visited network

-
Authorization of access to Visited network W-APNs according to local policy
-     Receiving the suitable policy enforcement information from AAA-Server and provides it to the WAG in VPLMN.

-     May provide suitable routing enforcement information to WLAN AN.
The 3GPP AAA Proxy functionality can reside in a separate physical network node, it may reside in the 3GPP AAA Server or any other physical network node.

6.2.3
3GPP AAA Server

The 3GPP AAA server is located within the 3GPP network. The 3GPP AAA Server:
-
Retrieves authentication information and subscriber profile (including subscriber's authorization information) from the HLR/HSS of the 3GPP subscriber's home 3GPP network.

-
Authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The authentication signaling may pass through AAA proxies.

-

Communicates authorization information to the WLAN potentially via AAA proxies.

-
Registers its (the 3GPP AAA server) address or name with the HLR/HSS for each authenticated and authorized 3GPP subscriber. 

-
Initiates the Purge procedure when the 3GPP AAA server deletes the information of a subscriber. 

-
May act also as a AAA proxy (see above).

-
Maintains the WLAN UE's WLAN-attach status.
-
Provides the WLAN UE's WLAN-attach status to other entities (which are out of the scope of this TS).
-
Generates and reports per-user charging/accounting information to the HPLMN CCF/CGw.

For scenario 3:

-
Communicates service authorization information (e.g. authorized W-APN, necessary keying material for tunnel establishment and user data traffics) to the PDG. AAA proxies if the PDG is located in VPLMN.
-     Provides the AAA-Proxy with suitable policy enforcement information.
-     Provides suitable policy enforcement information to WAG in HPLMN.
-     May provide suitable routing enforcement information to WLAN AN.

****** NEXT MODIFIED SECTION ******

6.3.1
Wa reference point 

6.3.1.2
Functionality

The functionality of the reference point is to transport AAA frames:

-
Carrying data for authentication signalling between WLAN UE and 3GPP Network.

-
Carrying data for authorization signalling between WLAN AN and 3GPP Network. These data may include a well-defined identification of the WLAN AN.

· Carrying charging signalling per WLAN user.

· Enabling the identification of the operator networks amongst which the roaming occurs.

-
Carrying keying data for the purpose of radio interface integrity protection and encryption.
-    May carry Routing Enforcement information from the PLMN to ensure that all packets sent to/from the WLAN UE for PS based services are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case) appropriately.
-
When such functionality is supported by the WLAN AN, purging a user from the WLAN access for immediate service termination

To minimize the requirements put on the WLAN Access Network and to protect the confidentiality of the subscriber's charging status the fact whether a user is offline or online charged by his 3GPP subscription provider shall be transparent for the WLAN AN and thus for the Wa reference point
****** END OF CHANGES ******
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