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Introduction and Summary
This contribution proposes a few changes to TR 23.981. 

Most of the changes simply intend to improve the quality of the document and are editorial or almost editorial. In particular, there seems to be a need to link the wording used in TR 23.981 with respect to NATs more closely to the IMS IP version interworking architecture in TS 23.228.
In addition, there is a need to link the text in subclause 5.4.1 more closely to the remaining content of the TR. In most of the TR, dual-stack has only been considered as a property of the UE or the whole IM CN subsystem, while 5.4.1 explicitely mentions a dual stack property of the P-CSCF. This seems to hint towards a NAT between P-CSCF and S-CSCF, which would allow an IP UE to use IPv4 towards the P-CSCF, but register an IPv6 address at a S-CSCF. While such a scenario should not be excluded, it has not been studied in detail within the TR. We suggest to highlight this to the reader.
Proposal

The following changes are proposed to TR 23.981 (based on version 1.1.1)
*** FIRST CHANGE ***

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

ALG
Application Level Gateway

CN
Core Network

CSCF
Call/Session Control Function

DHCP
Dynamic Host Configuration Protocol

DNS
Domain Name System

GGSN
Gateway GPRS Support Node

GPRS
General Packet Radio Service

GSN
GPRS Support Note

I-CSCF
Interrogating CSCF

IM
IP Multimedia

IMS
IP Multimedia Subsystem

IP
Internet Protocol

IPSec
IP Security protocol

NA(P)T-PT
Network Address (Port-Multiplexing) Translation-Protocol Translation

NAT
Network Address Translation

OMA
Open Mobile Alliance

OTA
Over the Air Activation

P-CSCF
Proxy-CSCF

PDP
Packet Data Protocol

QoS
Quality of Service

S-CSCF
Serving-CSCF

SGSN
Serving GPRS Support Node

SIP
Session Initiation Protocol

SMS
Short Message Service

TrGW
Transition Gateway

UE
User Equipment

*** NEXT CHANGE ***

5.3
Interworking Scenarios

5.3.1
Interworking Architecture and NATs
5.3.1.1
Interworking Architecture

TS 23.228 [4], clause 5.38, defines an architecture for interworking between an IPv6 based 3GPP IM CN subsystem and IPv4 SIP networks. It uses the concept of IMS-ALG and TrGW, based on the general concept of ALGs and NA(P)T/NA(P)-PT: The IMS ALG is the necessary application level gateway, which is aware of SIP/SDP protocols, and the TrGW is a NA(P)T-PT, which provides the translation function. An IPv4 based IM CN subsystem is a particular example for an IPv4 SIP network, and thus the interworking architecture may be applied. These mechanisms defined in 23.228 [4] are also applicable when an IPv4 IM CN subsystem migrates to IPv6, and needs to interwork with other IPv4 IM CN subsystems or IPv4 SIP networks.

5.3.1.2
NATs

In general, address translation mechanisms have been available for Internet applications for some time now. The disadvantages of such NAT- and ALG-based mechanisms have also been identified a long time ago: 

-
NAT breaks the end-to-end model of IP;

-
Coordination between the ALG processing the signalling and the NAT processing the media stream IP headers is needed;

-
NAT is a single point of failure for ongoing connections. A session through a NAT must flow through the same NAT for the entire duration of the session. Thus, if a NAT fails, all its sessions will abruptly terminate.

-
Scalability problems of NATs and ALGs.

While NATs (and ALGs) are expected to be used in the future, it can be concluded that their wide scale deployment in a carrier-grade IMS environment shall be avoided whenever possible
5.3.2
Overview

The following scenarios are those that need to be considered for IMS interworking if it is assumed that there are both IPv6 and IPv4 IMS deployments. This list may not be exhaustive of the possible deployments. The scenarios in the following subclauses are divided into the following categories:
1. IMS interworking – non-roaming scenarios, see subclause 5.3.3;
2. IMS interworking – roaming scenarios, see subclause A.1.1;

3. GPRS access scenarios, see subclause 5.3.4;
4. IMS interworking – interconnect and end-to-end scenarios, see subclause 5.3.5 and A.2.
In all cases it will be necessary to consider the IP version supported by the UE. Particularly, as networks migrate from IPv4 to IPv6, there may exist IPv4 only terminals attempting to access IMS in networks supporting IPv6.

In considering scenarios, it is necessary to take into account the use of private addressing and the use of NAT at the edge of IPv4 networks and the implications for protocols with embedded IPv4 addresses. 

Depending on the scenarios, the term NAT in the description and in the figures of this report can also imply a NA(P)T/NA(P)-PT and SIP/SDP aware ALG as defined in the interworking architecture, see subclause 5.3.1.1.. For example, in scenario 5.3.2.2.1 "Non-roaming - IPv4 IM CN subsystem with IPv6 IM CN subsystem", communication is only possible via NA(P)T/NA(P)-PT, if the other end point is IPv6 only.. 
It is assumed that the NATs are SIP/SDP aware.

Interconnect networks are assumed to support IPv4, or both IPv4 and IPv6.

The main architecture principle assumed for the GPRS system is the use of GGSN in the home network when early deployment and possible migration scenarios of IPv4 based IMS implementation is considered.

In the scenarios in this subclause 5.3 and in annex A, the IP version mentioned refers to the IP version used for IMS communication. From the GPRS perspective this is the PDP type used. The PDP type is the IP version used inside the GTP tunnel on top of GTP. For example, an IPv6 IMS may run in a network where transport on Gn (on the IP layer below GTP) uses IPv4. See TS 23.060 [6] for details.
*** NEXT CHANGE ***

Table 5-1: End-to-end scenarios

	Scenario
	UE#1
	Network#1
	NAT#1
	Transit
	NAT#2a
	Network#2
	NAT#2b
	UE#2

	1
	IPv4
	5.3.3.1, 

IPv4 only
	X
	IPv4
	-
	5.3.3.1
	-
	IPv4

	2
	Dual

stack

(IPv4 in use)
	5.3.3.1
	X
	IPv4
	-
	5.3.3.1
	-
	IPv4

	3
	IPv4
	5.3.3.1
	X
	IPv4
	-
	5.3.3.2

IPv4/IPv6

Note 1
	X
	Dual

stack

(IPv6)

	4
	Dual

stack

(IPv4 in use)
	5.3.3.1
	X
	IPv4
	-
	5.3.3.2

IPv4/IPv6

Note 1
	X
	Dual

stack

(IPv6)

	5
	IPv4
	5.3.3.2

(IPv4)
	X
	IPv4
	-
	5.3.3.2

IPv4/IPv6

Note 1
	X
	IPv6

	6
	Dual

stack

(IPv6 in use)
	5.3.3.2

(IPv6)
	-
	IPv6
	-
	5.3.3.2

(IPv6)
	-
	IPv6

	7
	IPv6
	5.3.3.2

(IPv6)
	X
	IPv4
	X
	5.3.3.1

IPv4
	-
	IPv4

	8
	IPv6
	5.3.3.2

(IPv6)
	-
	IPv6
	-
	5.3.3.2

IPv6/IPv4

Note 2
	X
	IPv4

	9
	IPv6
	5.3.3.3
	-
	IPv6
	-
	5.3.3.2

IPv6/IPv4

Note 2
	X
	IPv4

	10
	IPv6
	5.3.3.3
	-
	IPv6
	-
	5.3.3.3


	-
	Dual

Stack

(IPv6)

	Note 1:
The S-CSCF in the terminating network will recognize that the UE#2 has registered an IPv6 address and a translation to IPv6 is then necessary on the network layer and possibly also on the application layer. 

Note 2:
The S-CSCF in the terminating network will recognize that the UE#2 has registered an IPv4 address and a translation to IPv4 is then necessary on the network layer and possibly also on the application layer.


*** NEXT CHANGE ***

5.4
Migration Scenarios

5.4.1
IPv4 UE and IPv6 IM CN subsystem

Due to migration, there may be cases where some IMS users still connect to the IMS using their IPv4 UE although the IM CN subsystem has evolved from IPv4 to IPv6.

In this case, the P-CSCF needs to support IPv4 towards the UE. An intermediary node between the UE and the P-CSCF would otherwise jeopardise the security association between the UE and P-CSCF. If the S-CSCF already evolved to IPv6, a NAT between P-CSCF and S-CSCF could provide the possibility for IPv4 UEs to register at an IPv6 S-CSCF with an IPv6 IP address. 
While
 the detailed impact of this mechanism has not been studied within the TR
, it is understood that it might have negative impact on security mechanisms. In line with the overall recommendation to avoid NATs, it is is thus recommended to provide the dual stack capability in all IM CN subsystem nodes instead.
The early deployment of IMS dual stack UEs facilitates the migration from IPv4 to IPv6, as it avoids the issue mentioned in this subclause.

*** NEXT CHANGE ***

A.1.4
IMS roaming access - IPv4 visited network, dual stack home network
GGSN and P-CSCF are in the IPv4 visited network. The I-CSCF and S-CSCF are in the home network which supports dual stack. The UE may be IPv4 only or may be IMS dual stack UE. If the UE is IPv6 only then this scenario can not be supported.
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Figure A.1-4: IMS roaming access - IPv4 visited network, dual stack home network
Issues described in clause A.1 with respect to routing of bearer path are applicable for this scenario as well.

This scenario is not further considered due to the assumption that GGSN at home is the most likely scenario.

A.2
End to End scenarios

This clause describes some end to end scenarios for IP version interworking for IMS cases.

A.2.1
Non-roaming - IPv4 IM CN subsystem with IPv6 IM CN subsystem
IPv4 IM CN subsystem and IPv6 IM CN subsystem are in different networks; each leg of the session is contained solely in an IPv4 or IPv6 network. Either network may originate or terminate sessions. The UE in the IPv4 network may be IPv4 only or may be IMS dual stack UE (if it is IPv6 only then this scenario can not be supported).
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Figure A.2-1: Non-roaming IPv4 IM CN subsystem with IPv6 IM CN subsystem

In this scenario 

- subclause 5.2.2.1. and 5.2.2.2 apply to the UE accessing the IPv4 network;
- subclause 5.2.2.1 may apply to the UE accessing the IPv6 network;
- subclause 5.3.1.1 applies to the interconnection between the networks.
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