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1. Introduction

In the last several meetings, the WLAN drafting group has had several requests to clarify how packet routing occurs.  We have examined this issue in the past, but not in depth to achieve a consistent understanding.

Following are rough draft diagrams developed at this meeting primarily for my understanding and discussion.  I hope to use these diagrams as the basis of a CR(s) to be contributed later.  This paper has also identified several issues where I believe the WLAN work departs from the standards IETF protocols, and also identifies at least one (fairly trivial) protocol which would need to be developed.  It also refines the roles of the UE, WAG, and PDG, which would also be the basis of CR work.   
2. Analysis 
This first section covers the authentication flows when a subscriber first attempts to authenticate on the WLAN.
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Step 1: The UE wishes service from a given WLAN.  It is assumed the Subscriber wants to use a WAG in a VPLMN which is known or provisioned.  The UE will provide an identifier of the form: “myid@hplmn.vplmn”.

Step 2: The WLAN AN accepts the association request, and generates a DIAMETER EAP Authentication Request to its local AAA Server or DIAMETER Proxy.

Step 3: The local AAA Server/DIAMETER Proxy is not able to serve the request, but sees that it is destined to “myid@hplmn.vplmn”, and routes it to the VPLMN AAA Server. Note: This is IETF Standards based behavior.

Step 4: The VPLMN 3G AAA Server receives the request, but has been extended to understand that an NAI with the value of “myid@hplmn.vplmn” is not one of its own subscribers, but belongs to the HPLMN 3G AAA Server instead.  It generates a request to a DNS to resolve “AAA.hplmn” to get the proper address, and then routes the request to that location. Note: This is NOT standards based behavior!
Step 5:  The HPLMN 3G AAA Server receives the request from the VPLMN AAA Server, and starts processing.  It replies to the VPLMN 3G AAA Server (IETF Standards based action?  Or not?) with the challenge phase.  The same message path is used for the challenge phase, with the same processing as in the above steps.  It is assumed the challenge is successful.

Step 6: The HPLMN 3G AAA Server issues a successful Authentication Response to the VPLMN 3G AAA.  The VPLMN now knows the subscriber is valid, is authorized for service, and can create “State Information” for the UE.  The VPLMN also modifies the Authentication Response by placing the WAG IP Address in the message, and provide a “token” or “cookie” which is used to identify the UE later in the processing.  (Editor note: The WAG is provided with the token immediately after this step, which should be shown in the diagram).  (NOTE: This tends to indicate that a SINGLE WAG will be used to satisfy ALL the traffic for a single user.  This could be modified by using a list of WAG addresses, but the advantages of a list are not clear).
Data stored in the VPLMN 3G AAA include at this step includes:  
1. Permanent ID of the UE (IMSI and MSISDN) 
2. Token Value. 
3. Home Network (if not derived from ID).  
4. Associated WAG(s)
Step 7-8: Message is transferred via the proxy to the WLAN AN.

Step 9: The data is transferred down to UE.  The UE now has the following data:
1. Address of WAG(s).  
2. Token to provide to WAG.  

==================================================================

This next section covers having the UE opening the firewall in the WAG.
==================================================================
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Step 1: The UE sends a “Open Firewall” message containing the “token” to the WAG.

Step 2: The WAG examines the token, and associates the received IP address with the permanent ID provided with the token value.  The WAG uses the received IP address, which may be different from the address the UE’s local IP address because of NAT. The WAG then “opens the pinhole in the firewall” for this address, and replies with a “success”.  Note: if this had failed, the WAG would discard the message silently.
Step 3: The WAG may (shall?) send a Connection Start if time based charging is involved in the VPLMN.

Step 4. The VPLMN 3G AAA may (shall?) forward the Connection Start message to the HPLMN 3G AAA.  (Note: this may be an accounting message at this point).

Note 1: If the UE is sending data to the HPLMN, then this step may be skipped (e.g. the home network is using a VPN Concentrator as a WAG/PDG implementation).

==================================================================

Now, a tunnel setup can be accomplished to the PDG.  We already have a method (i.e. DNS lookup) to obtain the PDG address, and that is assumed to have been done prior to this next step.  The UE now has all the information it needs to construct a packet which and be routed easily through the network (e.g. the IP address of WAG, and PDG).  This next section proposes the following approach for routing packets to the PDG via a VPLMN WAG.
==================================================================
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Step 1: The UE wishes to send a packet to the PDG via a WAG in a VPLMN.  The UE has a “normal” VPN Client software, which generates a packet of the form: [Source = UE IP Address, Destination = PDG IP address (payload)] where “(payload)” is the IP packet an application wants to send to the exterior network. A “shim layer” application (or a modified IP application) places the packet in another “IP-in-IP packet”, generating the {UE IP Address, WAG IP Address, [UE IP Address, PDG IP Address (Payload)]}.  Note: This assumes the same WAG is always used.  It may be that a WAG-to-PDG mapping table would be needed if multiple WAG were used.

Step 2: The packet may transverse a NAT.  The outer source address is modified accordingly from UE IP to the NAT IP.
Step 3: The WAG receives the packet, and recognizes the NAT IP address from the prior firewall opening procedure.  The WAG removes the outer envelope, and notes the UE IP address in the source in the information for this subscriber for use later, and replaces the UE IP address with the WAG IP address.  Note: this means the WAG now has the Subscriber’s local IP address and NAT address, which might be useful for customer care and fraud packet detection/rejection.
Step 4: The PDG (basically a VPN concentrator application) removes the outer envelope, and sends the (Payload) to the exterior network. This is normal processing for a VPN Concentrator.

Step 5: The exterior network sends a reply “payload” packet back to the PDG.  The PDG adds the WAG IP address as a destination address, and the PDG as the source address in an “envelope” and forwards the message. 
Step 6: The WAG replaces WAG IP address in the destination address with the UP IP address, and places it in an “envelope” packet with a source address of the WAG and a destination address of the NAT.
Step 7: The NAT will replace its address as destination with the destination address of the UE in the envelope packet.

Step 8: The UE receives the packet.  The “shim” layer removes the first envelope, and delivers the inner envelope to the VPN Client software.  The VPN Client software removes the next envelope, and delivers the payload to the end application.

Note 1: If the packet is direct to the Home Network, then the Outside Packet can be skipped (i.e. no “shim layer” is used). 
Note 2: This protocol can obviously be improved, and is presented here mostly for understanding.  The “inner” address from the VPN packet could be removed by the shim layer for transport, and reinserted at the WAG.  IPv6 routing may also allow the WAG to be used as a “Care-of” address within a standard IPv6 protocol stack. 
3. Summary and Conclusion

It is hoped that this contribution moves the WLAN work closer to a common understanding of how packet routing can be accomplished.  This is important to support the work of protocol development and Stage 3 work in general. Hopefully we can verify the following during our discusion:

1. The DIAMETER routing for the authentication message is not completely IETF standards based.

2. The EAP message reply to the UE will contain the WAG address and a token for opening the WAG firewall.  The use of a list of WAG addresses should be discussed and see if it is necessary.

3. There is a need for a protocol (which is pretty trivial) for opening the WAG firewall in the VPLMN.  It also raises the issue if “connection time” should be noted with this event.

4. Given this information, it is possible to have a fairly trivial extension to existing UE software which will allow for the easy routing of packets via the WAG (regardless of NAT), a straightforward set of processing responsibilities for the WAG, and PDG which can re-use most of the functions of an existing VPN concentrator.
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