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1. Introduction

In the ongoing work in 3G-WLAN interworking, different scenarios of interworking are being discussed. Each interworking scenario, e.g. scenario2 or scenario3, is aimed at providing different type of services to the user according to the user subscription and 3G-WLAN inter operator agreement. A scenario2 capable user always has to access the internet directly without going through the WAG and PDG, whereas a scenario3 capable user can choose to have a direct internet access or a scenario3 based service according to his subscription. This proposal suggests providing an option to a scenario3 capable user to choose between a scenario2 type of service and a scenario3 type of service explicitly.

This paper also aims to clarify that, if a scenario3 capable user chooses a scenario2 application such as direct internet access, he should NOT initiate a Tunnel Establishment Request as in section 7.9 of TS23.234 v2.4.0. Instead he should access the service with the local IP address assigned to him, just like a scenario2 capable user.


Currently, during the Tunnel Establishment phase, if the AAA-Server finds that it cannot serve the requested W-APN with any of the PDGs to which UE is allowed to access, the AAA server denies the service to the UE. Instead, this paper also proposes that, the AAA-Server can respond back to the UE allowing it to access internet directly like a scenario2 capable user, if the requested W-APN corresponds to internet access.
2. Discussion

A 3G WLAN interworking system defines multiple scenarios of interworking. As per TS23.234 v2.4.0, a scenario2 capable user always accesses internet directly without going through the WAG and PDG of the 3G-WLAN operator’s PLMN. And a scenario3 capable user always tries to access the internet through the PLMN with a Tunnel Establishment procedure.  But it doesn’t mention the case, where in a scenario3 capable user wants to access internet directly instead of going through the PLMN. This is a possible case, if the user is charged not only according to his subscription of services, but also on how the service is being offered to the user. The internet access, for example, can be directly accessed or can be given to the user through the WAG and PDG by Tunnel Establishment procedure. The former would be cheaper for the PLMN and the user as it doesn’t use any of the PLMN resources for data path establishment and packet transfer. So a scenario3 capable user should be able to select a type of access, scenario2 or scenario3, for the basic services which are available in both scenario2 and scenario3 subscriptions, e.g. basic internet access, when the network allows it.

In the above case, once a scenario3 capable user selects a scenario2 type of application, the WLAN UE should not initiate any Tunnel Establishment mechanism towards any PDG, but access the service directly with his local IP address. As an example, a scenario3 capable user upon selecting the service as basic internet access should use his local IP address to access the internet directly rather than initiating a Tunnel Establishment Request towards any PDG. At the same time, if a scenario3 capable user selects a scenario3 type of service, he should be automatically initiating a Tunnel Establishment Request towards the corresponding PDG. An explicit mention about the same has to be made in the spec TS23.234.

As per TS23.234 v2.4.0, section 7.9.1, whenever a user requests for a service, a scenario3 capable user still tries to access the network using a Tunnel Establishment Request. The AAA-Server shall do the service authorization for the user. According to section 7.9.1, in some cases, like the requested W-APN is not supported by the network or the user is not subscribed to the requested W-APN, the network shall reject the request. This paper proposes that if the user is trying to access a service which can as well be served using a scenario2 type of access, e.g. basic internet access, network can re-direct/suggest to the user to use scenario2 type of access. This paper proposes the necessary changes that need to be done to TS23.234 to achieve the same.

3. Proposed changes of the TS
******************* First amended section *******************
5.1
Access Control Requirements

Additional access control requirements for scenario 3:

-
Service Authorization shall occur after the WLAN Access Authentication/Authorization procedure.

-
Service based policy control shall be possible for the services authorized for the user.

-
Access to 3GPP PS based services shall be provided via WLAN. The interworking architecture shall be able to support all 3GPP PS based services.

-
Access to PS based services normally provided by the 3GPP PS Core Network shall be provided via WLAN. WLAN access to these services shall support the same features as those supported via the 3GPP PS Core Network according to operator choice, e.g. private addressing schemes, external address allocation, secure tunneling to private external network. Quality of Service shall be supported when accessing these services via WLAN, although some limitations may exist because of the WLAN AN.

-
A scenario 3 WLAN inter-working system shall be able to support WLAN UEs operating in scenario 2, e.g. according to subscription.
-    A Scenario3 capable user should be able to choose between a scenario2 type of internet access (direct access through local network) or a scenario3 type of access to internet (through the PLMN), when the network allows it.

-
When the WLAN inter-working system does not support access to 3GPP PS based services, the WLAN UE shall be able to detect it.

******************* Next amended section *******************
5.2
Access Control Principles

Additional access control principle for scenario 3:

Service Selection and authorisation: The solution shall include means for securely delivering service selection information from the WLAN UE to the 3GPP AAA server in the Home Network. If a scenario3 user chooses to access the internet directly using the local IP network (like a scenario2 user), no service selection information is passed to the PLMN. In all other cases, where a scenario3 type of services is opted by the user, the service selection information shall contain an indication of the requested W-APN to which access is requested. The 3GPP AAA Server in the Home network shall verify the users subscription to the indicated W-APN against the subscriber profile retrieved from HSS. The 3GPP AAA Server selects a W-APN based on the requested W-APN and on the user’s subscription/local policy.

******************* Next amended section *******************
5.9.2
Routing Enforcement in the WLAN AN

Routing enforcement shall be used to ensure that all packets sent to/from the WLAN UE for 3G PS based service are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). However, this routing enforcement shall not prevent a WLAN AN from routing non 3G PS based service traffic to another network (e.g. the Internet) other than a PLMN, when provision of such services (e.g. direct Internet access from the WLAN) is agreed between the  WLAN and the PLMN.

When subscription limits a WLAN UE to exclusively access only 3GPP PS based service, the PLMN can indicate to the WLAN AN routing enforcement to ensure that all packets sent to/from the WLAN UE are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). 
If a WLAN UE user subscription allows a Scenario 3 user to access a Scenario 2 type of service (direct internet access), the WLAN AN should be capable of routing packets directly to the Scenario 2 external packet data network.
Routing enforcement in the WLAN AN shall ensure that packets sent to/from the PDG are routed to the right entity in the interworking VPLMN (roaming case) or HPLMN (no roaming case). 

Routing enforcement should not prevent the WLAN AN from supporting scenario 2 WLAN UE or a scneario3 capable WLAN UE opting for a scenario2 type of direct internet access,  and non 3G interworking WLAN terminals. 

Routing enforcement should have minimal impact on the WLAN AN.
******************* Next amended section *******************
6.2
Network elements

6.2.1
WLAN UE

The WLAN UE functions include:

-
Associating to an I-WLAN.

-
WLAN access authentication based on EAP methods.

-
Selection of a suitable VPLMN in the roaming case.

-
Building an appropriate NAI.

-
Obtain a local IP address.

-
Building an appropriate W-APN to be used in scenario 3.

-
Request the resolution of a W-APN in scenario 3 to a PDG address.

-
Establish a secure tunnel in scenario 3 to a PDG.

-
Obtain a remote IP address to be used in scenario 3.

-
Accessing services provided in the operators PS domain. 
-     Providing an option to a scenario3 capable user to select a scenario2 type service (e.g. direct internet access) or a scenario3 type of internet access through the PLMN.
******************* Next amended section *******************
7.9.1 Redirection
In the above procedures, the UE may not be authorised to access the requested W-APN through the selected PDG. This may occur for the following reasons:

(i) The requested W-APN is not supported by the network

(ii) The user is not subscribed to the requested W-APN

(iii) The PDG is in the VPLMN and the user's subscription indicates that VPLMN access is not allowed for the requested W-APN

(iv) The operator does not wish to include all PDG addresses in DNS and so (for example) all initial requests are handled by a default PDG which may not be the correct PDG for the requested W-APN

(v) The user has not supplied an explicit requested W-APN. This is treated as a request for the first appropriate subscribed W-APN, or for a network default W-APN (if a wildcard W-APN is included in the subscription), as per 23.060 Annex A.

In cases (i), (ii) and (iii), the request is rejected with the appropriate cause. In this case, if the service requested by the scneario3 user is a basic internet access, which can also be provided by direct access to the internet (like a scenario2 subscription), AAA-Server can re-direct the user to use scenario2 type of access, in the Tunnel Establishment Response message. In case (iii), the UE may attempt tunnel establishment to the HPLMN as described in Section 7.8.

In cases (iv) and (v) above, the AAA Server may determine that the user is authorised to access the W-APN through a different PDG. The IP address of the alternative PDG is then returned to the UE in the rejection message from PDG to UE. In this case the UE shall attempt a new tunnel establishment request to the provided PDG address.

