3GPP TSG-SA WG2 meeting #38                                                       Tdoc S2-040618
Atlanta, USA, 16th – 20th February 2004
Title:
Clarification on UE Identity 

Source:
Nokia, Orange

Agenda item:
WLAN, 10.2

Document for:
Discussion and Approval

Introduction

This contribution adds some clarifications to the user identity requirements and principles. 

Proposal

It is proposed to include the following changes in TS 23.234:

<- Beginning of change 1: Adding new references ->

[A]
3GPP TS 23.003: "Numbering, addressing and identification". 

[B]
3GPP TS 24.234:" 3GPP System to WLAN Interworking; UE to Network protocols; Stage 3"

[X]
draft-arkko-pppext-eap-aka-11 (October 2003): “EAP AKA Authentication”..

[Y]
draft-haverinen-pppext-eap-sim-12 (October 2003): “EAP SIM Authentication”..
<- End of change 1 ->

<- Beginning of change 2->

5.3 User Identity

5.3.1
General

The network authentication procedure is based on the use of EAP method, as described in clause 7, where User Identity field carries the user identity in the Network Access Identifier (NAI) format specified in RFC 2486 [12]. A NAI is composed of a username part and a realm part. 

5.3.2
NAI Username

The NAI username part format shall comply with IETF EAP-SIM [Y] and EAP-AKA [X] specifications. Details of these are covered in 3GPP TS 33.234 [12],  3GPP TS 24.234 [B] and TS 23.003 [A].

For user identity protection a Temporary Identity username can be used. The use of a temporary identifier is necessary to replace the IMSI in radio transmissions as it protects the user against tracing from unauthorized access networks. As a working assumption, it is considered in this version of the TS that temporary identifiers are allocated in the 3GPP AAA Server.

For re-authentication, WLAN UE shall use the previously allocated Re-authentication ID as specified in the IETF EAP-SIM and EAP-AKA specifications as its NAI user identity.

5.3.3
NAI Realm Name

The NAI realm name shall be in the form of an Internet domain name as specified in RFC 1035 and shall identify the user's HPLMN, based on its MCC and MNC. Details on NAI realm construction are specified in 3GPP TS 23.003 [A].





· 
· 
· 
· 


5.3.4
Roaming NAI

A roaming NAI is constructed when the WLAN UE authenticates through a VPLMN. The WLAN UE shall indicate in the NAI both the user’s HPLMN and the chosen VPLMN, based on their MCC and MNC. 

The realm portion of the roaming NAI shall be constructed according to Section 5.3.2 based on the chosen Visited Network MCC and MNC.

The details on Roaming NAI construction are specified in 3GPP TS 23.003 [4A].
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