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1. Introduction
This contribution provides a clarification of DNS usage principle which should be used to prevent information relating to PDGs from being propagated to the public Internet. 

As specified in the TS and GSMA document IR.33, operators should be able to restrict the propagation of DNS information about WLAN Packet Data Gateways. For example, this information may be restricted to DNS servers controlled by PLMNs and to DNS servers accessible by UEs authorised by the 3GPP system.
2. Discussion
Important GSMA information has been provided in the s2-04126: “Mechanisms are already defined which restrict propagation of DNS information from one PLMN to those PLMNs with which they have a roaming agreement. This is done for the .gprs domain as described in the GSM-A document IR.33 Section 4.3.1.3: …”
For the WLAN AN, if it want to provide the DNS server in the WLAN AN, this DNS server should also fulfil the above requirement from GSMA.
However, in the real implementation, a WLAN AN provide services both to the 3GPP interworking subscriber and normal local WLAN subscribers. It will be not practical for a WLAN AN to provide, a DNS for the local WLAN users and the I-WLAN users. but it is difficult for one DNS to identify or authenticate the requestor, so it will be difficult for it to prevent the propagation for one DNS in the WLAN AN to serve all the user covered.
An easier and practical way for this is to provide the VPLMN DNS server to the I-WLAN UE, to prevent the propagation and avoid too much impact to the WLAN AN.
3. Proposal:

 Include the below principle of use of DNS for the WLAN AN
================Begin of changes====================

7.9.1 Use of DNS

It shall be possible to restrict the propagation of DNS information used for the above mechanism to DNS servers controlled by the PLMNs and to DNS servers available only to authorised 3GPP UEs (i.e. those UEs which have successfully connected to a 3GPP Interworking WLAN.)

It shall be possible to configure multiple PDG addresses against a single FQDN in a manner which allows the load to be shared across these PDGs.

If the I-WLAN AN can not provide DNS servers fulfilling the requirements of the GSMA (refer: GSM-A document IR.33 Section 4.3.1.3), then the address of a DNS server in the PLMN should be provided to the WLAN UE for W-APN resolution.
Note: The above shall be achieved by standard DNS mechanisms. The usage of TLD and the DNS query performed by the UE to resolve the W-APN needs further considerations based on Stage 3 work and on decision of GSMA about the management of TLD “.gprs” or “3gppnetwork.org”. Further details are in [23.003].
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